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Social Networks - Do’s and Don’ts

e Only establish and maintain connections with people you know and trust. Review your connections often.

e Assume that ANYONE can see any information about your activities, personal life, or professional life that you post and share.

e Ensure that your family and friends take similar precautions with their accounts; their privacy and sharing settings can expose your personal data.

e Avoid posting or tagging images of you or your family that clearly show your face.

e  Select pictures taken at a distance, at an angle, or otherwise concealed. Never post smartphone photos and don’t use your face as a profile photo,
instead, use cartoons or avatars.

e  Use secure browser settings when possible and monitor your browsing history to ensure that you recognize all access points.

Managing your Twitter Account

Twitter is a social networking and
microblogging site whose users send and

_gNntiFimtiDns H Discover & Me -

receive text-based posts online. As of October Stream of Tweets from

2014, the site has approximately 271 million people you follow Use Settings to manage
daily active users, generating 500 million ESPN @ESPNen140 - 6m visiblity
Tweets and 2.1 billion search queries daily. iFaltan 24 hs para Brasil

Following are people you e

subscribe to; Followers el FouowNG  FOLLOWERS
subscribe to your tweets; 7 1
Private Tweets will only be *

Andy Greenwald @andygreenwsald - 5m
esssss. RT @MartinezRios Gerard Way: "Action Cat" [Official Audio]:
youtu be/Gbk72F10Vgo via @YouTube
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visible to followers you approve

“Tweets” are short text-based messages - up to 140 characters - that users post to Twitter. “Tweet” can refer to a post as well or to act of posting to Twitter.
Tweets are public, indexed, and searchable unless protected by the user. Many users never Tweet, choosing only to follow persons or topics of interest.

Mentions (@username) are used to tag a user in a Twitter update.
When a public user mentions a private Twitter account, the link to ‘ G Grantland @Grantland33 - 48m

the private account proﬁle becomes public. e 30 The Cubs an ockies are looking for bright spots, while the Mariners

Hashtags (#topic) are used to mark a keyword or topic in a Tweet, Cmm— @jonahker gran TTKbLeox
Posts that include a hashtag are categorized by topics in the
Twitter search engine. Hashtagged words that become popular are
Trending Topics (ex. #jan25, #egypt, #sxsw).

Profile Settings

Apply the Profile settings shown below to ensure that your information is visible only to people of your choosing.

Profile Twitter Best Practices
This information appears on your public profile, search results, and beyond

Now edit your phetos and bio right from your profille. x

DO NOT use a ¢ Avoid using hashtags (#) in updates to prevent Twitter Search from
Photo n Change photo - indexing and associating your tweet with a topic.

This photo is your identity on Twitter and appears with your

[ View summary

face photo

Account

Securtty and privacy N Tweets e Tweet responsibly. Do not provide personal details regarding your
password > Header Change header whereabouts or activities in your post.
Mobile Recommended dimensions of 1500x500 .
Maximum filesize of SHB e Do NOT upload personal photos or websites.
Email notifieation " Need help? Learn more.
e Use nicknames, e Do NOT allow Twitter to use your location on mobile devices.

intials, or Neme

ErpR——————— | ) ccneral location
Desien pseudonyms

such as country or
metropolitan area

e Change your Twitter username frequently to limit your account
exposure.

Apps Location

Widgets Where in the warld are you?

Website | http://

©2014 Twitter About Help Terms
Privacy Cookies Ads info Brand Blog
Status Apps Jobs Advertise Businesses
Media Developers

Have a homepage or a blog? Put the address here.

About yourself in 160 characters or less. 160

Facebook

DO NOT connect to
Facebook

Connect to Facebook

Post Tweets to your Facebook profile or page.
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Account Settings Security & Privacy Settings

Apply the Security and Privacy settings shown below to protect and reduce

Apply the Account settings shown below to ensure that your information

is shared in a limited fashion.

Account
Change your basic account and language settings.
Usernama
hitps,fwittercom/|5aac0r446791
Email @biometricgroup com
Email will not be publicly displayed. Leam more.
Language English v
Interesmd in helping transiate Twitter? Check out the Transiation Center.
Time zone (GMT-04:00) Atlantic Tim ¥
Content
Country United States v
Select your country. This setting is saved to this browser
Tweet medis & Do not inform me before showing media that may be sensitive
You willses all photos or videos even if thay contain sensitive madia.
& Mark media | teat a5 containing material that may be sensitive
Please check this box if your Tweets contain sensiive media so that users
can be informed prior to viewing.
Your Twitter Request your archive
archive
You can request a file containing your information, starting with your first
Twaat. A ink will be emailed to you when the fle s ready o be
downlcaded.
Peactivare my account |

Deactivating / Delete Your Twitter Account

To deactivate your account, go to Settings, and select Account. At the bottom
of the page, click “Deactivate my account.” After deactivation, the user can

reactivate the account within 30 days.

Change every ~6

Review your posted
information regularly

Deactivate (optional)

Ernail me when

By sAunas A

Bv anvene v

Check and set to
“By anyone”

B My Twesks pee retwested

Fv anwnne v

Bv snvane b

Ry anyrne

# 'm llowed b
O I'm zent B direst rmesisge

Activity related to you and your Tweets

& My Tweats s marked as favorites

¥ Twests I'm mentioned in are marked as favorites

# Tweets I'm mestioned in are rebweebed

# My Twests get a reply or I'm

@ Semesns shares 3 Tweet with mae
@ Someocns from my address book joins Twitter

Note: Private
Tweets cannot
be retrtweeted

Direct messages

are never visible
to the public

the visibility of your personal information.

Two-factor
authentication

recommended

Add requirement
to rest password.
Check

Select “Do not
allow anyone to
tag me in photos”

Protecting your
Tweets makes all
your posts private.
Only those who
you approve can
acces your tweets.

Do NOT add
locations to your
Tweets. Uncheck

Do NOT allow

email. Uncheck

others to find your
account using your

Security and privacy
Change your security and privacy settings.
Security

® Don't verify login requests
@ Send login verification requests te my phene

Login verification

You need to add a phone to your Twitter account to enable this festure on
theweb.

© Send login verification requests to the Twitter app

Approve requests with one tap when you enrol in lngin verification on
Twitter for iPhone or Twitter for Android. Leam more

# Require personal information to reset my password

By defaul, you can infiai a password reset by entering only your
@usemame. If you check this bax, you will be prompted to enteryour
email address or phone numberif you forget your password.

@ Allow anyone to tag me in photos
@ Onlyallow people | follow to tag me in photos
@ Do not zllow anyone to tag me in photos

@ Protect my Twests

I selected, only those you approve will receive your Tweets. Your future
Tweets will not be available publicly. Tweets posted previoushy may stil be
publicly visiblein some places. Leam more

Tweet location B Add 2 location to my Tweets
When you tweet with a location, Twitter stores that location. You can switch
location on/off before each Tweet Leam more

Delete all location information

This will delete alllocation information from past Tweets. This may take up
to 30 minutes.

Discowrability (@ Let others find me by my email sddress

Personslization @ Tilor Twitter based on my recent website visits
Preview suggestions tailored for you {not cumently available to 2l users).
Leam more about how this works and your additonal privacy controls.

@ Teilor ads based on information shared by ad partners.

This ets Twitter display ads about things you've slready shown interestin.
Leam more about how this werks and your additicnal privacy controls.

Do NOT allow Twitter to use third party data

to tailor your experience. Uncheck both.

Notification & Application Settings

Maintain a small digital footprint by minimizing the number of notifications. Revoke access to unnecessary third applications.

Email me with

Twitter updates
may highlight new
security tools or
possible risks

Updates from Twitter

News about Twitter product and feature updates

Tips on getting more out of Twitter

Things | missed since | last logged into Twitter

News about Twitter on partner products and other third

Applications
Tnese are the apps al can ACCess your TWiller acCount. Leam more

Photos on i85 by Apple® Learn how to revoke an 105 app
Whether you're ficking througn an amum or

Zooming In 1o See the smallest detall, you'll be

amazéd al how Sharp, vibrant, and beautiful

your pholos look. And 50 will everyone you show

hem o

resd anawiite access
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Block unknown or unwanted
3rd party applications from

accessing your account

A Parent’s Guide to Internet Safety
Privacy Rights Clearinghouse
Microsoft Safety and Security

www.fbi.gov/stats-services

arent-guide

ublications

www.privacyrights.org/fs/fs18-cyb.htm

www.microsoft.com/security/online-privacy/social-network

Online Guardian

www.onguardonline.gov/topics/social-networking-sites.aspx




