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The Judge Advocate General  
and Information Operations
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Agenda for Legal Support to IO

• JAG / IO Overview

• Law of Armed Conflict

• Legal Considerations for IO
– Military Deception (MD)
– Information Systems (INFOSYS)
– Psychological Operations (PSYOPS)
– Targeting

• Should I Involve JAG?

• Summary
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The United States Military
is bound by: 

• International Treaties 
• Customary International Law
• Domestic Law (Federal and State) 
• Host Nation Law
• DOD Policy
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Our Adversaries May Not 
Follow it!

Adherence to the “LAW” is Key to US Information Operations
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IO - The Role of Law
� “When I first heard about bringing in the lawyers, I thought we had really 

slipped off the deep end, one more time.  I apologize if I offend any lawyers out 
there -- I always have held lawyers in fairly high esteem.   The more I thought 
about bringing the lawyers into the equation, the more I realized we need their 
expertise.  

� Because exploiting the information spectrum will readily cross international 
borders, we must be cognizant of what the law allows and will not allow.  When 
do you begin information warfare in the spin-up to a conflict?  When do you 
begin to go out there and intrude in somebody’s banking system?  When do 
you begin to get into somebody's telecommunications system?  

� These are all very difficult questions.  Clearly, information warfare is not
something that is focused solely on the confines of a constrained battle area.  
While we will fight in a theater, information warfare will force us to be engaged 
worldwide.  And so, we must have some good advice as we pursue this 
capability.”             - General Ronald R. Fogleman, 16 May 1995
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IO Legal Authorities

International Law
Law of Armed Conflict 
UN Charter
Law of Neutrals
Status of Forces Agreements
Int’l Telecommunications Conv.
Other Treaties

U.S. Domestic Law
18 U.S.C. 1030 (CFAA)
18 U.S.C. 2510-2520 (Wiretaps & ECPA)

CJCS Standing Rules 
of Engagement
CJCS 3121.01A

Forces
10 U.S.C. 161-164
Joint Pub. 1, Jt Warfare of Armed Forces
Joint Pub. 0-2, Unified Action Armed Forces
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Int’l Law With Regard To IO is 
Ambiguous

• Development of IW presents int’l legal issues that complicate 
nation’s efforts to execute and respond to certain IW attacks

• Novelty of certain IW techniques may present unique challenges to 
established legal regimes

• Challenges existing law in 3 ways
– Intangible damage differs from physical damage
– Ability for signals to travel across int’l networks and affect 

systems in distant countries conflicts with longstanding 
principle of national, territorial sovereignty

– May be hard to define targets as military
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IO Law -- What is It?
• No separate legal regime of “IO Law”
• Apply existing law to IO/IW activities, e.g.:

� Telecommunications Law
� Response to Computer Network Intrusions
� Intelligence Oversight
� Space Law
� Law of Armed Conflict 
� Use of Force Issues

• Common appreciation of the legal issues involved is developing 
rapidly
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LOAC Structure

Law of Armed Conflict

Law of Armed Conflict Principles

Discrimination/
Distinction

Military 
Objective/Necessity

Unnecessary 
Suffering

Proportionality
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Discrimination

• Must distinguish between legitimate military targets and 
civilians and their property; may only intentionally target 
military objects

• Some proportional collateral damage is permitted
• Real issue is the quality of available intelligence
• Overselling of 'precision', 'stealth', and other technologies can 

create unrealistic expectations
– Perception of deliberateness when things go wrong

• IO techniques:  Offensive IO may not be precise enough to limit 
damage to military targets
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Noncombatants

• Distinction:   Must distinguish combatants/lawful military 
targets from noncombatants/civilian objects

• In modern war, who is a noncombatant civilian?
• The answer dictates

– Who can be targeted, and
– Who can do the targeting
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Proportionality in LOAC

‘Balancing’ Test

Anticipated 
collateral damage 
to noncombatants 
and their property

Concrete and direct
military advantage 

anticipated



13

Military Necessity

• Limits attacks to “military objectives”
– Make an effective contribution to military action
– Whose neutralization offers a definite military advantage
– Look to a thing’s

• Nature (e.g., tank, artillery piece)
• Location (e.g. bridge, key road)
• Purpose (e.g. civilian factory used to make military 

equipment)
• Use (possible future use)

• Dual use facilities generate the most issues
– Will IO activities cause dangerous unforeseen effects, e.g., 

disease, fire, flood, radioactivity, etc.?
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IO & Law of Armed Conflict: 
Superfluous Injury

• Weapons that cause unnecessary death and suffering, or create 
wounds not treatable by traditional medical procedures are 
prohibited
– E.g., poison, barbed weapons, projectiles filled with glass, and 

bullets designed to flatten or fragment
– Applicable to “electronic weapons?”

• Russian report -- radiation and information can harm, even kill, 
computer operators 
– Virus “666” has reportedly killed 50

• Japanese Report -- a cartoon with flashing lights disturbed 
cognitive processes
– Changed behavior/Rendered viewers unconscious
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IO & Law of Armed Conflict: 
Proportionality

• Loss of life and damage to property incidental to attacks must not 
be excessive in relation to the concrete and direct military 
advantage to be gained.

• Commanders must take reasonable steps to find out how civilians 
rely on infrastructure for health and safety
– Targeting decision must first conduct proportionality balancing 

test for each target

• Intelligence, targeting, and command issues
– Should ascertain the architecture of the target system to allow 

evaluation any associated or networked civilian systems
– Should consider the cascading effect a loss of a particular node 

or connection may have on the target infrastructure
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• Art. 37.  It is prohibited to kill, injure or capture an adversary by resort 
to perfidy.  Acts inviting the confidence of enemy to lead him to 
believe he is entitled to, or is obliged to, accord protection under the 
rules of international law, applicable in armed conflict, with intent to 
betray that confidence shall constitute perfidy.”

• - feigning an intent to surrenderfeigning civilian non-combatant
status

– feigning protected status

Unlawful Deceptions = Perfidy
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IO and Perfidy

• IO provides many opportunities for ruses. Many of these 
opportunities are not legally acceptable. Examples:
– Manipulating enemy visual, sensing, or other information 

systems so that enemy forces wrongly believe US troops are 
surrendering

– Causing enemy to believe US combat vehicles are med 
vehicles or neutral vehicles. Manipulating enemy’s targeting 
database so it believes a US HQ was a hospital is wrong.

– Manipulating ID signals (e.g., squawking the enemy’s IFF so a 
nation's forces think approaching combat AC are actually 
civilian passenger aircraft 

• Sending email from Microsoft Support to gain access?
• Morphing a leader’s image?
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Neutrality and IO

• Neutral nation
– Right of inviolability (Hague V)
– Duty of abstention and impartiality

• Must prevent use of its territory for a 
belligerent’s operations, base, or sanctuary

• May be required to mobilize forces to fulfill this 
responsibility - disarm and intern 

• If neutral, unable or unwilling to act - aggrieved 
belligerent may take proportional action 

• Belligerent nation
– Duty to respect inviolability
– Right to insist upon abstention and impartiality
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Neutrality and IO

• By analogy 
– Country X decides to launch a CNA using a network that 

crosses Country Y, or Y’s satellites, computers, or 
networks against Country Z

• Has X violated Y’s territorial integrity?
• Must Y mobilize to prevent attack, disarm and intern?
• If Y is unable or unwilling can Z take proportional 

action to prevent further CNA from Y?
• Should Z warn Y before doing so, else risk Y acting in 

self defense?
• Has Y left itself open for reprisal if it knowingly failed to 

resist use of its networks?
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Application of the Law
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SJA IO Tasks
From FM 3-13

• Advise the G7 on the legality of IO actions being considered during 
planning.

• Include IO instructions in the legal appendix to the service support 
annex.

• Provide a SJA representative to the IO cell meeting.
• Provide legal advice on IO rules of engagement.
• Review IO plans, policies, directives, and rules of engagement 

issued by the command to ensure their consistency with DOD 
Directive 5100.77 (Law of War directive) and the law of war. 

• Ensuring that IO law of war training and dissemination programs 
are consistent with DOD Directive 5100.77 and the law of war 
obligations of the US.

• Act as a witting participant in all MD operations.
• Advise the DWG on the legality of MD operations and the possible 

implications of treaty obligations and international agreements on 
it.
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The OPLAW JA must have timely access to OPORDS and FRAGOs to 
ensure compliance with the LOW, ROE, and other legal requirements.

The SJA assists the planning, decision-making and orders processes of 
the command through the OPLAW JA, who reviews all plans and 
orders for operational law issues, contributes to staff estimates, and 
otherwise aids in operational design and execution. 

The SJA must deliver OPLAW advice by introducing information about 
the legal aspects of command authority and the legal limitations on war 
into the MDMP. Judge advocates serve as counselor, providing 
recommendations about how missions can be accomplished within the 
law and, frequently, dispelling misconceptions that a law or treaty 
precludes various effective courses of action. OPLAW JAs participate in 
targeting and information operations cells; implement, draft, and train 
soldiers on ROE; advise commanders on policies relating to conduct 
and discipline; ensure war plan compliance with the Law of War and 
customary international law. FM 27-100

OPLAW JA Advice
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SJA Interaction Points

• G7 Staff and IO Cell
• Meetings

– IO Cell Meeting
– Deception Working 

Group
– Targeting Meeting

• Process
– MDMP
– Plans / Orders / FRAGOS / Etc.
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G7 Staff Organization
Appendix F of FM 3-13

• G7 Staff 
– G7 (FA-30)

• Plans, prepares, executes, and assesses overall information 
operations

– Current IO (FA-30)
– Plans IO (FA-30)

• Synchronize, coordinate, and deconflict planning for IO tasks
– Targeting Officer (FA-30)
– Special Staff NCO
– Operations NCO

• IO Cell
– Deception officer (FA-30)

• Supervise witting and unwitting participants
• Ensure other IO tasks do not conflict with MD operations and vice 

versa
– EW officer (AOC-35G)
– OPSEC officer (FA-30)

• Conduct OPSEC assessments to analyze the OPSEC posture of the 
command

– PYSOP officer (FA-39)
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IO Meetings

• IO Cell Meeting
– Staff Confirmation of IO Plans and Execution

• Integration and Deconfliction with Command Operations
• Identification of friction points in the synchronization for 

either  plans and operations
– Preparation for Key Information Engagements

• PAO Sessions – Interviews / Press Conferences / Visitors
• CMO Sessions – CMOC Meetings / CMO Rapid Response
• Other Information Events – Joint Military Commissions / 

Demarches / Specified Information Operations
– Deception Working Group

• Targeting Meeting
– IO Task and Targeting Integration
– Additional IO task identification
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Operations Considerations
• OPSEC

– FOIA
– Cellular
– Other Traditional Consideration

• Deception
• Focusing IO Effects

– EW
– CNO
– Physical Destruction

• PSYOP / PA relationship
• PSYOP / CA / PA integration
• IO and CMO
• Intelligence Support

– Intelligence Oversight

A Brigade Staff Judge Advocate in Iraq
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OPSEC and Freedom of 
Information Act

• Operations security indicators 
are friendly detectable actions 
and open source information that 
can be interpreted or pieced 
together by an adversary to 
derive EEFI.

• Monitoring and evaluating 
OPSEC measures are 
continuous throughout the 
OPSEC process.

• All staff sections review staff 
documents and INFOSYS logs to 
ensure protection of sensitive 
information.

From FM 3-13       

• The FOIA is a Federal law that 
establishes the public’s right to 
request existing records from 
Federal government agencies.

• FOIA has Exemptions and 
Exclusions

• FOIA process includes Single 
POC, SJA review, Security 
Officer review (not OPSEC), …

• FOIA is time sensitive process
DOD FOIA Handbook

G7 through OPSEC officer needs a 
process to monitor and evaluate 
FOIA
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Sample of How Information is 
Protected

• Distribution Restriction (effective 25 October, 2002): This document 
contains technical data whose export is restricted in accordance with 
Disclosure Statement D, AR 380-5, 29 September, 2000 and AR 25-55
Section II Exemption #5.  Distribution authorized to DOD and US DOD 
Contractors only. This information is furnished with the understanding 
that it is to be used for defense purposes only; that it is to be afforded the 
same degree of security protection as such information is afforded by the 
United States;  that it is not to be revealed to another country or 
international organization without the written consent of the Untied States 
Government department or agency furnishing the information. Requests 
for this document shall be referred to CDR, USACAC & Ft. Leavenworth, 
ATTN: ATZL-GCJ-S, Ft. Leavenworth, KS 66027

• Destruction Notice:  Destroy by any method that will prevent disclosure 
of contents or reconstitution of the document
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OPSEC
Cellular Phones in the Areas of Operations

• World-wide Cell Phone Environment
– Vulnerability – Influence / Intercept / Denial of Service
– Can use cell phones to determine users location
– Emerging Services – Photo / Text / Internet …

• Use of Cell Phones in your AO
– Who has and uses phones in the AO?

• Military Phone / Personal Phone 
• Non-military support or interface entities

– SOP question – How do I control …
• Legal constraints? / SOFA

– World-wide access – Who has it? Can I restrict it?
• Methods to restrict or deny service
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OPSEC in a Multinational CP

• Secure CP in a Global Information Environment
– Multinational Force – Alliances vice Coalition

• Standardized procedures (Alliances)
• Consensus procedures (Coalition)
• National rules vice the Multinational rules

– Local Contracts - Support Vice Security
• Design before you contract
• Cost / Benefit 

– OPSEC responsibilities of IO require sound SJA interaction
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Deception During 
Armed Conflict

• LOAC permits deceiving the enemy through stratagems and ruses of 
war intended to 
– mislead him
– to deter him from taking action
– Induce him to act recklessly

• e.g. camouflage, deceptive lighting, dummy ships and 
armament, decoys, simulated forces, feigned attacks and 
withdrawals, ambushes, false intelligence information, and 
utilization of enemy codes, passwords and countersigns
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Deception

• Participants – Witting and Unwitting
– SJA is a witting member

• Success or Not Interested?
– Part of success is protection of story, SJA assist?

• Why two levels up
– Global vice Local reach of story and GIE

• SJA at each level may have valuable input
– Nesting of plans
– Contingency vice High Intensity Operations

• Legal issues vary with type of mission
• Deception has legal limitations
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The Law of Computer 
Network Defense

CND Law: Complex & confusing web of statutes & court decisions

Legal Advisors must address 4 fairly distinct CND roles
• Service Providers
• Law Enforcement Community
• Intelligence Community 
• Warfighters

Suggested Approach for Legal Analysis : 

• Don’t ask, e.g., “can the US Army conduct XX activity.”

• Ask instead who in US Army will perform the activity & in what role that 
person will be acting. 

Not Always Clear Which 
Set of Authorities to 
Proceed Under when 
Doing Technical Analysis 
of Intrusions
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Service Provider Role in CND

• Very complex, 1986 extension of Wiretap Statute
• Need probable cause court order to intercept real time wire or 

electronic communication
– Fine & imprisonment up to 5 years

• Exceptions to Court Order:
– Service Provider Exception (basis for CIRTS & JCD)
– Consent (banners?)
– System owner consent in case of trespass (New)

The Players: DISA; CERTS; SysAds

The Rules: Electronic Communications Privacy Act (ECPA), 18 USC 2510, et 
seq.
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Law Enforcement 
Community Role in CND

Law  enforcement 
processes may be only 
way to get information 
on US citizens

The Players:
• FBI,  U.S. Attorneys Offices, AFOSI, 

NCIS, CID, DCIS. 

The Rules:
• 4th Amendment (Monroe, Simons)
• Electronic Communication Privacy Act (18 U.S.C. 2510, et. seq.)
• Stored Communications (18 U.S.C. 2701, et. seq.)
• Pen Register, Trap and Trace (18 U.S.C. 3121, et. seq.)
• Computer Fraud and Abuse Act (18 U.S.C. 1030)
• Password Trafficking (18 U.S.C. 1029, 1030)

USA Patriot Act, a significant help
Prior to Act, LE agents could not even attempt to ID a hacker, who had 
illegally penetrated a Government computer, w/o hacker’s consent or a 
court order.
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Intelligence Community 
Role in CND

The Players:
• FBI, CIA, NSA, DoD & Service Intel components

The Rules:
• Foreign Intelligence Surveillance Act (50 U.S.C 1801, et.seq.)
• Exec Order 12333
• DODD 5240.1-R

FISA warrant
� Authorization granted by secret court without notice to individual
� Allow monitoring of an “agent of a foreign power… for the purpose of 
obtaining foreign intelligence information”
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Warfighter Role in CND

The Players:
• Armed Forces, Commander in Chief

The Rules:
• Authority of President, as Commander in Chief
• Significant potential authority
• Extent of power unclear
• Domestic Laws, UN Charter, Treaties

Warfighter role is the least defined under the law, BUT, may hold key 
to solving many difficult CND legal issues.
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The CND Legal Environment

• “...unless an established predicate of international law has been met, 
the matter remains one for the law enforcement community... In most 
cases a lack of information will demand that we presume that
– (1) the case is a criminal matter (as opposed to a national security 

case), and 
– (2) the hacker is protected by the Fourth Amendment as well as the 

laws of the United States…

• The Justice Department presumes not only that the hacker is protected 
by US laws, but that the criminal process should be used during the 
initial stages of the investigation”

- DOJ Letter to DOD, 11 Aug 99
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Current CND Legal Issues

• Reading E-mail/E-mail Attachments to maintain OPSEC/Minimize
• Concern of afloat CO’s/Commanders real and  legitimate

– SysAd Monitoring or COMSEC Monitoring?
– Added issue of web based e-mail

• Scanning Tracing an Attack or Probe (Attribution)
– DoJ proposal for “global warrants”/ International cooperation
– Domestic Action Response Team (DART)
– CND Response Actions
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Focus Specific IO Effects

• EW
– EA is not a point weapon
– EA requires a lot of control
– ROE definitions need SJA involvement

• Physical Destruct
– PD of targets needs to account for 2nd and 3rd order effects
– SJA plays a significant role in this targeting process

• CNO is tightly controlled
– No electronic CNA for most commands
– No CNE
– Aggressive CND using INFOCON system
– Include the SJA in the planning of CNO to meet US and 

international obligations
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PSYOP and IO

• The Smith-Mundt Act of 1948, amended in 1972 and 1998, prohibits 
the U.S. government from propagandizing the American public with 
information and psychological operations directed at foreign 
audiences. The act, which created the United States Information 
Agency (USIA) in 1948, directs that information about the United 
States and its policies intended for foreign audiences "shall not be 
disseminated within the United States, its territories, or 
possessions." Amendments to the Smith-Mundt Act in 1972 and 
1998 further clarified the legal obligations of the government's public 
diplomacy apparatus.

• Presidential Directives, NSD-77 in 1983, PDD-68 in 1999, NSPD-16
in July 2002 (the latter two are classified), have set up specific 
structures to carry out public diplomacy and information operations.
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PSYOP and Related Activities

• PSYOP/PA Relationship
– Use the truth
– Know the assets belonging to the functions
– PSYOP works the IO Plan, PA supports the IO Plan

• PSYOP/PA/CA Integration
– Perceptions and attitudes are the common threads
– Dynamic effects of each function affect planning and execution 

of the three functions
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IO and CMO

• Perception and attitude management
– IO uses multiple methods to reach end state
– CMO uses action by military units
– Integration and synchronization brings unity of effort

• End does not justify means
– Know all the players
– Know the legal issues of a US state entity dealing with civilians
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The Convergence of
IO and CMO Environment

• Previous operations in Haiti, Somalia, and the Balkans have shown that military 
officers providing assistance to civil authorities should understand the legal 
underpinnings of civil and criminal law to operate effectively.

• The first concept U.S. forces must abandon when dealing with any dimension of 
an Islamic legal system is the concept of separation of church and state.

• For non-Muslims, another difficult concept to grasp is that Muslims and non-
Muslims are not held to the same standard under Islamic law. 

• To understand government and law in any Islamic regime, it is as important to first 
understand the Koran just as it is important in the United States to understand the 
Constitution. 

• Whether arguing in court or advising on social policy, civil-military operators must 
keep in mind the hierarchy of sources for Islamic law. From highest to lowest, 
these sources of law are the Koran, the Sunna, the Ijma, the Qiyas, then all other 
sources of wisdom. 

• Another important distinction … is in applying criminal law.
• Any military officer supporting civil authorities in a traditional Islamic nation must 

fully understand these concepts to have credibility and to avoid imposing views 
the local populace might perceive as unacceptable.

Legal Perspectives               Operations in Islamic Nations
Lieutenant Colonel           U.S. Army Reserve
January-February 2            REVIEW
https://www.1stiocmd.army.mil/open/data/articles/foulk.pdf

          (b)(3), (b)(6)        
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Targeting

• Applying the legal principles of military necessity, humanity, 
proportionality, distinction, and any other policy related targeting 
restraint to individual targets.

• Variety of methods used by command to control targeting 
– Rules of Engagement (ROE)
– Special Instructions (SPINs)
– Collateral Damage Methodology 
– Fires Control Measures (e.g., Restricted Fire Area) 
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Targeting Leadership

Salim Sinan 
al-Harethi 

Reinhard 

Heydrich

Reinhard 
Heydrich

Saddam 
Hussein

Salim Sinan al-
Harethi

• Executive Order 12333 prohibits 
assassination.  

• Does this affect our ability to 
target civilian leaders? 

• Non-lethal targeting of leadership 
can raise complicated legal issues
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IO and Intelligence Support

• Release or Declassification of Intelligence Products
– Security Officer assist
– SJA assist
– OPSEC officer involvement

• Intelligence Oversight Concerns
– Collection and Database Issues when US persons are potential 

targets
– Constraints and restrictions apply to intelligence activities
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G7 and Intelligence Oversight

• G7 is normally found in non-intelligence units
– IO smart books and databases can cause problem if tied into 

intelligence collection and databases that collect data on US 
citizens

• You may have required information voids if you let G-2 or MI 
personnel control your process and storage

• Work with SJA to remain in compliance with applicable rules if 
a linkage is necessary

– Understand how non-intelligence organizations maintain 
public domain collection and databases

• Work with SJA to insure your collection and database does not 
become part of an intelligence activity

• Ensure you monitor the process continually 
• Know who works for you and their MOS
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When should I consult JAG?

• When deception ops could impact PAO, PSYOP, etc 

• When unclear on targeting issues (personal & property)

• When engaging in activities that may be law enforcement (non passive 
CND, OPSEC)

• Rules of engagement (yes, they should address IO)
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Summary for 
Legal Support to IO

• IO Officers MUST understand the legal implications of IO

• The Law of Armed Conflict provides a framework for analyzing the legality 
of military action 

• The SJA has an important role in IO and must be integrated into the 
planning and training process 

• IO officers must be able to recognize when to seek a legal review of 
proposed IO actions

• Following the law can protect and help us by avoiding unintended 
consequences.



51

Questions?
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