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EXHIBIT L

AR 15-6 Investigation
Information Operations in Afghanistan
LTG William Webster, Investigating Officer (10)
LTC (b)@3), (b)(6) Legal Advisor {LA)

Telephonic Interview with Scrgeant First Class  ()(3), (0)(6) |, U.S. Army. staniing at 1252 on 4

March 2011.
Q./10: LTG William Webster, Investigating Officer
AJWIT: SIFC (b)(3), (b)(6)
LA: LTC  )@3), b)6) Legal Advisor
XO0: COL  ()@), (b)6) ICxecutive Officer to the 10

[The witness was swormn. |

LA: Can you pleasc give your location?

WIT: 1am at Camp Mabry in Austin. Texas. Building 41. the Army Guard headquarters.

LA: Okay. itis the 4th of March, 2011 at 1057 AM. Would you please give vour last name,
first name and middle name?

WIT: Last name(b)(3), (b)(6) first nange)(3), (b)(@hiddie namgh)(3), (b)(6)

LA: And your grade and starus?

WIT: I'm an -7, Scrgeant First Class. " s

LA:  And your current organization? .- S Pl T LS e T Y

WIT: [Inaudiblels the 71st Theater Information Operations Group nd full time I"'m with the
Texas Army Guard Task Force., Special Operations Detachment.

LA:  And if we need 10 get 2 hold of vou again, what's your current contact injormation?

WIT: My government ceil phone i (b)(2) My work phone at my desk. which I'm
rarely at, is (b)) And my us.army.mil addressis  (b)(3), (b)(6)

LA: Okay. Just so you're awarc of who's in the room right now. we have a court reporter.

" Sergeant (b)(3), (b)(6), myselfand Lieutenant General Webster, At this point I'm going to turn this over

to General Webster.
WIT: Yes.ma'am. How are you doing. sir?
10:  Great. thanks.

EXAMINATION BY THE INVESTIGATING QFFICER

Q. Sergeanip)(3), (b)(6)let me just you to spell your last name again because I'm not sure we
have i right.

A Okay. It'gp)(3), (b)(6)delta oscar charley kilo romeo echo yankee.

Q. Yeah, we had the E and R backwards. ["'m sure others do thar sometimes, 100, But we
got il

A Roger, sit. There’s a guy in Indiana who hates me because he gets a fot of my cmails.

Q. Okay. So please 1ell me about your background in the Army or in the military in case
vou had other service.

A, It’s all been National Guard and full time Natiopal Guard. ['ve been in since "92.
Background, I came in as 2 combat engincer. spent the majority of my time as infantry and the majority
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of that as a [inaudible| and the last five years I've been a scout. 19 delta. and I'm currently serving al the
I0 Group here in Texas, still ina 19 delta slot.
Okay. So the Theater 10 Group has a 19 delia scout slot. s that sorrsct?
Well. they have. 1 guess. MOS nonspecific slots.
Yes.
So it could be anything.
Okay.

A I'm curremtly acting as first sergeant for HHC which basically started this month. Before
that | worked in operations.

Q. Okay. And can you tell me if you'vc had any training in psychological operations?
11 Al As far as the TIOC course. the Tactical 10 Course in Vermont, | basically took the 10
12 101, which is an online course and once you take that you go to the TIOC course which is two weeks
13 and in the TIOC course there are blocks of PSYOP. I'm not PSYOP trained as fr as I"ve never been to
14 Fori Bragg and I"ve never been through a formal PSYOP training. It's just what's in the course ware for
15 all the information operation people.

EOM‘\IC\UIJ‘-‘-WI\J-—-
OPOFO

16 Q. Okay and in that regard is that because of the mission of 1€)? |n other words. the
17 definition of 10?7
i8 A, Roger. sir. It's not made me a PSYOPer or capable of PSYOPing. It's basically -- vou

19 know information spans clectronic warfare. PSYOPs, Public Affairs, Civil ARairs and it's morc of 4 —
20  I'm probably explaining it badly and you probably know more about it than me. but basicaily more of
21  coordinating themes and messages across that spectrum.

22 Q. Yeah. So coordinating. imtegrating. synchronizing the various aspects of 10 and related
23 actvities. Is that correct?

24 A Yes. sir. That's better than 1 put it

235 Q Okay. And when did vou receive that training in Vermont?

26 A Immediately belore my deployment. I] remember right it was October.

27 Q And how long was that course in Vermont?

28 A, It was two weeks.

29 Q Okay. And how long did it take you to do the online version or portion rather?

3 A About two hours.

31 Q Okay.

32 A I’s an easy course.

33 Q. Okay. Werc you involved in information operations before you went to this - you took
34 this 10 course and deployed with the 71s1?

35 A No, sit. Actually I came onto the 10 Group and basically made one drill and because ['m

56  full time here at counter drug [phonetic] I was available for a school called Mirror Image. It's kind of
37  like a coumterterrorism course.

38 Q. Yeah.

39 A. Because | was available and they had a slot. they sent me to not lose the slot and that's
40 where | met the team leader. He basically watched my performance there and selecied me 10 go on his
41 mission. 1 basically had three weeks™ notice so prior 1o that. I mean, basically all we did was send me to
42 TIOC. then mirror image and then ] was downrange.

43 Q. Okay. And when vou say vou met the team leader there. who was that?
44 A Licutenant (b)(3), (b)(6)
45 Q. Okay. And who else was on your icam when you deployed?
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A Licutenant  (b)(3), (b)(6) was the team leader, Major (b)(3), (b)(6) was his assistant
team leader. Master Sergeant  (b)(3), (b)(6)  was the. I guess you could say NCOIC and the logistics
person and myself and Sergeant  (b)(3), (b)(6) basically handled force pro and movements. It wasa
five man team.

Q. And how long had this team of five been together before you got on a planc and
deployed?

A. i actually officially met the whole team the day before we flew out to Georgia. the team
as a whole there. That was the first time | met Majqy)(3), (b)(6)Before that I actually had lunch with
Master Sergeanip)(3), (b)(63nd (b)(3), (b)(6)Pecause they knew cach other. [ was the odd guy out. You
know. I was kind of a last minute picx. so 1 met them the week prior. And then 1 went through SRP with
Sergeant ()(3), (b)(6) | met Licutenant Colonejy)(3), (b)(63t the Mirror Image course prior to that so the
first time the team was fully assembled was -- I'm trying to remember the exact date. ] think it was the
6th of Nevember before we flew out to Georgia.

Q. Okay. How big is the 71st TIOG give or take? | know you probably don’t have the exact
numbers but is it a small team or is it a large organization?

A The whole 71st THOG is. I'm going to guess, about 200 or 250 people. HHC, where I'm
at is roughly 50 people. And the teams that they assemble to po downrange. as [ understand it, are pretiy
similar to the makeup of mine. They re usually four. five, six people at most,

Q. Okay. And do you know if any of the other members of your FST. your team. did any of
them have PSYOP training?

Al As far as I know, and I’m probably right but 1 don™ know {or sure, they a1l had pretty
much the same thing as me with the exception of Colonely)(3) () (ejvho went to the FA30 and I'm sure
thev get additional training there. That's much more in depth. | guess that’s a planner’s course.

Q. (cah.

Al 1"'m not really sure the extent of evervone else’s. I think evervbody else had a few more
schools than me as far as like the planning stuff because the majority of the IO training is planning. The
course [ went to is primarily planning and looking at the second. third order affects of your planning.
stull tike that.

Q. Ckav. Sav again who went to the FA30 course?

A. Colonelo)(3), (b)(6)

Q. Okay. Was anvbody on the team or was the tcam itsclf tasked to use MISO or PSYOP
while vou were deployed?

Al I"m not going 1o be wishy-washy. I'm going to tell vou the truth as far as [ know it. 1
was never tasked to do PSYOP. [ know that - I was fortunate in that | wasn'1 tasked to do a lot of the
background stuff that everybody was. the background stuff on the senalors. because my foree pro dutics,
me and(b)(3), (b)(6)set it up that those were our duties so we didn’t have to, | do remember and I was
there when Colonelb)(3), (b)(6and Master Sergeantb)(3), (b)(6pvere lasked with doing the background
information on the senators. As far as the PSYOP part of it vou know. 1'm not sure exactly what the
specific orders were as far as what they were supposed to do and again. I'm not trying 1o be wishy-
washy. I'm just explaining what 1 was actually privy 10.

Q. Roger.

A I do knew the nature of what they were doing was initially they were getting biographical
information. voting records and things of that nature. I just know that from coming into the office and
they were still working on it. [t was pretty intensive because they would have short notice to get all this
information on these CODELs.

Q. Yesh.

INITIALS OF PERSON MAKING STATEMENTO®). (06) PAGE 3 OF 25
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A As time went on — and my timeline is kind of fuzzy becausc. again, | was extremely
busy. We had a pretty high op tempo &s far as travelling and that was our focus. But along the way it
became -- it seemed -- and this is not -- this is me explaining just my perception of it.

Q. Uh-huh.

Al It seemed like it got more and more exiensive in terms of what they were being asked to
do as far as — it went from compiling background information Lo voting records to “What are the kinds
of questions they are going to ask when they show up?” Like. “When they show up can vou prepare me
for the guestions they re going to ask so that [ can come up with a good answer ahsad of time.” Now,
again. this is what I heard in passing.

Q. Yeah., Okay. Did you have any personal feelings aboul that? About what they were
tasked to do?

A.  Notrcally. sir. At the time — | have personal fcelings about it now ~- more or less. sir,
from most of the information I have is again from witnessing what they werc going through.

Q. Yeah.

A They got prefty intensive as far as their stress level staried increasing and | remember it
got to the point that Coloneh)(3), (b)(6was like. you know, “Okay. we can't do this bocause we're [0 and,
you know. thig is a public affairs mission.™ And 1 know that over the course of weeks. | know he started
fighting having to do the backgrounds and the stuff that he was being asked to do. As far as what he
was specifically 1old. T wasn™1 there when he was specifically told it. [ wasn't privy to iL

Q. Yeah.

A. So I can't attest to that. But I can attest 10 what he was doing. He basically started
pushing back -- he wasn't so much pushing back at first. He was explaining why he couldn’t do certain
things to Celonein)(3), (b)(6)whe ended up taking aver the public affairs and STRATCOM. which we fell
under. We were strategic communications for a time. And he was explaining to him why 10 shouldn’t
be allowed to touch these things. because of the PSYOP aspect and the military deception [inaudible].
He said he couldn’t do it. And that's when things really started geiting prefty intense on the team. At
one point | remember before Colonelb)(3), (b)(6)went on leave it kind of came to a head and he basically
ordered Colonelb)(3), (b)(@ust 10 do it and Colongh)(3), (b)(6yvas pretty distraught about it. He ended up
discussing it with Majog)(3), (b)@nd 1 think - I'm pretty sure he went to JAG before he did anything clse
and he got their take on it and he came back and said, “Ves, JAG has said that it"s illegal for us to do this
and so we 're not going to do it.™ Then things pretty much went downhill from there.

Q. Yeah. And vou didn’t have any part of that mission. thusc tasks to assemble that
information based on the visits that were coming? PLIFUBLLL AT TR G5

A. No.sir, At the very beginning -- basically TA was :askcd w:lh this and there salV
section and they were having a hard time doing it. So the} came 1o Colonelh)(3), (b)(eynd said. “We need
help with this. Can vou guys do 112" And so they did the background preps and I guess they did a really
good job. So then it became one of those things where you did a goed job, now you're doing this. At
the very beginning Master Sergeanip)(3), (b)(epvho was extremely in the weeds with this stuff. he was
trving really hard {0 keep up because there's a ot 1o do and a very short fuse, tasked me and(b)(3), (b)(6)to
do some background checks on - I can’t remember who exactly. | remember there way3), (oy@m
Houston whe 1 knew personally and a couple of other guys. Well basically we started 1o do 1t and our
force pro dutics didn't let us, We had a mission come up. So that half day that we spent trying to
google information on their websites ended up being a waste of a day. We weren't able to actually
compile anything and they weren't able to use anything and that was the sum total of my anc (b)(3), (b)(6)
involvernent. The rest of the time we were just ico busy moving people around.
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Q. You satd this task of gathering this information for visitors who were coming in. it was,
as far as you know. it was done mostly before the arrival of the visitors? s that correct?

A Oh, yes. sir. 1 think they had a week 1o ten days oul when they would know that a
CODEL was coming.

Q. Uh-huh.

A, 1 know that for sure. at least in the beginning,

Q. So it wasn't gathering information after the fact, as far as vou know?

A As far as [ know. But later on when things were all squirrelly | guess — I don't know the
right way to say it — I'm not sure what was going on then because | was really busy escorting both the
civil affairs people. General Caldwell's immersion people. Captaip)(3), (b)@nd Lisu
and our team and working with the guys out of green village. There are some SOF guys there that dida
couple of projects for us. so there’s 2 lot that | missed and again that's not me hedging, it's just  was

extremely busy and | wasn't part of it and Colone]b)(3), (b)(6)buffer, that s from 1t basically. He didn't e =5%7

getus involved. He probably could have but he really did a feam leader’s job in buffering us from 145
somcthing that he thought was bad.

Q. Okay. Did you form an opinion about these tasks they were asked to do? And vou've
said it appezared to be very intense work and very short fuse. Did vou form an opinion about whether it
was right or wrong for this team and its members to pather this information?

A Weil. since you're asking for my opinion. sir -—

Q. Yes.

Al I thought it was wrong. but the reason why 1 think it was wrong more than anything was
beeause - and this is my opinion obviously -- | think it was a poor use of resources. There was 40
something people in public affairs that all had desktops and much faster computers. They had plenty of
resources (o do it within that group and there was a DV section.

Q. Yeah.

A. You know. right or wrong, if there’s any question at all. why would you use an 1O team.
Just a five man team that had another mission? Why would vou use that if vou have all these other
resources? That's what 1 thought was wrong, personally. Ethically. from what | remember from my two
weeks in Vermont —-

Q. Yeah.

A. It also scemed wrong because -- okay. I'm not a PSYOPer. [ don’t have any experience
in military deception. I don™t have that kind of background. I'm a reconnaissance and surveillance guy.
But they did preach over and over that as [Oers we're supposed to be focuscd on the enemy and not the
friendly populace unlcss we're working directly in a PA role or whatever. Basically. just the nature of
our training and our associations with PSYOPs and civil affairs and evervbody else. we're not supposcd
to focus inward. We’re supposed to focus outward. Sc on that level too it seemed like, you know. why
would we be involved with that at all if it just didn’t seem like it was worth causing any trouble when
there are plenty of other people to do it?

Q. Okay. Do you know why the public affairs shop which vou said was much larger, why
they were not doing this mission? Did you form an opinion on that or hear any reasons why they
weren t?

A Actually. no. sir, 1 really don’t know other than they were very. very busy. You know
everybody there -- there’s a lot of people on Camp Eggers, it’s a small place and everybody was pretty
busy and there was a iarge PA section. a very large PA section. And off and on it seemed like -- I'm
trying to think of how to put this nicely -~ they had some really squarcd away people who were
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I extremely busy. They had some people who maybe weren't quite as squared away that spent a lot of
2 time just on facebook. '
3 Q. Yeah,
4 Al So maybe the people who were able to do something like this efficiently were 100 busy o
3 do it and the other people they didn't trust to do it.
6 Q. Yeah., Okay. In addition to your individual rzining, did your unit conduct any training
7  together before you deployved?
8 A In Georgia we went through the CRC process where we drew all our gear and we did
9 lancs training and stuff [ike that,
10 Q. Yeah.
11 A But it was only for a few days. It was like four davs.
12 Q. Okay. And no IO specilic training for the unit that you know aboit? As a unit?
13 A No. sir. 1do know that Colonelb)(3), (b)(6Majab)(3), (b)(@nd Master Sergeanib)(3), (b)(6)
14 spent some time in DC long before 1 came along and to be honest. ['m not really sure what they did
15  there. 1don’t know if it was training or if it was conferences. ['m not sure what they went for. But |
16 know they were together for a period of time before I came along. T'o be honest, I never bothered asking
17 what they werc doing.
18 Q. Yeah. Okay. What were your expectations in terms of mission. the team mission. when
19 the team arrived in Afghanistan. What did you think vou would be deing?
20 A. Well, when we first lefilike when we were going there. | was told that what we would be
21  doing primarily was KLEs, Key Leader Engagements. basically going out and meeting people in the
22 different areas and that | would be escorting the team as force pro, That's the reason | was selected. It
23  wasn't becausc I'm smart or an 10 person by any means. It was because of my background in the
24  infantry and more specifically with counter drug, basically 1o do the mission planning, the force pro

(¥

piece as far as movements. so [ was pretty excited about that. When we got there we had been switched
26 10 work as a STRATCOM team, strawegic communications to teach the ministries, the ministries of

27  interior and defense. Basically, IO stuff, but 10 stuff in that — not PSYOPs or military deception, we
28  were never asked with that anyway. but it was more the other aspeets of 10, Mostly. you know,

29  communications and themes and messages and stuff like that. They didn’t really have teams assembiec
30  for very long times. It was a long time before we actually got 1o do that mission so we kind of did some
31  piecemeal 10 stuff in between all that. When we did finally get all the teams together and did teach

32 them for a week, [ was gone on leave in Germany. So | ended up missing the whole thing that we were
33 brought there to do. When | came back, they started looking a1 trying to do that effort again. trying to
34  reestablish the teams and teach them more, And we basically just ended up doing a lot of projects. |

35  spent a great deal of time working for Captaip)(3), (b)(6)She’s the civil affairs officer for Dr. Kem, who
36 was General Caldwell's deputy. I escorted her around quite 2 bit and again, [ kind of 2scorted Captain
37 (b)(3), (b)(6pd Colonk)(3), (b)®hen he got there. They are some of the ¢merping folks and they were doing,
38  like,community outreach as well. Iamed o

39 Q. DOkay. And you thought vou were going to be doing KI.Es but then it changed into

40  strategic communications and you were teaching Afghans about strategic communications and (0?7 Is
41  that comect?

42 A. Yes. sir. Like [ said. | missed the hoat. Ididn’t actually get 1o teach anything.
43 Q. Yeah.
44 A. Our tearn actually did perform that function at one point. And we worked with the

45 spokesmen for the Ministry of Interior -- we worked with him quite a bit. We ended up going to the
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Ministry of Interior once a week for meetings. coordinating with the PA people for that cifort as well. 1
can’t believe 1 can’t remember his name.

Q. Okay. Did this mission continue throughout your entire deployment. this mission of
teaching the Afghans? Did that change or were you relieved of that mission or did it continue for vour
deplovment?

A It continued. we just didn"t get to do it hardly because -- well, do you want my opinion an
it?

Q. Yep.

A.  The ministrics - the Ministry of Defense and Ministry of Interior put together teams o
do this effor: because they were wanting to appease us. We said we wanted 1o do this so they said
“Okay. yes. we'll do that.” and they smiled and they shook their hands and they put 1ogether some group
of guys that they did the PA thing with when they got PA training and cvervthing else. There was a
small group of people who were educated and good with computers and they kind of shified around to
do whatever function we were asking them to do. So they didn't really have a full time toam that was
doing that so when we would ask to train them they would assemble some guys but in between times
they weren 't actually doing any of the things they were supposed to be doing or that we thought they
were going to be doing. We cven did a couple of projects. We put on concerts for the ANCOP
[phonetic] guys when they returned from their deployment and graduated and they didn’t even bother
showing up for that and that was like one of the big things for them. Like we put the project together for
themn and they weren’t cven really involved init. In other words, they were just doing it 1o make us
happy. They didn’t really care about anything in particular about that mission. They were kind of doing
their own thing.

Q. And how did that make you leel or other members of the team?

A. It was prewy frustrating because we spent a [ot of time preparing for it. This was our
mission. It wasn't a mission that we were necessarily the best peopl¢ for. I've never had any
STRATCOM training and [ don't think the other guys had either. but it was one of thosc things where
we're used to doing it and get good and it's like “Roger. hooah.™ and we do our best and then it became
cvident that it was just kind of a waste of time and there was nothing coming of it so that was just sort of
frustrating. spending a vear there. Now. me personally because I did get to do a lot of other stuff. | had a
very good deployment. [ got to see and do a lot of things. I got to work with a lot of different people. [
had a great deployment. | was off camp 2 lot. It’s a lot worse for the people who were stuck on camp.

Q. Yeah.

Al I'm sure it kind of drove them crazy a little bit,

Q. So when did vour tcam’s mission begin? When did you first deploy into Afghanistan and
work for CSTC-A?

A. Let’s see. | think we hit the ground -- okay, we flew out -- the 15th might have been the
first day in counmtry, November. The 16th when we gol to Fggers,

Q. Was that "097

A. Yes. sir. Yes, sir.

Q. When did the team redeploy out of Afghanistan?

Al We ended up leaving 1 think three weeks early. Semetime during October. Toward the
end of our deployment it was obviously close to the end of the fiscal vear. they wanted to have 2 ot of
people basically out of Afghanistan and at the very least 10 Kuwait or back home before the fiscal year --
it had something to do with reporting personnel numbers. Idon’t know. This is something [ was told by
the admin people. But we basically got 1o leave three woeeks carly.

Q. Okay.
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Al Made it home by October. So from the time that I reported to Camp Mabry and flew out
10 Georgia till the time I got home was 11 months.

Q. Okay. And did you believe that this admin reason of wanting to have some numbers ou:
of the country on the first of October. did you believe that was the reason you were redeployed carly or
was it some other reason?

Al Yes, sir. Because there were dozens and dozens of people — it wasn™t just us. It was a lot
of people. As a matter of fact we misscd the first MRAP ride because we got bumped hecause they
were just too full and there was like a whole bunch of people rofling out. We were told in two days
you're lcaving so we packed up all our stuff and outprocessed as quickly as possible and then got
bumped had to wait a whole other week to actually roll. [ mean. there was a mass exodus at that point.
We got stuck in BAF forever just trying to get a bird out of there.

Q. So you think that was before the first of October?

Al Oh. when we first started moving out. yes. sir. It had to be. 1 think we first — I'm trying
to think of when it was.

Q. Was it in September or August?

Al Oh yeah. it was in September. it was the very end of September. For some reason I'm
thinking the 28th. That datc’s popping in my head.

Q. Okay. Did you hear a story or a rumor that the unit was leaving carly because of
Lieutenant Colenely)(3), (b)(epr any other personnel on the team?

A. No. sir. Certainly not at that time. Earlier in the vear when he an)(3), (b)(@yere
mnvestigated there were questions with us — basically Colongh)(3), (b)(63at down and explained to us that
he and Majqp)(3), (b)(eyere being investigated. that not to worry and it didn’t affect us but there was a
likelihcod depending on how it came out that he and she might be sent home early. Again, that was
pretty early. that was March. April, May sometime in that timeframe. So we were alrcady looking at
what we wert going 1o do. (b)(3), (b)(6)and ! knew that we would continue to support Dr. Kem's people
and Civil Affairs personnel with the movements. We just kind of made thal assumption.

Q. Yeah,
A, In case they did get sent home early. Well it turned out they didn't get sent home earlv so
we just continued working. ;

Q. Did Colonefo)(3), (b)(ejell you what he was being investigated for?

A. Yes. sir. e told the whole team so that, you know — well, he told us what — I didnt oFF
read any of the allegations in the paperwork. He told us they were being investigated for going of camp
without permission. He said it was also for drinking off camp. He said it was,] think something about
surrendering his weapon 1o a non-coalition person or something and also that he and Majqp)(3), (b)(6)
allegedly had an inappropriate relationship. Those were the four things I think it was that they said they
were being investigated for.

Q. Okay. Let me look at my notes here. ['m determining where we should head next. Who
was your rater in the eam and senior rater?

A For my NCOER Majap)(3), (b)(6yas my rater and Coloneln)(3), (b)(6as my senior rater.

Q. Okay. Did you ever go — no. I don™t want to ask that question. When you went off camp
to do vour missions, tell me what the SOP was in termss of vehicles or dismounted or uniform. et cetera.

A. Roger, sir. At the very beginning when we first went off camp just around Camp Eggers.
the movement control policy was at least two vehicles, movements had to be signed off -- within the
green or the inner zone. it had to be signed off by an O-3 or above. within the green zone. 1 guess vou
could czll it the outer zone, it was O-6 and above. In the outer zon¢ vou had to have at least one long
gun per vehicle and radios and there had 10 be — it changed a lot depending on the threat in the area.

INITIALS OF PERSON MAKING STATEMENT)®). 0)(6)  paGE 8 OF 25
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EXHIBIT L

Sometimes it was like fully kitted out with your IBA and helmet and ail that stuff. Sometimes they
reduced it 1o just uniform and long guns.

Q. Yeah. veah.

A It changed back and forth. There's actuzlly quite a few problems I found in the
movement control policy. I'm used 1o doing pretty intensive planning for missions based on my work
here so I put together these operations orders that nobody really cared to sec. They didn’t wanf to see
my maps or any of that so we just kind of stuck to the patrol forms.

Q. Yesh.

A. As our mission progressed and we started meeting with.the minisury peaple and
everything else. we were given permission by Colonel  (b)(3), (0)6)  he was the acting chief of staiT
al the time. 10 do movements in civilian clothes, which was great ana | was really adzamant about getling
things in writing but he was the chicf of staff and he was giving permissions. So we did that for a little
bit, just in the immediate area like to ministries and stuff. Then as things went further 2nd when the civil
affairs person came along and when Caloneb)(3), (b)(63nd them started getting friction. we basically
started talking with higher about changing the movement controt policy as far as basically getting more
stuff in writing, something more definitive because there's a lot of — it's kind of vague. The end result
of that was -- 10 keep from going into a huge long story -- was they actually wrote into the movement
control policy. the SOR, approving authoritics for movements in single vehicles because at one point you
could move in single vehicles. then the threat level increased so they changed it to you had to have two.
So 1o move in a single vehicle and/or wear civilian clothes, you had to get approval from either the chief
of staff, Dr. Kem. who's the deputy to the CG. or the (G himsell

Q. Yeah,

A And from that point. everything from our imagery that we put together, maps. mission
planning. routcs. all the stull and actual written approval from higher blessing off on the movements in
civilian clothes. And that’s all still in our files. I'm assuming, in the CJ5 office that we occupied. We
kept hard copics and digital copies of cverything.

Q. Okay. So the policy chunged several times in terms of the uniform, whethcr it was
civilian clothes or uniform or whal type of weapon to carry and where you could go and how you could
move? ls that correct?

A, Yes. sir. That is correct.

Q. Did you feel it was confusing? Did you feel like therc were people on the team or other
piaces who didn"t understand what the policy was at certain times because some of this wasn 't written
down?

A, As far as the way the SOP was writien. and 1 don't have 2 copy of it in front of me. |
don't have a copy of it at all. It was kind of confusing in the way it was wriften. The stuff that we were
doing, the permissions we were getting were pretty clearly defined, you know, aside from the movemernt
control policy. Like we werc givento do certain things. We were given permission 10 do a single
vehicle to so and so place and whitzz civilian clothes, you know. basically this is what we're going to do,
you know. sir, do we have permission to do it? And then it was like a stamp of approval. “Yes. you
may.” It got to be to where because we were escorting around our 10 people. we were also escorting
Captaim)(3), (b)(@nd then Captaip)(3), (b)(@nd Lieutenant Cologs)3), (o)@)d sometimes the PA people as
well. Colonelb)(3), (b)(6)it just got to be the thing to keep everybody safe and covered. we really needed
1o be more and more and more defined. So they actually did redo the movement control policy a couple
of different times and they ended up coming up with a really -- 2 much more clear cut SOP to where it
was very clearly detined.

Q. Yeah.

INITIALS OF PERSON MAKTNG STATEMENT)(3), (b)(6) PAGE 9 OF 23
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Al And basically if anything deviated from whal was writien. it became more of a traditional
- gkay. this is my operations order. this 1s specifically what we're doing so there was something written
to be stamped ofY on. if that makes sense.

Q. Yeah. Yeah. And so the mission -- it sounds like the mission grew for you as Force
Protection NCO and that you were also tasked 10 secure other people outside of vour team to include
Capain)(3), (b)(@nd Captaih)(3), (b)(@nd maybe others. [s that correct?

A That’s comrecy, sir.

Q. Did that mission — was that mission creep? Did it grow over time or was that the missien
from the beginning?

A No. that grew over time. Capiaip)(3), (b)(alidn’t even come along till later in the
deplovment. Basically what happens is she shows up. she’s Civil Affairs. she meets Colongn)(3), (b))
and she’s like a ene person shop with no resources or anything eise. No vehicles. So in order for her 1o
be NGO outreach, which was her mission, she needed somebody to help her facilitate and. vou know. at
the time OPTEMPQ wasn't terribly high so Colongb)(3), (b)(6pasically said, “We can use our guys. We
have a vchicle assigned to us and we™ve got guys and we can help vou move.” So we carried her out to
the different NGOs. vou know. civil society and s like that. That was just like an extra mission.
Then when Captaim)(3), (b)(6pme along, it was sort of the same thing, She had stuff that she was doing
for Dr. Kem but no way 1o get cut. They had PSD people but they were pretty busy just moving around
the CG because he moved around a lot so they basically piggy backed off us and save us stuff o do. 1
ended up working with the recruiting guys going out into the provinces or the w | phonetu:] effort.

Yeah, Do you recall when Captaip)(3), (b)(@Frived in country?  © 1 247
[t wus pretty early on.
it was pretty early on in your deployment?
Yes, sir. [ can't remember exactly. T know it was after Christmas.
Okay,
[ can’ttell you exactly. [ want to say like January or February. It was pretty early on.
Okay. How about Caplaip)(3), (b)(6)
She came zlong just a little whtie later. Again. I can’t really remember.
Okay. Whar was the working relatonship or association because of their duties and your
duties, what did it appear was the relationship that caused your wcam to work with Caplajp)3), ) @nd
Captaim)(3), (b)(6)

Al It was one of those things where because she was speaking with NGOs. civil socicty. and
a big part of her mission, her specific thing that she was working on. the NGO outreach thing. wes trving
to figure out how to get the civilian populace working with the ministries and authoritics and more the
police side to the military. z little bit of both. trying to get those two pieces working together. A little
self governance. So the} felt like the contacls that she was making helped us as well in our IO mission.
So | guess it was kind of like sharing resources for evervbody’s good. That was the point of view.

Q. Okay.

A. And with Captain)(3), (b)(6) was more just because she worked for Dr. Kem. the same as

“aptaith)(3), (b)(63he nccdt:d help. We helped her out a few times. She didn’t do a whole lot of moving.
1t was just one of those we e helping them out “kind of things.

Q. Yeah, Okay. Back to securing people who were moving. Under what circumsiances or
was it clear to you that there were certain circurnstances that made it okay to travel off camp in civilian
clothes?

Al Yes, sir. Azain. this is going 1o be opinion. There's two ways to look atit. One way is
that. you know. there was a defined process that was less OPVON and in writing, you know, these are

O?@?’@?’P?’@
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EXHIBIT L

the parameters in which you will work. And that’s good. But to me. the real thing about it is 2 lot of
people in Kabul specifically spend all of their time on camps. They don't lcave. When they do move

around. they movce around in big convoys. a lot of show of force, in uniforms and it creates a lot of
tension in the community. a Jot of anxiety. And those are the kind of movements that get hit. You

know:, like the guys who got hit going dewn south toward Darul Aman there werce some officers killed.
There were five vehicles bumper to bumper geing down a road and it just made themsclves a target of
opportunity. Chances are the guy who blew up was just going to go blow up a checkpoint and he sees
five vehicles stacked up and says, “Whoa. I can’t do better than that.™ For me it was completely a safety
thing. There are a lot of expats around there. 2 lot of media. a lot of Westerners who drive around and
live on the ceopomy. They wear business casual. There arc academics there. you know. If [ were to
grow a big beard and wear man jammies that would look ridiculous. I'd be a white guy with a beard and

man jammics. [ would stand out.
Q. Yeah.

A. Wearing business casual and just locking like a normal person, I was just like another
NGO. So going out in my Land Cruiser, 2 one vehicle movement, first of all nobody would-waste their
time blowing up a car on us because that's a small target and sccond of all, we really rarely got a second
glance. They just assume if it’s military, they’re going to be rolling in in 2 big convoy. That actually

kept us safer so I thought it was one of the smarter things we did, moving in that way.

Q. Okay. Did vou do that often? Or did you only get to move people off post in civilian

clothes some of the time?

A. It kind of went in cycles. There for a while it was really often. At the beginning of
Captaifp)(3), (b)(eptart with her mission. she was getting out to meet as many NGOs as possibie and

genting out 10 meet with the UPOL [phonetic| people who were doing a lot of the same things she was so

we were making two or three movements a day sometimes. We had a very intensive schedule fora 1z a =
while. Then it got to the point that like the T?’naudible} came along and we shut dovwn movement fora = 1RG4
couple of weeks becausc of the threat levels. It was just sort of cyclic. We were never -- hecause of the

situation with Colone{b)(3), (b)(e3nd Majop)(3), (b)(6hat didn’t really slow us down. That wasn™ really a

factor. It was more just the nature of what the mission required and the meetings that were scheduled.

So if there were a lot of meeting scheduled then we moved a lot and if there wasn™t. we didn't. Sowe

did wear civilian clothes a lot. At one point, [ guess it was afier Colonely)(3), (b)(egn)(3), (b)(@et in

trouble. they weren't allowed to move in civilian clothes or move at all for a wniie, so anytime that we
did move with them. 1 guess they were going to another camp or whatever. something that they were

allowed, it was all uniform with them but it was civilian clothes with Captaig)(3), (b)(6)S0 it just

depended who 1 was transporting, how we moved.
Q. Yeah.

A Samc with the single vehicle. Like | could move with the single vehicle with Captain
(b)(3), (b)(6yit mot with Colone!l  (b)(3), (b)6)  1hat had 1o be two vehicle movement. And then along the
way. after - 1t was pretty close towards the end of our deployment when we started working with the
guys out of Green Village putting on the concerts and doing the history book deal. We had twe or three
diffcrent projects that we were doing and they were good projects. For that reason. Colongh)(3), (b)(6pnd

(b)), (b)(Byere allewed 10 travel again in civilian clothes but they just had a stricter approval process.

They went through the colonel over CI5 and the Chief of Staff to get approval.
Q. Did these missions oIl camp, did they require the principals. in other wordgn)(3), (b)(6)
(b)(3), (b)(6) st celera, did it require the principles to go sometimes 1o restauranis or places ol

business or places to cat or drink or was it always fo a ministry or o an official place of business?

INITTALS OF PERSON MAKING STATEMENTP)(@3), (b)(6)
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EXHIBIT L

A Oh. no. sir. They went to restaurants. 1t's kind of like doing business here. A lot of
people don’t want to be seen as associated with the military or with Westerners period. or even with
media. We were wearing civilian clothes and looked like a bunch of journalists. they still don’t wani us
showing up at their business or their compound so they'd meet at. you know, restaurants on the town.
1t’s the same as doing business here except youre meeting cut for lunch somewhere to do business as
opposed to come to my house. Some people had really nice compounds and security and when they dic.
we would go there. Some people would just. you know, “Let’s go to the Lebanese restaurant.”

Q. Yeah.

Al Like the Wazirak Bar Kahn [phonetic) area. there’s quite a few NGUs and there’s some
restaurants that are frequented quite 2 bit by Westerners so those were pretty safe areas to do business.
where it was really prettv normal. So that was pretty normal.

Q. Did vou take Colongb)(3), (b)(6pnd Majqn)(3), (b)(6JKe thosc restaurants or was it all
Captaith)(3), (b)(6)

A.  That was — let me think. Mostly Captaim)(3), (b)(6)l m trying to think. Yesh. we did
actually take Colone(b)(3), (b)(63n¢h)(3), (b)(@p restaurants. We took them to the Gandamack Lodge. The
lady who owns thatis  (b)(6) == [ van’t remember her last name. She's a female Alghan. She owns
like six businesses. She’s an unusual person for Afghans in the fact that she’s a female and verv
successful and part of the community and stuff so that was a really good meeting with Colonelb)(3), (b)(6)
angh)(3), (b)(Gnd Capiaim)(3), (b)@l met with (b)) = Ican’t remember off the top of my head. I know
there arc two or three places that we went other than businesses with Colonely)(3), (n)(63nd Majom)(3), (b)(6)

Q. Okay. And did it appear that at all of these places you were escorting them so they could
conduct official business? i was part of the mission or not?

A. Roger. sir. They were planned. They were business meetings.

Q. Okay. Yeah. So for the team. this mission that stared off with Strategic
Communications ----

A Yes. sir.

Q. That was different than what you thought the team would be doing in 1erms of K1.Es?

A. Yes. sir. absolutely.

Q.  And so vour teaching and coaching mission for the team of the Afghans. did that mission
scem o continue for the team after the team was tasked to gather information on DV visits?

A. Yes. sir. And specifically -~ I can’t remember the actual month but at one point in time
after all this it came up again to basically reengage that mission and do -- like they were given a basic
course of instruction and then they wanted a more advanced eourse of instruction which would include
actuaily planning media events, things of that nature. That was something that came along later. Butit
was something that we facilitated. We didn"t actually teach. The GMIC. which is right off camp. is sort
of between -- it's right behind ISAF basically. I don’t know how to explain it. but basically it’s a group
that teaches media stuff as well like PA.

Q. Uh-huh.
A Our PA people worked with them and we worked with them.
Q. Yeah.

A, 1 think they -- I'm pretty sure they hosted like an advanced course there and that was
something that Colonel)(3), (b)(6and maybe Majo)(3), (b)(@rtually went and did but I wasn’t involved
with that.

Q. Yeah. Okav.

A, But that was after all of the other things. That was the same mission coming up again.
basically.

INITIALS OF PERSON MAKING STATEMEND)@Q), (b)(6) PAGE 12 OF 25
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EXHIBIT L
Q. All right. And so these missions were additive? 1t wasn’t a change of mission tha! the
team seemed to get?
A No. sir. 1t was more of a -- it was the same mission just more | guess.
Q. Yeah.

A It was let's do this - we have 10 do something with these guys. like we have these teams.
And we actually tried working with the Ministry of Defense guys on building some campaigns. That
became a weekly thing for a very short while and ai that time Sergeant () (3), (b)(6)Was kind of [eading
them on. developing posters. Like we have our Army Values posters and stutt. They were trying to
come up with something that was Afghan centric.

Q. Yeah.

A.  And that continued for a few weeks and it just basically petered off because of their lack
ol mvelvemnent.

Q. Yeah. Yeah. Okay. Sc were vou satisfied with yvour mission throughout the
deployment? It sounds like you were kept really busy doing what you thought you were going to have
to do and so you were satisfied with your missien set throughout, is that correct?

A Roger. sir. T'll be honest. [ had a great time. | had 2 good deployment. 1 got to do a lot
of things and it was very rewarding for me. | enjoyed it

Q. And do vou think that other members of the team beeame uncomfortable or unhappy with
their mission?

A. Oh. absolutelv. Colonefo)(3), (b)e3nd Majom)(3), (b)(6yere pretty miserable during their
investigation and afterwards they were. obviously. very upscl. Majow)(3), (b)(6yas very upset. Colonel

(b)(3), (b)(6)as trying to go home on leave at one point o see his daughter graduate and they weren't going
to let him, That was at the time the investigation was almost completed but there weren't any findings
yet,

Q. Yeah.

A. So he actually had 1o go and fight for approval to go home for his leave. And then after
that Majab)(3), (b)(6yas waiting to go home. They were very distraught. They were emotionally upset
for a long period of time. Me and Sergeant(b)(3), (b)(6) we had a good mission. We were very fortunate.
We were allowed to do our jobs, And Colongh)(3), (b)(6flid a very good job of buffering us. A lot of that
stuff never really affected us other than having to se¢ our lcammates upset.

Q. Yeah.

A, But as far as our mission. he did a really good job of buffering us from thar.

Q. Okay. And so you thought they were justified in their frustration and discom/ort with the
missions and the investigation?

A | do. absolutely. sir. Again. if there was any question at all. why would you use our
teamn? Especially since it's such a small team and so few resources o add the other things we were
tasked to do. 1mean. look at where we are now. | don™t know. I think they were justificd in fighting it
beeause right or wrong he was doing his job as an officer of. *1 think this is an illegal order. We
shouldn’t do this.” Right or wrong. he did whar he thought was right there at the time. So that's my
opinion.

Q. Yeah, Okay. Did vou think what they were doing was illegal or improper?

Al No. sir. The things that I'd seen them do and the missions we were doing. | didn’t see
that as illegal or improper at all. You know, they were just working and trying to do their best. you
know?

Q. Yeah. Okay. Did you cver have any personal interaction with these members of
Congress or other Distinguished Visitors in any fashion other than just potentially securing them”

INITIALS OF PERSON MAKING STATEMEN®)@). (0)6)  PAGE 13 OF 25
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EXHIBIT L

A.  No.sir. On one of the visits [ kind of got stuck doing the gopher work as far as making
sure everything was set up so when they arrived -- basically helping the DV people set up everything
and coordinating with the security team that was goine 1o escort them. [ had a friend who [ scrved with
in the Army who's now a contractor over there. (b)(3), (b)(6) because I knew him I was able to
facilitate that whole thing, which was pretty successiui but | never actually got near those guy. There
was one time when Poe and his people visited that [ went out of my way to meet him just because — |
don’t knew if you know him, he's from Houston. he used to be a judge and he’s [airly idolized by law
enforcement and our community. so mecting him was preity cool.

Q. Good. Did you ever - when [ asked if vou had ever believed that anything the team was
asked 1o do was illegal or improper, I was specifically speaking about orders they might have been given
or tasks that they were given. Is that what you were referring 1o also? In other words, do you think the
team was ever ordered by someone in authority to do something that was illegal or improper?

A. From what [ heard, [ mean as far as Colonelb)(3), (b)(6joming back and saying “We have
been ordered to do this by Celonelb)(3), (b)(6lut we e not going 1o do it because I think it's illegal and
I'm going to go get clarification from JAG.” | mean —--

Q. Yesh.

A. If evervthing that | heard. the things that were told to me were correct in the telling. then
veah, 1 think that was wrong o do that. If that was what he was ordered to de. then I think that was an
illcgal order. But again he told me that. 1 didn’t actually hear him get the order. if that makes sense.

Q. Yeah, what was it that he told you they were ordered to do that you agree was wrong. if
that’s what they were ordered to do? What were those tasks?

A In addition to doing the background and the voting record stuff that they had been doing.
they were - he said that they were asked to come up with what they think the senators are going 10 ask.
basically come up with the best answer to give them. kind of prepare ahead of time. you know, what are
they going to ask? How should we answer it? What's the best way 1o basically work the guys?

Q. Yezh.

A, That’s the way it was explained to me and if that was the case and that’s what we were
ordered 1o do. then that's just a little too dark grey. Evervthing that we were supposed to be doing. the
big watch word on camp was transparency and everything's white. There are no grey or dark type
opcrations and that just scemed completely counter 1o what the mantra was, you know transparency,
transparency. transparency. but oh yeah. we want to have an O team do the -- that was what the
conversation was. And again I'm basing this on what T was told by my team leader.

Q. Yeah.

A 1 didn’1 actually hear anything that he was ordered to do.

Q.  Yeah. Could you explain further why you think that would be wrong to war game or to
try to predict the questions that would be asked from the congressmen or scnators? Tell me why you
think that would be wrong to try and think of those questions ahead of time?

Al Yes. sir. Again. I'm not true IO person. or [ guess [ am now —-

Q. Yeah.

Al But in my short experience there, | mean. the whole thing about influence, like 1 guess
Information Operations is, vou know, developing themes and messages and trying to find a way 10
influence the enemy. And to me that translated to they were asking us to try to find a way 10 influence
the senators. So that's where I'm saving it seemed really grey. Why would you have us try 1o come up
with a way to try and influence them when you've the PA guys who’s whole mandate is open, honest —
they"re very black and whitc like they re not influcnce people. [mean. we all know any kind of
information can influcnce. but you know it just seemed like it was too close to the edge of 1s it right or

INITIALS OF PERSON MAKING STATEMENT®): 0)6)  pAGE 14 OF 25
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wrong. And actually they put out quite a {ew times that we weren't supposcd 10 be doing anything
infucnee. like there should be no Influence Operations. I think there was actually a memo that went out
saying there will be no Influence Operations. yet at the same time asking a bunch of guys 10 come up
with a way to influence people. You know. it just seemed weird.

Q. Did it ever seemn 1o you that the work they were doing was trying to predict what
questions would be asked so that they could inform the congressmen and senators or did it scem 10 you
for some specific reason that it was going 10 be influencing rather than informing and educating?

Al Actually. that’s a really good question. sir. I'm not really sure. Tt could have been cither.
again. because | wasn't really part of that 1 don’t really know for sure. Let mc think about that for a
second.

Q. Okay.

A. You know. I can’t say for sure. Tt could have been either. 1t didn’t specifically have to
be one ot the other. 1 could have been sither. I wasn't really involved enough with it to form 3 sirong
enough opinion other than to say -- they were trying 1o come up with ways. [ guess trying to come up
with what they were going to ask and try to come up with good answers for them. It could have just
been to answer correctly or it could have been just to avoid getting stumped with a question. You know.
| don’t know.

Q. Yezh. But vou heard it from your team leader Colonelb)(3), (b)(6)

A Roger. sir.

Q. And he was unhappy with the multiple missions that he had and he knew that there were
plenty of PAO peoplc or as you said a larger organization of Public Affairs available to do that missien
and he was unhappy with it and he told vou that he thought it was illegal?

Al That’s cotrect. sir.

Q. Okay. Okay. Gotit. How about those -- you know we just talked about the orders given
10 your team whether any of those were improper or illegal and we discussed this sct of tasks and how it
grew on the Congressional Delegations. 1.et me ask back on any of the trips that you secured or moved
with. do vou believe that any of those trips off post were illegal or improper that you were involved in?

A None of the oncs that | was invelved in. sir. They were pretty straightforward and
simple. It was all in the Kabul arca. We would go meet with businesspeople or NGOs or media or just
other coalition people. It was pretty straightforward.

Q. Did vou observe anvbody else making trips off post that you thought were illegal or
improper trips off camp?

A, Not that I saw. sir. 1 didn’t actually see anything like that. | do know that there were
trips made without me but there were quite a few times that 1 was out in the provinces for large periods
of time. so they were still working when I was gone.

Q. Okay. And so are you meaning that members of vour team may have had trips that were
improper or illegal or are vou saving that it was not just your tcam. that it was others included that may
have dene that but you're not aware because you were gone large periods of time?

A, No. sir. 1am not implying that they did something improper or illegal at all.

Q. Yeah.
A I"m assuming that everything they did was the samc as when 1 was there. you know.
Q. Yesh.

A, I'm not saying that — they might have done something illcgal while I was gone but |
didn"t know if or when they were moving off camp when [ was gone.
Q. Yeah
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1 A But our proccsses as far as requesting permissions and all that was pretty well — 1 had a
2 pretty good SOP worked out about how 1o do everything, you know. My assumption is that everything
3 was done completely aboveboard along those processes. If they did somcthing illegal or that | wasn't
4 privy 1o, I don't know about it.
3 Q. Okay.
6 Al But I"'m not making the assumption that they may or may not have.
7 Q.  Yeszh
8 A I don’t think they did, to be honest. I think everything they did was within the legal
9  boundaries.
10 J. You just said you didn’t see them ali the time but when vou did you didn’t observe
11 anything illegal or improper?
12 A Correct, sir.
13 Q.  Okay. You had discussions. even if they werc short, with Coloneg)(3), (b)(sgbout the
14  additional tasks of gathering the information and predicting the questions and answers, ¢t cetera. Now
I3 youtalked about that with Colonelb)(3), (b)(6) Did you ever recall tzlking about that with Majo(b)(3), (b)(6)
16 A, Well. usually when those discussions take place it's like the whole team’s inon 1t. He'd
17  pull the whole team in and he'd kind ot give everybody the drill. Like. “You know. guys. this is what'c
18 goingon. Thisis what we're doing. This is what I'm doing.” There was never like a just me and

19 (0)(3), (b)(eto the side saying “Oh, they re telling me to do this and this is wrong.™ It wasn't like that at all.
20 He was bringing the whole team together to discuss it. So Majqp)(3), (b)(oyas always a part of the

21 conversations.

22 Q. Okay. Who did you think the team worked for? You're the 71* T10G Forward Support
23 Teamn. Who did you think the team worked for and Colonclp)(3), (b)(6}s the chief of it. who did he work

24 for?

25 A. That's a good question. sir. 11 sort of changed a lot. Initially we went thers and we were
26  working for the CG. That was the way [ understood it. We fell administratively under the CJ5.

37 Q. Yeah.

28 A And they rotated out of O-8s there. At one point in time even though we were housed in

29 the CJ5 we were actually working under Colonelb)(3), (b)(6pvhen they sort of - at first they were going to
30  call it the CJ9 and then that just never actually happened. It was just PA and STRATCOM combined

31  under Colonelb)(3), (b)(6) And then at ore point it wasn't Colonelb)(3), (b)(6)it was Colongb)(3), (b)(6§o we
32 kind of ftll under a lot of different bosses just depending on the month. Ultimately, administratively. we
33  were under whoever was running the 5 and I guess we ended up having a couple of different bosses at
34 fimes.

35 Q. Yeah Did that create any additional confusion and frustration or did that work out well”
36 A Obviously it was confusing. sir.

3 Q. Yeah.

3R A U'm still tryving to grasp how exactly that worked out. [{ didn’t really affect me that much.
39 It just gave me more people to work with. It was probably confusing for our boss.

40 Q. Yeah,

41 A Because he had different bosses to go to.

42 Q. Yeah.

43 A And I'm surc not evervbody was on the same sheet of music. Maybe some people had

44  different ideas about how to conduct business. ['hat was his headache. I didn™1 have to deal with il too
45 much.
46 Q. Yeah. Qkayv. You mentioned Colong)(3), (b)(6)
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I'msorrv.itwas (b)) Colonel (b)(6)

Colonel (b)(6)

Correct.

And was Colonel (b)(6) an American?

No, sir. He was Brtish.

And do you know what his job was? Was he the CJS or was he something else?

He was something clse, At the time that he came in. | guess he took Colonel (b)(3), (b)(6)

place and Colonel (b)(6) who was a Brit as well. 1 think that was just a coincidence.

Yeah.

A Colene! (n)(6) was the CJS director.

Q. Yeah,

A And Colone! (b)(6) was. I guess, in charge of STRATCOM as I understand it. Again,
it’s kind ol confusing.

Q.  Yeah

A, I'm not sure if he was involved in the PAQ or if it was just STRATCOM.

Q. Okay. Gotit. What do you think the relationship was likc between Colonefb)(3), (b)(6and
those bosses? Can vou describe how he got along with them and what he thought about them and the
tasks that you were given?

A, 1 think pretty much all the bosses that we had. with the exception of Colonclb)(3), (b)(6)
Coloneb)(3), (b)(6got along with very well or seemed to be. He and Colonelb)(3), (b)(6)you know, they
staried off getting along pretty well but they ended up basically butting heads and there was definitely
no love there between either one of them at all, That was pretty obvious. But ["m pretty sure that the
rest of the bosses we had at difTerent times. he got along with really well. It seemed that way to me.

0, Okay. And so it scemed, in vour opinion. did it seem like the besscs other than Colonel

(b)(3), (b)(6)¥ere satisfied with the products that vour team was producing? The work that they were

doing?
A. Yes. sir. It scemed to be. You know. [ only interacted with thosc bosses if they needed a

ride somewhere or they needed security or anything.

Q.  Yesh

A, But just watching the interactions between them, the CJS was a very good shop. There
were really just stellar officers in there. Evervbody got along really well and thal was actually pretty
cool because they were all dilferent coalition people. They even had a weekly cricket match that they
went to ISAF and plaved. They all got along greal. As far as | can tell that was always a very good
relationship. Outside of that. Colonel (b)(6) 1 got to drive him zround a few times. Typical.
very stern. dry, but fanny Brit guy. Like right out of a comic book. lic was an awesome person and
very nice. He and Colonefo)(3), (b)(6yeemed like they got along really well.

Q. Okay. Did you ever observe or hear any reasons why Colonelb)(3), (b)(61nd Colonel

(b)(3), (b)(6)fid not get along. uliimately?

A Yes. sir. [t basically just became from what I understand it just basically became. from
what | understand. from what | overheard and saw. they just basically had different ideas about what 10
was and what should be happening. it would probably just be better if | was just really blunt about it.
sir.

FOPOFOP

~ o

Q. Okay. go ahead.
A, (Okay. basically Colonefb)(3), (b)(eirought thato)(3), (b)(6yvas probably a reaily good persor.
like he's a Marine infantry officer that was put in a really bad spot because he had no knowledge of the
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1  shop thal he was in charge of or what PA was or 10 was and he basically just thought he was not up to
2 the job. wasn't smart enough to do it.
3 Q. Yeah,
4 A, And he would explain and explain and explain -- Colonelb)(3), (b)(ewould — what he
5 thought 10 and PA should be doing.
6 Q. Yeah.
7 A And there was just complete disasreement on all {ronts,
g Q. Yeah. Qkay. And Coloneb)(3), (b)(6was Army or Marine Corps or other?
9 A lie was a Marine Corps infantry officer.
10 Q. Okay.
11 A 1 got to escort him around a couple of times.
12 Q. Did You get 1o talk 1o him?
13 A 'i;gs sir. Yes. sir. Actuzlly the first time. when he first got to camp I took him out to a
14 graduation up by [inaudible] where théy had a training center up there. 1 took him up there right off. [
15 took him to a couple of other camps 1o graduations and stuff. We talked quitea bit, I'ma
16 reconnaissance guy so we got along pretty well.
17 Q. You talked about infaniry and reconnaissance missions and not so much zbout Strategic
18 Communications and Public Affairs and 10, right?
19 A, Roger. sir. We never talked about anything related to Communications or IO, It was
20  always just Joe 1alk.
21 Q. Yeah.
22 A, He asked me 2 lot about what 1 do back here and because of my job - he had a lot of
23 questions about that. 1lc asked me 2 lot about my opinions of the Afghans and how they perceived us
24  and swiTlike that. But nothing to do with - nothing work related so much,
25 Q. Yeah. Did vou ever personally observe any interactions or conversations between
26  Colonclh)(3), (b)(end Coloncih)(3), (b)(6

27 A Yes. sir. 1did. Quite a few times we’d go to the PA office when Colonejb)(3), (b)(6vould
28  hold meetings for evervbody or. you know. like out on the street. And I escorted both of them together
29  ai the same time 2 couple of times as well. when Colonelb)(3), (b)(6first got there. Everything that I saw.
30 cvery interaction that | saw between them was pretty amicable. There were no tensions at that time.

31  They weren’t arguing or fighting. I never actually saw the tensions between them if that makes sense.
32 Q. So vou heard about that from Colongb)(3), (b)(6nd the rest of the team?

33 A. Roger, sir. 1 never actually witnessed any problems with them. Now there was(p)(3), (b)(6)
34 (b)(3), (b)(6jicutenant colonel and a Majoxb)(3), (b)(6xhe PA officers. and Colongh)(3), (b)(ehe’s from Texas
35  solactually talked 1o him guite a bit and I got aleng with him great. Majotb)(3), (b)(6)her and Colonel
36 (b)(3), (b)(6Rot into it pretty bad right before or maybe it was right after Coloneb)(3), (b)(6pvent on leave.

37  That was when everything kind of came 1o a head. She came by the office and I think it was me and

38 (b)(3), (b)@nb)(3), (b)(6in there. [don't know if anybody else was there. And then Colongh)(3), (b)(6yas

39  there and they were basically talking about the thing with the mission of doing the backgrounds of the
40 CODELs and all that kind of stufl. They really just kind of ended up getting in a pretty big argument at
41 one point.

42 Q. Yeah.

43 A So me and Majab)(3), (b)(axot up and lell. We didn't need to be there for 1t because 1t was
44  tumning into a big yelling match so we just basically lefi.

45 Q. Was — and you saigh)(3), (b)(6vas 8 major. What service was she?

46 A 1 think she was Air Foree. Tean’t remember for sure. sir.
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Q. Okay. All right. And vour observation of this discussion — did it turn into actions that
vou thought were insubordinate and disrespectful 10 a superior officer or did it remain a civil
conversation?

A. Honestly. sir?

Q.  Yeah

A. I think he should have locked her up quickly. The tiny bit that I observed, she was kind
of chewing his ass a little and | thought that was wrong and he should have probably dealt with it
quickly. But like I said, I got up and left and maybe he did after | lefi. But veah, she was being
insubordinate, But ['m not talking about who was right or wrong. | doa’t know who's right or wrong
because I really wasn't listening to them up uniil — | was working on mission planning over on my
computer and once vaices were raised and 1 looked up and saw what was happening. that’s when |
locked at Majam)(3), (b)(@nd we both got up and left. Yeah. it was getting pretty ugly. Red faces and she
was elevating her voice and Coloncln)(3), (b)(6jesn’t. He was just kind of sitting there iooking at her
like, you know. | can™t believe you're saying this.

Q. Yeah. Just for clarity. when you said vou thought she should have “locked her up” you
mean should have locked her heels and made her stand at attention and be at ease or did you mean he
should have physically put her in somc incarceration?

A. He should have just reprimanded her and tell her to be respectiul to superior officers.

Q. Yeah.

Al Nothing phvsical. no, sir.

Q. Yeah. Okay. 1just wamed to get that for clarification for the record here.

Al Roger. sir.

Q. So evervhody understands what we re talking about. And Licutenant Colongl)(3), (b)(6)

(b)(3), (b)(@think you mentioned was also involved and one of the people who had interaction with him.

Can you tell me how he’s important?

A Just he ran the PA shop and so the whole gambit of STRATCOM and -~ (b)6) That's
the guy, the Ministry of Interior spokesperson. The weekly meeting with (b)) a lot of the efforts as
far as what our team was supposcd to be doing and what PA was supposed 10 be doing was dealing with

(b)(6) ¥ho was supposed to be getting information from the PA section and STRATCOM section
which ended up being the same people. And [ actually drove him around and some of his people as
well. When his NCOs over at the PA office were strapped or they just didn't have enough vehicles. I'd
slide over and cover down on them.

Q. Okav. Did you say he was a Texas National Guardsman as well or do you know where
he is now. Colongh)(3), (b)(8)

Al 1do not. 1suspect Colonelb)(3), (b)@foes. I think he’s from Texas. 1ihink. I'm pretty
sure.

Q. Okay.

A, He talks like i. He might not necessarily be in Texas now. For some reason ['m
thinking Colorado. I don’tknow. Oh., it was because we went on leave at the same time and I think he
mentioned he was going to Colorade on leave.

Q. Okay.

Al So maybe he's based out of there. I'm not sure.

Q.  Okay. Thanks. Now do you know a Colongh)(3), (b)(&pat also worked with Lieutenant
Colonel)(3), (b)(63nd Calonelb)(3), (b)(6)

A Roger. sir. he was the Chief of Staff after Colonelo)(3), (b)(6jeft. He's the one who took
over as Chief of Staff for General Caldwell.
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Q. (kay. do vou have any knowledge about how Colonelb)(3), (b)(6got along with Colonel
(b)@3), (b)(®)

A I'm trying to think how to phrase this. 1never actually met Colongl)(3), (b)epvhich is
weird because it’s such a small camp.

Q. Yeah.

A. But | emailed with him back anc forth quite a bit because he was the approving authenty
on most of my movements. [ couldn’t even pick him out of a lincup but aimost all of my movements
were okaved by him and movements for Colonelb)(3), (b)(efor @ while — if it was a movement for Colone!]

(0)(3), (b)(6)it was denied. [f it was for anybody else and I sent the recuest. it was pretty much immediately
approved. So. vou know, obviously he wasn’t going to let Colonep)(3), (b)(6ynove around. This was
after they had done the 13-6 or the GOMOR.

Q. Yesh.

A Just hearing the conversations it scemed like maybe Colongh)(3), (b)(elidnt like Colonel

14 (b)(3), (b)(6) That's just the gist of what T got hearing conversations. [ never actually saw those two

15  imteract. I probably had seen Colong)(3), (b)(&ut didn’t know who he was.

16 Q. Yeah. Okay. To change the subjeet now. did you ever attend any bricfings where

17  General Caldwell was briefing U.S. citizens such as Distinguished Visitors or Congressional

18 Delegations or any of that.

19 A Oh. no, sir, | avoided that like the plague. The CODELs that came to camp. when they
20  were there. ] nsually hung out with the security personnel. the PAD, because like I said, one of my

21 buddics. (b)(3), (b)(6) was on the detail so usually 1°d link up with them and kind of help facilitate the
22  movement through camp. 1 would stringently avoided going anywhere around the politicians.

e
10 B T - T BEN N R [ UL VS I [V )

e
Ld b

23 Q. Yeah. Okay. Did you ever have any interface directly with Licutenant General
24 Caldwell?
25 A. Briclly a couple of times. sir. Pretty early on when they started doing the -- started

26  geiting us involved with the DV things. when they decided that one time that [ was going to help

27 facilitate the arrival as far as making sure the Soldiers who were going to do the handshaking were in
28  their places and the food and coffee was in the right place | sat in on a meeting and basically listened to
29  the whole thing and kept as quiet as 1 possibly could in the comer because there were a lot of generals
30  and high ranking people. That might have been the only mecting 1 actually attended. General Caldwel:
31 was talking with Colonelp)(3), (b)(eynd those guys but I never actually attended any of the meetings

32 coxcept that one.

33 Q. Did vou ever hear General Caldwel] in that meeting or any other time you were close by.
34  did you ever hear him give an order or give any guidance that you thought was illegal or improper?

35 A No. sir.

36 Q. Did you ever hear Colonelp)(3), (b)(6give any order or guidance that you thought was
37  illegal or improper?
3 A. No. sir.
39 Q. And haw about Colong)(3), (b)(6) The same guestion for Colongb)(3), (b)(6)
40 A No. sir. Like [ said as far as ] know [ was never actually in the same room as him. 1
41  never actually heard an illegal order given. I'll put it that way.
42 Q. Yezh, All ight. So none of the emails you received either as you were emailing back
3 and forth appeared to have anything illegal or improper in them from)(3), (b)(®tb)(3), (b)(6)or anyone else?
44 A No. sir. The closest thing that I could complain about was when I was really fighting to

45  make sure we had written approval for movements. | had a hard time sometimes getting written
46  approval. [ would get an email saying “approved.” “approved.” “approved.” And I'd basically fire back

INITIALS OF PERSON MAKING STATEMEN®G). 0)©)  PAGE 20 OF 25



LTI B N T R PR 6

Page 21 of 25
EXHIBIT L

saying, “Roger, but I need it in writing.” And that was not directly to Dr. Kem or Colongh)(3), (b)(6)T hat
was if [ was moving Captaig)(3), (o) CA person. I would just keep going back with her saying we
need it in writing. That's net an 1llcgal thing. that’s just part of the movement policy that they
mandated. We needed 11 in writing. 1 was really wanting them to give il to me in writing. which we
ended up getting il every time. So that's the only thing that I'd say T had heartburn with at all was just
getting those signatures.

Q. Yeah. okay. Did vou ever hear Coloneib)(3), (b)(6§ell Colongb)(3), (b)(6)a conduct an 10
campaign with respect {o congressmen or other DVs?

A. No. sir.
Q. Stand by just a minute. I'm reviewing my notes here.
A, Yes.sin

Q. Do you think anyone on the team was asked to conduct what amounted to Psychological
Operations on U.S. citizens? ["ve probably asked that before in a different fashion but [ just want to ask
vou directly.

A.  Notso much — I guess I would have to look at the definition of PSYQP before |
answered it probably correctly. 1 think that Colonelo)(3), (b)(6Was ordered te do something that amounted
1o influence operations, 1 don™t know if that can be defined as PSYOP operations.

Q. To tic it back to what you said earlier, is that what you mean hy the very dark grey arca
that you mentioned before?

A Roger, sir. [ think that being asked to do something that could amount 1o influencing
U.S. citizens, like specifically to come up with a way to influence them for good or bad was probably
inappropriate. I don’t know that I could say that’s PSYOPs. To me. that’s just influence. To me. IO.
the way it's explained to me and I'm not an expert at all. the way it’s explained to me we should never
do anything that’s influence on American citizens. That's the way it's been preached to me from the
beginning and that seems to me like that's what that 1s. influencing Americans.

Q. Yeah,

A, And in that aspect 1 think it was inappropriate or wrong to ask to do that. 1can’t say that
that's PSYOPs. | don't know.

Q. Yeah. But you didn't observe that yourself? You said vou heard about those questions
and those tasks from Colonelp)(3), (b)(63nd the team?

Al Correct. 1 heard that discussion as far as we're being asked 1o come up with the war
game question and responses and stuff like that and that's what | overheard and that's what [ heard later
when Colonelb)(3), (b)(6)xplained we're not going to do this and that's when he set the eam down and
explained “1"m being told to do this but we re not going to do it because if's wrong.™ But as far as
actually him being ordered to do that or told to do that. I wasn't actually privy to that or to an order like
that.

Q. Okay. Have you read the article in Rolling Stone by Mr. Hasting that consisted of the
interview of Lieutenant Colonelb)(3), (b)(6) Have vou read that article?

Al Roger. sir. [ read that article.

Q. And did vou think it was accurate or what did you think about it when you read ft?

A. Oh. man. Well, the way 1 came about it was | saw a link on onec of my [Hend’s Facebook
page. | guess he was friends with me and Colongp)(3), (b)(6poth. [ opened it up out of curiesity because
it had General Caldwell’s name on it and read it and it pretty much floored me, It was pretty shocking.
My opinion is, you know. never £o to the media for anything. You know, it’s the medie.

Q. Yeah.
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A. But that's because [ grew up in the Army and we don’t talk to media traditionally. So it
seems like it was sensational -- [ fee! like the reporter. Michael Hastings. [ feel like he's really
sensationalizing and punching the word PSYOP a whole lot when he probably was talking about
something that was more allocation of resources or troops. First of all. { don’t think we should talk 1o
the media anvway about something like that. [don't agree with that. But we're going to have to talk to
them. be more accurate. It just seemed like it was a huge inflammatory thing.

Q. What did you think was inaccurate about it?

A Like I said. I'm not reaily surc il what was supposedly ordered can be categorized as
PSYOP or not. [ mean. the PSYCOP is all over the place. 1 mesn, is that PSYOP? I'm not swre. 1don’t
know. But they sure punched the hell out of that word. It was PSYOP. PSYOP. PSYOP. Soisit? |
don't know. 1 don’t think that should have even been the point. 1 think it you're going to make the
point -- and I still don’t agree with going to the media to make a point. If you make the point it should
be more one of how resources are used. 1'll leave it ai that. sir.

Q.  Okay. Did you correspond with Colonel)(3), (b)(esbout the article after you read it?

A I avoided it for a very long time but we drilled together. He's actually in operations
which is night next to the HIIC. So we corresponded about drill and it’s a long story but they pushed our
drill back and 1 was trying to get an answer from him if they were definitively pushing it back or not.

Q. Yeah,

A. But that's beside the point. At one point | gave him a jab about the men in black are
going to show up tonight and zip you up in a HAZMAT bag and carry you away. That was pretty much
our interaction.

Q. Yeah. So vou didn’t have a discussion with him about the article and about whether or
not he thought the author was accurate with what he had said or anything like that?

A. No. sir. Quite honestly I've avoided it just because I'm not happy with it. 1don’t agree
with it. [ had a discussion with him and ! really don’t intend to discuss it further if' I can get away with
.

Q. And you're not happy with the article and you're avoiding talking o Coloned)(3), (b)(6)
about it because he went to the press or because he used words that you didn’t agree with such as
PSYOP? Or tell me why vou feel that way?

A, 1 don’t agrec with it because -- well, again. first of all going to the media with that, |
don't agree with just on principal. Secondly. right after it came out [ saw another link on my buddy’s
Facebook page saving that Colonejb)(3), (b)(6y¥as £oing to be on Anderson Cooper 360.

Q. Yeah.

A So I watched that and it seemed the way that Colonelb)(3), (b)(6yvas trying to explain things
was pretty much spot on. But that didn’t completely jive with the article. Like the reporter guy kept
talking about PSYOPs. Colonelb)(3), (b)(6yvas talking about influence. 1 don’t think he ever actually said
the word PSYOP. I'm not sure it be did or rot. 1don’t think he did. 1 think he was trying to cxplain
and then even if he was telling the truth at this peint. it was so blown out of proportion. there’s no
credibility there. And guile honestly. I'm mad that our team got drug into this and you know I'm sitting
here having an interview with the general. [ feel like I did a pretty good job over there and worked har¢
and now there s this. There’s 2lso a big kick in the 10 community. [ mean. Texas [0 now. for all its
effonts are probably poing to be somewhat shunned after this and [ wouldn't blame anybody for not
requesting us so ['m not too stoked about that either, sir.

Q. Okay. Well | appreciate that. And [ will say just to let vou know. you're not the subject
of this questioning and this investigation. It's something that I ve been tasked to do to determine the
facts and circumstances.
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1 A. Roger, sir. and | appreciate that. ['m sure vou're probably not wo happy about having 1o
2 deal with it cither.
3 Q. Well, vou can probably figure that out but have vou ever heard of Lieutenant Colonel’s
4 civilian business. [ think it's called SYZYGY or something like that?
3 A Roger, sir. 1've heard of it. They"ve got a Facebook page or something. 1don’t know
6  that I've been on it bul he and Majap)(3), (b)(6larted, I guess. a business together.
7 Q. Did that happen during the deployment or do you know?
8 A I guess the best way 1o answer this is to just be opinionated about it. In concept, ves. sir.
9  Butto me it didnt seem like thev were starting a business so much as they were kind of “Oh, it would
10 becool if we did this.” Tt wes kind of like a distraction for them.
11 Q. Yesh.
2 A “Oh. we re going to have a business.™ But it’s not a business because they 're not

i3 contractors. They don't have a business. Well, T guess they do actually have a legitimate business now.
14 I guess when theyv came back they did whatever it 1akes to get a business going and actions and lawyers
15  znd all that stuff. They actually have a business but it's not like they're working. It's just kind of like, it
16 would be cool i’ we could do this.

17 Q.  Yeah.

18 A [ don’t know if that makes sense but aver there it was more just talking about we should
19 do this or we should do that, | think that, in part. came from the fact that we dealt with a lotof

20  contractors over there who were former military. (b)(3), (b)(6) he's a former PSYOP commander, he's a
21  contractor over there. Extremely smart guy. ke helped us on some projects and I think they figured out
22 that they probably could do something in the Information Operations realm and the STRATCOM realm
23 as contractors but honestly 1t seemed kind of silly to me when they were talking about it.

24 Q. Yeah, Do you have any knowledge of whether Colonel)(3), (b)(6psed any of the

25 documentation that the team used during the vear o set up this business?

26 A, No. sir. | don't have any knowledge of that. I'm not surc how he could do that.

27 Q. Qkay. Do vou have any knowledge of whether Colongb)(3), (b)(6psed any documentation
28  from the year. your deployment vear during Afghanistan. to give to Rolling Stone magazine?

29 A You know. 1 think on his Facebook page he had posted the memo from Colongl)(3), (b)(6)

30  saying that there won't be any Information Operatiens or Influence Operations. I don't know that he
31  provided that but | suspect he probably provided that to Rolling Stone because he’s just making it public
32  anyway. 'm assuming he probably did provide that. That's an assumption. 1 don’t know that he did.

33 Q. Yesh.

34 A, Other then that | can’t think of anything. | know he keeps all his emails. Maybe he
35 provided emails. That's the only other thing 1 can think of.

36 Q. Okay. Let's see. Are you aware of anything called Operation Fourth Star?

37 A. No. sir.

38 Q. Okay.

39 A Is that in reference to Caldwell irying 10 make four stars?

40 Q. 1 think in the context of the article there was something mentioned zhout Coloncl

41 (b)(3), (b)(6)belief that General Caldwell was out 1o get a fourth star. Do you remember anything about

42 that?

43 A. Ch. roger. vezh. [ remember that from the article. sir. Somry it didn't register right away.
44  Roger. T guess -- this is going to be fun saying this. I think the impression is -- the impression that

45 Colonel)(3), (b)(ehad. 1 think what he’s referring 1o is that most of the efforts over there were politically
46 inclined for the generals,
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1 Q. Okay.
2 A.  lihink that's what that’s in relerence to. 1 apologize.
3 Q. No. that's okay. That's a good answer that [ understand and 1 appreciate your providing
4 it. Because you referred not to what vou thought about it but to what Colonefo)(3), (b)(eprobably thought
5 aboutit. Okay. Letme see if [ have any further questions to ask vou.
& Al Roger, sir.
7 Q. Okay. Look. that wraps up what | needed to talk to vou about and I appreciate your time
& there. |hope your Sergeant Major or your boss there is not mad because you took his office for an hour
9  anda halfl but | appreciate vour service and thanks for taking the mc to answer these questions today.
10 1.t me tum it back over to Lisutenant Colonel(b)(3), (b)(6)
li A Roger. sir. Thank you and good luck.
12 LA:  Okay. Sergean(p)(3), (b)(6)What's going to happen now is that our high speed count
13 reporter is going to do a verbatim transcript of everything we talked about today. We're going to
14 provide that transcript to you for you to read through and make sure that it's accurate.
15 WIT: Okay.

6 LLA:  Atthat point we'll have you sign it basically a sworn statement that it is true and

17 accurate.

18 WIT: Okay.

19 LA: Butfirst. I'm going to ask vou a couple of guestions now.

20 WIT: Okay. Roger.

21 LA:  Arcall of the statements made today truc?

22 WIT: Roger. to the best of my knowledge everything | said was true.

3 LA: Okay. And has evervthing vou said today been made freely and without hope of benefit
24 orreward?

25 WIT: Absohncly.

26 LA: And have all the statements been made without threat of punishment and without

37  coercion. unlawful influence or untawiul inducement?

28 WIT: Absolutely. 1apologize -- I'm really, really extrernely tired. We had a long day on the

29  range so ['m sure that the transcript’s going to be kind of enterfaining to read. 1 apologize for being not
30 very -

31 LA: You were great. So that's what we'll do. We'll let you go right now and we'll send you
32 the transcript to read over and verify its accuracy and then we'll have you sign at the bottom of it that 1t
33 is accurate, okay?

34 WIT: Yes. ma'am.
35 LLA:  Thank vou for vourtime. We very much appreciate it. Out.
36

37  |The interview concluded at 1232, 4 March 2011.]
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starementor  SF((b)(3), (b)(6) TAKEN AT paTes 2011403703

STATEMENT  (Continued)

3
i AlO: Okay. Tharis sl we have and | will look for those documents 1o be scanned back from
2 vou and if we have any further questions, we will let you know,
3 A Okay. 1 will get you the two documents plus the JAQG briefing that the general asked for.
H 10:  Ole)(3), (bE.y 1 just remind you to be careful with communicalions. No discussions
5 abouwt this dizloguc that we've had today at all and probably better not to talk at ail abourt vour time there
6 until we get this investigation finalized.
7 A Okay. thank vou. sir for that,
3 10:  Thanks very much.
] A Okay. thank vou. sir. Thank you. Colonel,
Q. Thanks for vour service.

[The interview concluded at 1413, 3 March 2011.]
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Subject: RE: Information Engagement (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: Feto

e,
I need the help of your shop in the Information Engagement process,
especially in the next month. Information Engagement consists of

support [rom not just PA, but JVB, protocol and your shop. Can you
please idenlify a person whe can help do the analysis of the
information engagements. From Lhis email it reads that vyou will not be
helping at all.

Am 1 reading that right?
VR

Maj (b)(3), (b)(6)

From: (0)(3), (b)(6) USA LTC USA CSTC-A CJ5

Sent: Monday, March 22, 2010 12:53 PM

Teas (b)(3), (b)(6) MAJ USAF CSTC-A PAO

Gy (b)(3), (b)(6) mAg MIT, USA NTMA/CSTC-A CJ5; (b)(6)

WGCDR GBR CSTC-A CJ1
Subject: RE: Information Engagement (UNCLASSIFTED)

Classification: UNCLASSIFIED
Caveals: EoUo

No - we cannot. We are not set up (at all!) te do assessments - nor
should we assess the effects of information engagements on US or
Coalition allies. We are focused on the adversary, and on the Afghan
population - by both joint doctrine and US Law.

MCT (b)@3), (b)(6) = in your PAO shop - sends out a "Media Analysis Executive
Summary" every day, with highlights from the press on items of command
interest. T recommend you task him - or whoever actually provides this
media scrub — Lo look for statements from the previous week of visitors
and to see how they responded to their time or engagement with us.
Additionally, you might work with the STRATCOM Officers assigned to Lhe
GO's | 0)3), (b)(6) ...) and get Ltheir feedback for how any
KLE's tneir posses engaged in went,

Ndditionally, starting on 3 APRIL, we will be decisively engaged in our
primary mission - instructing 16 students from the MoD and Mol on
STRATCOM, and advising their Communications Directorates in the
upcoming operations for this summer, as well as the election campaign
in September. This will fully engage us.

(b)), (b)(6)
LTC (OF-4), USA
I¢ FST Chief
Communicatl Lons
NTM-A/CSTC-A
Roshan: 0)(2)
VOIP/SVOIP: (b)(3), (b)(6)

Check out our website at: hitp//ntm-a.com
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————— Original Message—----
From: (b)(3), (b)(6) UsA LTC USA CSTC-A CJb
Sent: Mondav, March 22, 2010 1:16 PM
To: (b)(3), (b)(6) MAJ USAF CSTC-A PAO
Subject: RE: Information Engagement (UNCLASSIFIED)
Classification: UNCLASSIFIED
Caveals: +6H8-
Analysis... please just read the reports Lhat )a), (b)6) 15 already
producing, and see if the pecople we have engaged are saying positive
things, or if the organizations we engage arc doing what we want them

te do. Not hard 2

and PAQ is ALREADY producing most of the information thal you need.

All you need Lo do in addition is ask YOUR PAO folk assigned to the
GO's for their assessment of how the KLE's and engagements their bosses
have had, actually went.

I have actively engaged at every IEWG . . . can you name one we have
nol attended? T provide slides and input to every one. But I am even
less connected and able to provide an assessment than you are.

There is no "I0 Magic" to this. There is nothing special in my kit-bag
that makes me more gualified to do this than you. You have about
thirty people who are actively engaged in this process of talking to
the media, and covering the KLE's. I have five people who are engaged
in messaging and training the Afghans... we are not even locking at the
world stage, we are looking at the Afghans and the local region. So why
do you think I am the right guy to do this?

(b)), (b)(6)
LTC (OF-4), USA

IO EST Chief
Communications
NTM-A/CSTC-A
Roshan: (b)(2)
VOIB/SVOIP: (b))

Check out our website at: http//ntm-a.com

From: (b)(3), (b)(6) MAJ USAF CSTC-A PAO

Sent: Monday, March 22, 2010 1:07 PM

plizo (b)(3), (b)(6) JSA LTC USA CSTC-A CJ5

[ . (b)(3), (b)(6) MAJ MIL USA NTMA/CSTC-A CJ5; (b)(6)

WGCDR GBR CSTC-A CJ1; (b)(3), (b)(6) USA LTC USA CSTC-A PAQ; (b)3), (b)(6)

(b)(3), (b)(6)
USA COL USMC CSTC-A Director

Subject: RE: Information Engagement (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: Fode-

81r,
I need the help of your shep in the Information Engagement process,
especially in the nexl month. Tnformation Engagement consists of
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support from not just PR, but JVB, protocel and your shop. Can you
please identify a person who can help do the analysis of the
information engagements. From this email it reads that you will not be
helping at all.

Am I reading thal right?
VR
Maj (b)), (b)(6)

————— Original Message--—---

From: (b)(3), (b)(6) USA I.TC USA CSTC-A CJ5

Sent: wmonaay, marcn zz,; 2010 12:53 BPM

T (b)(3), (b)(6) MAJ USAF CSTC-A PAO

{1 (b)(3), (b)(6) MAJ MIL USA NTMA/CSTC-A CJh; (b)(6)

WGCDR GBR CSTC-A CJ1
Subject: RE: Tnformation Engagement (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: +obc-

No - we canneot. We are not set up (at all!) to de assessments - nor
should we assess the eflects of information engagements on US or
Coalition allies.

We are focused on the adversary, and cn the Afghan populalion - by both
Jjoint doctrine and US Law.

MCT (b)(3), (b)(6) — in your PAO shop - sends out a "Media Analysis Executive
Summary" every day, with highlights from the press on items of command
interest. I recommend you task him - or whoever actually provides this
media scrub - to look for statements from the previous week of visitors
and to see how they responded to their time or engagement with us.
Additionally, you might work with the STRATCOM Officers assigned to the
GO's (b)(3), (b)(6) ..) and get their feedback for how any
KLE's their bosses engaged in went.

Additiecnally, starting on 3 APRIL, we will be decisively engaged 1ln our
primary mission - instructing 16 students from the MoD and Mol on
STRATCOM, and advising their Communications Directorates in the
upcoming operations for this summer, as well as the election campaign
in September. This will fully engage us.

(0)(3), (b)(6)
LTC (QF-4), USA
IO FST Chief
Communications
NIM=-A/CSTC-A
Roshan: (b))
VOTF/SVOTP; b))

Chaeck out our website at: http//ntm-a.com

From: (b)(3), (b)(6) MAJ USALK CSTC-A PAO
Sent: Monday, March 22, 2010 11:41 M
To: (0)(3), (b)(6) USA LTC USA CSTC-A CJ5; (b)(3), (b)(6) MAJ MTT,

USA NIMA/CSTC-A CJ5
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Ce: (b)(3), (b)(6) USA LTC USA CSTC-A PAO; 0)@3), (b)(6) USA
COL USMC CSTC-A Director; (b)(6) WGCDR GBR CSTC-A CJL

Subject: Information Engagement (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: EoU&-

Lt Col (0)(3), (b)(6)

Wing Commander (by6) mel with me after the ITEWG meeting vesterday. Ile
gave me some guidance on how Colp)3), (bhewWants the IEWG to progress. Tt
went right in line with what T said before the meeting, this shouldn't
be another calendar scrub. Il needs to be a higher-level discussion to
better prep leaders for the information engagements.

The way we need to start has to be with an assessment of the
information engagements from the prior week. How did we do with our
communication efforts and messaging. What results did we get.

Can you name a POC from your office to provide the assessment picce
every week and have them contact me to set up a meeting on what they
can provide.

VR
Ma] (b)(3), (b)(6)

(b)), (b)(6) USAF, Maj
Public Aftairs Operations Officer
NATO Training Mission - Afghanistan
Combined Security Transition Command - Afghanistan
DSN:
Cell: (b))

www . facebook.com/TroopsIlnAfghanistan

Classificalion: UNCLASSTFIEDR
Caveats: 89

Classification: UNCLASSIFIED
Caveats: B9

Classificatbion: UNCLASSIFIED
Caveats: FoOo

Classification: UNCLASSIFIED
Caveats: +oUo.

Classification: UNCLASSIFIED
Caveals: ¥850

Classification: UNCLASSIFIED
Cavealbs: o4&
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NTM-A / (STC-A

RECRUITMENT

(New Personnel)

IMPROVE

REDUCE

RETENTION

(Re-contracted)

ATTRITION

(Deaths, Injuries, AWOL, Separation,
Retirement, Absences)

Base pay longevity increase
Base pay increase
Enlistment bonus
Re-contracting bonus
Literacy training
Pay-by-Phone

Bank Expansion

Death gratuity/casualty pay for
family members—Inherent law

National Logistics Center
National Police Training Center
Info share with flyers

Base pay longevity increase
Base pay Increase
Enlistment bonus
Re-contracting bonus
Literacy training
Pay-by-phone

Food stipend

Merit based promotions

Draft FRAGO: PMT/POMLT pay
oversight

Death gratuity/casualty pay for
family members—Inherent law

Rotational Policy

Force Protection: UAH
Infrastructure

National Logistics Center
Housing

Base pay longevity increase
Base pay increase
Enlistment bonus
Re-contracting bonus
Literacy training
Pay-by-phone

Food stipend

Merit based promotions

FRAGO:PMT/POMLT/ETT/OMLT
pay oversight

279 ANP facilities under
construction

300+ new ANP facilities
scheduled for completion 2013

National Logistics Center

As of: 05 Dec 09 v3

AFGHAN ENGAGEMENT PLAN —__ STRATEGIC COMMUNICATION

UNCLASSIFIED

Iltems in blue are in development

items in black are under consideration

Notes: Items in red were approved on 24 Nov 09

TE LNJFWHOVLLY
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please identify a person who can help do Lhe analysis of the
information engagements. From this email it reads that you will not be
helping at all.

Am T reading that right?
VR
Maj (b)@3), (b)(6)

From: (b)(3), (b)(6) USA LTC USA CSTC-A CJh

Sent: Monday, March 22, 2010 12:53 PM

To: (0)(3), (b)(6) MAJ USAF CSTC-A PAO

Ees (b)(3), (b)(6) MAJ MIL USA NTMA/CSTC-A CJ5; (b)(6)

WGCDR GBR CSTC-A CJ1
Subject: RE; Information FEngagement (UNCLASSTFIED)

Classification: UNCLASSIFIED
Caveats: FOUO

No - we cannol. We are not set up (at alll) to do assessments — nor
should we asscss the effecls of information engagements on US or
Coalition allies.

We are focused on the adversary, and on the Afghan population - by both
joint doctrine and US Law.

MC1(0)@3), (o)) = in your PAO shop - sends out a "Media Analysis Executive
Summary" every day, with highlights from the press on items of command
interest. I recommend you task him - or whoever actually provides this
media scrub - to look for statemenks from the previous week of visitors
and to see how they responded Lo their time or engagement with us,
Additionally, you might work with the STRATCOM Officers assigned to the
GO's { (b)(@3), (b)(6) v..) and get their feedback for how any
KLE's their pbosses engaged in went.

Additionally, starting on 3 APRIL, we will be decisively engaged in our
primary mission - instructing 16 students from the MoD and Mol on
STRATCOM, and advising their Communications Directorates in the
upcoming cperations for this summer, as well as the election campaign
in September. This will fully engage us.

(b)(3), (b)(6)
LIe (OF-4), USA
10 FST Chief
Communications
NTM-A/CSTC-A
Roshan: (b)(2)
VOIP/SVOTIP: (b)(2)

Check out our website at: hitp//ntm-a.com

From: (b)(3), (b)(6) MAJ USAF CSTC-A PAO

Sent: Monday, March 22, 2010 11:41 AM

To: (b)(3), (b)(6) USA LTC USA CSTC-A CJb; (b)(3), (b)(6) MAJ MIL
USA NTMA/CSTC-A CJ5

Cas (b)(3), (b)(6) USA LTC USA CSTC-A PAQO; (b)(3), (b)(6) USA

COL USMC CSTC-A Director; (b)(6) WGCDR GBR CSTC-A CJ1
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Agenda for Legal Support to IO

JAG /10O Overview
Law of Armed Conflict

Legal Considerations for 10

— Military Deception (MD)

— Information Systems (INFOSYS)

— Psychological Operations (PSYOPS)
— Targeting

Should | Involve JAG?

Summary
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The United States Military
IS bound by:

N

 International Treaties

» Customary International Law

« Domestic Law (Federal and State)
 Host Nation Law

* DOD Policy
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i#s»  Our Adversaries May Not
" Follow it!

4

Adherence to the “LAW” is Key to US Information Operations
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ia IO - The Role of Law

A% 24

“When I first heard about bringing in the lawyers, | thought we had really
slipped off the deep end, one more time. | apologize if | offend any lawyers out
there -- | always have held lawyers in fairly high esteem. The more | thought
about bringing the lawyers into the equation, the more | realized we need their
expertise.

Because exploiting the information spectrum will readily cross international
borders, we must be cognizant of what the law allows and will not allow. When
do you begin information warfare in the spin-up to a conflict? When do you
begin to go out there and intrude in somebody’s banking system? When do
you begin to get into somebody's telecommunications system?

These are all very difficult questions. Clearly, information warfare is not

something that is focused solely on the confines of a constrained battle area.
While we will fight in a theater, information warfare will force us to be engaged
worldwide. And so, we must have some good advice as we pursue this
capability.” - General Ronald R. Fogleman, 16 May 1995
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e IO Legal Authorities
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International Law

Law of Armed Conflict ) \)()\1t

UN Charter ers THL

Law of Nedtrals W\‘atLa RS \)()\1t
Status of Forces Agreements Thid

Int’l Telecommunications Conv.
Other Treaties

Forces of Engagement
10 U.S.C. 161-164

Joint Pub. 1, Jt Warfare of Armed Forces CJCS 3121.01A
oint Pub. 0-2, Unified Action Armed_Forces

U.S. Domestic Law
18 U.S.C. 1030(CFAA)
18 U.S.C. 2510-2520 (Wiretaps & ECPA
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s Int’l Law With Regard To 10 is
v Ambiguous

 Development of IW presents int’l legal issues that complicate
nation’s efforts to execute and respond to certain IW attacks

A

 Novelty of certain IW techniqgues may present unique challenges to
established legal regimes

« Challenges existing law in 3 ways
— Intangible damage differs from physical damage

— Ability for signals to travel across int’l networks and affect
systems in distant countries conflicts with longstanding
principle of national, territorial sovereignty

— May be hard to define targets as military
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|O Law -- What is It?

No separate legal regime of “1O Law”

Apply existing law to IO/IW activities, e.g.:
Telecommunications Law

Response to Computer Network Intrusions
Intelligence Oversight

Space Law

Law of Armed Conflict

Use of Force Issues

Common appreciation of the legal issues involved is developing
rapidly

® © & o oo o
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Law of Armed Conflict

Law of Armed Conflict Principles

Discrimination/ Military
Distinction Objective/Necessity

Unnecessary
Suffering

Proportionality
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Discrimination

Must distinguish between legitimate military targets and
civilians and their property; may only intentionally target
military objects

Some proportional collateral damage is permitted
Real issue is the quality of available intelligence

Overselling of 'precision’, 'stealth’, and other technologies can
create unrealistic expectations

— Perception of deliberateness when things go wrong

O techniques: Offensive IO may not be precise enough to limit
damage to military targets

10
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Distinction:

Noncombatants

Must distinguish combatants/lawful military

targets from noncombatants/civilian objects

In modern war, who is a noncombatant civilian?
The answer dictates

— Who can be targeted, and

— Who can do the targeting

11
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2 Proportionality in LOAC

T’

‘Balancing’ Test

A

Anticipated

collateral damage
to noncombatants
and their property

I O

Concrete and direct
military advantage

anticipated

A O

12
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A

 Limits attacks to “military objectives”
— Make an effective contribution to military action
— Whose neutralization offers a definite military advantage
— Look to athing’s
 Nature (e.g., tank, artillery piece)
* Location (e.g. bridge, key road)

 Purpose (e.g. civilian factory used to make military
equipment)
» Use (possible future use)

 Dual use facilities generate the most issues

— Will 10 activities cause dangerous unforeseen effects, e.q.,
disease, fire, flood, radioactivity, etc.?
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Superfluous Injury
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« Weapons that cause unnecessary death and suffering, or create
wounds not treatable by traditional medical procedures are
prohibited

— E.g., poison, barbed weapons, projectiles filled with glass, and
bullets designed to flatten or fragment

— Applicable to “electronic weapons?”

4l

 Russian report -- radiation and information can harm, even Kill,
computer operators

— Virus “666” has reportedly killed 50

« Japanese Report -- a cartoon with flashing lights disturbed
cognitive processes

— Changed behavior/Rendered viewers unconscious

14



s |0 & Law of Armed Conflict:
’ Proportionality

-1

* Loss of life and damage to property incidental to attacks must not
be excessive in relation to the concrete and direct military
advantage to be gained.

« Commanders must take reasonable steps to find out how civilians
rely on infrastructure for health and safety

— Targeting decision must first conduct proportionality balancing
test for each target

* Intelligence, targeting, and command issues

— Should ascertain the architecture of the target system to allow
evaluation any associated or networked civilian systems

— Should consider the cascading effect a loss of a particular node
or connection may have on the target infrastructure

15
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A

« Art. 37. Itis prohibited to kill, injure or capture an adversary by resort
to perfidy. Acts inviting the confidence of enemy to lead him to
believe he is entitled to, or is obliged to, accord protection under the
rules of international law, applicable in armed conflict, with intent to
betray that confidence shall constitute perfidy.”

« - feigning an intent to surrenderfeigning civilian non-combatant
status

— feigning protected status

16
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A% 24

 |O provides many opportunities for ruses. Many of these
opportunities are not legally acceptable. Examples:

— Manipulating enemy visual, sensing, or other information
systems so that enemy forces wrongly believe US troops are
surrendering

— Causing enemy to believe US combat vehicles are med
vehicles or neutral vehicles. Manipulating enemy’s targeting
database so it believes a US HQ was a hospital is wrong.

— Manipulating ID signals (e.g., squawking the enemy’s IFF so a
nation's forces think approaching combat AC are actually
civilian passenger aircraft

 Sending email from Microsoft Support to gain access?
« Morphing aleader’s image?



a Neutrality and IO

* Neutral nation
— Right of inviolability (Hague V)
— Duty of abstention and impartiality

 Must prevent use of its territory for a
belligerent’s operations, base, or sanctuary

 May be required to mobilize forces to fulfill this
responsibility - disarm and intern

 If neutral, unable or unwilling to act - aggrieved
belligerent may take proportional action

» Belligerent nation
— Duty to respect inviolability
— Right to insist upon abstention and impartiality

18
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By analogy

— Country X decides to launch a CNA using a network that
crosses Country Y, or Y’'s satellites, computers, or
networks against Country Z

 Has X violated Y’s territorial integrity?
 Must Y mobilize to prevent attack, disarm and intern?

e If Yis unable or unwilling can Z take proportional
action to prevent further CNA from Y?

 Should Zwarn Y before doing so, else risk Y acting in
self defense?

« Has Y left itself open for reprisal if it knowingly failed to
resist use of its networks?

19
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Application of the Law

20
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ia SJA 10 Tasks

A From FM 3-13

4

 Advise the G7 on the legality of IO actions being considered during
planning.

* Include IO instructions in the legal appendix to the service support
annex.

 Provide a SJA representative to the 10 cell meeting.

 Provide legal advice on 10 rules of engagement.

« Review IO plans, policies, directives, and rules of engagement
Issued by the command to ensure their consistency with DOD
Directive 5100.77 (Law of War directive) and the law of war.

 Ensuring that IO law of war training and dissemination programs
are consistent with DOD Directive 5100.77 and the law of war
obligations of the US.

 Act as a witting participant in all MD operations.

« Advise the DWG on the legality of MD operations and the possible
iImplications of treaty obligations and international agreements on
it
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3 OPLAW JA Advice

‘—Y-'

The OPLAW JA must have timely access to OPORDS and FRAGOs to
ensure compliance with the LOW, ROE, and other legal requirements.

The SJA assists the planning, decision-making and orders processes of
the command through the OPLAW JA, who reviews all plans and
orders for operational law issues, contributes to staff estimates, and
otherwise aids in operational design and execution.

The SJA must deliver OPLAW advice by introducing information about
the legal aspects of command authority and the legal limitations on war
iInto the MDMP. Judge advocates serve as counselor, providing
recommendations about how missions can be accomplished within the
law and, frequently, dispelling misconceptions that a law or treaty
precludes various effective courses of action. OPLAW JAs patrticipate in
targeting and information operations cells; implement, draft, and train
soldiers on ROE; advise commanders on policies relating to conduct
and discipline; ensure war plan compliance with the Law of War and
customary international law. EM 27-100

22
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G7 Staff and 10 Cell
Meetings
— 10 Cell Meeting

— Deception Working
Group

— Targeting Meeting

Process

— MDMP

— Plans / Orders / FRAGOS / Etc.

23
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i Appendix F of FM 3-13
o G7 Staff
— G7 (FA-30)
« Plans, prepares, executes, and assesses overall information
operations

— Current 10 (FA-30)
— Plans 10 (FA-30)
e Synchronize, coordinate, and deconflict planning for 10 tasks
— Targeting Officer (FA-30)
— Special Staff NCO
— Operations NCO
 |O Cell
— Deception officer (FA-30)
e Supervise witting and unwitting participants

 Ensure other IO tasks do not conflict with MD operations and vice
versa

— EW officer (AOC-35G)
— OPSEC officer (FA-30)

« Conduct OPSEC assessments to analyze the OPSEC posture of the
command

— PYSOP officer (FA-39) 24



i IO Meetings

* |O Cell Meeting
— Staff Confirmation of IO Plans and Execution
* Integration and Deconfliction with Command Operations

 |dentification of friction points in the synchronization for
either plans and operations

— Preparation for Key Information Engagements
« PAO Sessions — Interviews / Press Conferences / Visitors
¢ CMO Sessions — CMOC Meetings / CMO Rapid Response

o Other Information Events — Joint Military Commissions /
Demarches / Specified Information Operations

— Deception Working Group

e Targeting Meeting
— |O Task and Targeting Integration
— Additional 10 task identification

25
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Operations Considerations

OPSEC

— FOIA

— Cellular

— Other Traditional Consideration
Deception

Focusing IO Effects

- EW

— CNO

— Physical Destruction
PSYOP / PA relationship
PSYOP / CA / PA integration
IO and CMO

Intelligence Support

— Intelligence Oversight

A Brigade Staff Judge Advocate in Iraq

26
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i OPSEC and Freedom of
Information Act

¥

* Operations security indicators « The FOIA is a Federal law that
are friendly detectable actions establishes the public’s right to
and open source information that request existing records from
can be interpreted or pieced Federal government agencies.
goe%ie\}geéé% an adversary to  FOIA has Exemptions and

o _ Exclusions

) gggté)g?ﬁe%g%ree\gaggtmg * FOIA process includes Single
continuous throughout the POC, SJA review, Security
OPSEC process. Officer review (not OPSEC), ...

« All staff sections review staff * FOIAIs time sensitive process
documents and INFOSYS logs to DOD FOIA Handbook

ensure protection of sensitive
information.

From FM 3-13 G7 through OPSEC officer needs a
process to monitor and evaluate

FOIA

27
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Protected
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o Distribution Restriction (effective 25 October, 2002): This document
contains technical data whose export is restricted in accordance with
Disclosure Statement D, AR 380-5, 29 September, 2000 and AR 25-55
Section Il Exemption #5. Distribution authorized to DOD and US DOD
Contractors only. This information is furnished with the understanding
that it is to be used for defense purposes only; that it is to be afforded the
same degree of security protection as such information is afforded by the
United States; that it is not to be revealed to another country or
iInternational organization without the written consent of the Untied States
Government department or agency furnishing the information. Requests
for this document shall be referred to CDR, USACAC & Ft. Leavenworth,
ATTN: ATZL-GCJ-S, Ft. Leavenworth, KS 66027

» Destruction Notice: Destroy by any method that will prevent disclosure
of contents or reconstitution of the document



3 OPSEC

Cellular Phones in the Areas of Operations

 World-wide Cell Phone Environment
— Vulnerability — Influence / Intercept / Denial of Service
— Can use cell phones to determine users location
— Emerging Services — Photo / Text / Internet ...

 Use of Cell Phones in your AO

— Who has and uses phones in the AO?
» Military Phone / Personal Phone
* Non-military support or interface entities

— SOP question — How do | control ...
* Legal constraints? / SOFA

— World-wide access — Who has it? Can | restrict it?
» Methods to restrict or deny service

29
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,E}! OPSEC in a Multinational CP

« Secure CPin a Global Information Environment

— Multinational Force — Alliances vice Coalition
» Standardized procedures (Alliances)
» Consensus procedures (Coalition)
« National rules vice the Multinational rules

— Local Contracts - Support Vice Security
» Design before you contract
o Cost/ Benefit

— OPSEC responsibilities of IO require sound SJA interaction

30
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« LOAC permits deceiving the enemy through stratagems and ruses of
war intended to

— mislead him
— to deter him from taking action
— Induce him to act recklessly

* e.g. camouflage, deceptive lighting, dummy ships and
armament, decoys, simulated forces, feigned attacks and
withdrawals, ambushes, false intelligence information, and
utilization of enemy codes, passwords and countersigns

31
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2 Deception
e Participants — Witting and Unwitting
— SJA Is a witting member
e Success or Not Interested?
— Part of success is protection of story, SJA assist?
« Why two levels up
— Global vice Local reach of story and GIE
e SJA at each level may have valuable input
— Nesting of plans
— Contingency vice High Intensity Operations
* Legal issues vary with type of mission
* Deception has legal limitations

32
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o The Law of Computer
Network Defense

A

CND Law: Complex & confusing web of statutes & court decisions

Legal Advisors must address 4 fairly distinct CND roles
 Service Providers

» Law Enforcement Community
* Intelligence Community
» Warfighters

Suggested Approach for Legal Analysis :
* Don't ask, e.g., “can the US Army conduct XX activity.”

» Ask instead who in US Army will perform the activity & in what role that

person will be acting.

33
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The Players: DISA; CERTS; SysAds

The Rules: Electronic Communications Privacy Act (ECPA), 18 USC 2510, et
sed.

 Very complex, 1986 extension of Wiretap Statute

 Need probable cause court order to intercept real time wire or
electronic communication

— Fine & imprisonment up to 5 years
 Exceptions to Court Order:

— Service Provider Exception (basis for CIRTS & JCD)
— Consent (banners?)

— System owner consent in case of trespass (New)

34
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Community Role in CND

AS 24

The Players:

* FBI, U.S. Attorneys Offices, AFOSI,
NCIS, CID, DCIS.

The Rules:
* 4th Amendment (Monroe, Simons)
 Electronic Communication Privacy Act (18 U.S.C. 2510, et. seq.)
« Stored Communications (18 U.S.C. 2701, et. seq.)
* Pen Register, Trap and Trace (18 U.S.C. 3121, et. seq.)

e Computer Fraud and Abuse Act (18 U.S.C. 1030) N
» Password Trafficking (18 U.S.C. 1029, 1030) processes may be only

way to get information
on US citizens

USA Patriot Act, a significant help

Prior to Act, LE agents could not even attempt to ID a hacker, who had
lllegally penetrated a Government computer, w/o hacker’s consent or a
court order.

35
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22 Intelligence Community
Role in CND

X

The Players:
* FBI, CIA, NSA, DoD & Service Intel components

The Rules:
» Foreign Intelligence Surveillance Act (50 U.S.C 1801, et.seq.)
» Exec Order 12333
« DODD 5240.1-R

FISA warrant
e Authorization granted by secret court without notice to individual

¢ Allow monitoring of an “agent of a foreign power... for the purpose of
obtaining foreign intelligence information”

36



2 Warfighter Role in CND

The Players:

* Armed Forces, Commander in Chief

The Rules:

 Authority of President, as Commander in Chief
« Significant potential authority

« Extent of power unclear

 Domestic Laws, UN Charter, Treaties

Warfighter role is the least defined under the law, BUT, may hold key
to solving many difficult CND legal issues.

37
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e “..unless an established predicate of international law has been met,
the matter remains one for the law enforcement community... In most
cases a lack of information will demand that we presume that

— (1) the case is a criminal matter (as opposed to a national security
case), and

— (2) the hacker is protected by the Fourth Amendment as well as the
laws of the United States...

 The Justice Department presumes not only that the hacker is protected
by US laws, but that the criminal process should be used during the
Initial stages of the investigation”

- DOJ Letter to DOD, 11 Aug 99

38
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 Reading E-mail/E-mail Attachments to maintain OPSEC/Minimize
« Concern of afloat CO’s/Commanders real and legitimate

— SysAd Monitoring or COMSEC Monitoring?

— Added issue of web based e-maill

e« Scanning Tracing an Attack or Probe (Attribution)
— DoJ proposal for “global warrants”/ International cooperation

— Domestic Action Response Team (DART)
— CND Response Actions
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EW

— EA is not a point weapon

— EA requires a lot of control

— ROE definitions need SJA involvement

Physical Destruct
— PD of targets needs to account for 2"d and 3" order effects
— SJA plays a significant role in this targeting process

CNO is tightly controlled
— No electronic CNA for most commands
— No CNE
— Aggressive CND using INFOCON system

— Include the SJA in the planning of CNO to meet US and
International obligations

40
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PSYOP and IO

The Smith-Mundt Act of 1948, amended in 1972 and 1998, prohibits
the U.S. government from propagandizing the American public with
iInformation and psychological operations directed at foreign
audiences. The act, which created the United States Information
Agency (USIA) in 1948, directs that information about the United
States and its policies intended for foreign audiences "shall not be
disseminated within the United States, its territories, or
possessions." Amendments to the Smith-Mundt Act in 1972 and
1998 further clarified the legal obligations of the government's public
diplomacy apparatus.

Presidential Directives, NSD-77 in 1983, PDD-68 in 1999, NSPD-16
in July 2002 (the latter two are classified), have set up specific
structures to carry out public diplomacy and information operations.

41
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PSYOP and Related Activities

PSYOP/PA Relationship

— Use the truth

— Know the assets belonging to the functions

— PSYOP works the 10 Plan, PA supports the IO Plan

PSYOP/PA/CA Integration
— Perceptions and attitudes are the common threads

— Dynamic effects of each function affect planning and execution
of the three functions

42
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|O and CMO

Perception and attitude management

— 1O uses multiple methods to reach end state

— CMO uses action by military units

— Integration and synchronization brings unity of effort

End does not justify means
— Know all the players
— Know the legal issues of a US state entity dealing with civilians

43
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ia The Convergence of
IO and CMO Environment

it 74
* Previous operations in Haiti, Somalia, and the Balkans have shown that military
officers providing assistance to civil authorities should understand the legal

underpinnings of civil and criminal law to operate effectively.

* The first concept U.S. forces must abandon when dealing with any dimension of
an Islamic legal system is the concept of separation of church and state.

« For non-Muslims, another difficult concept to grasp is that Muslims and non-
Muslims are not held to the same standard under Islamic law.

 To understand government and law in any Islamic regime, it is as important to first
understand the Koran just as it is important in the United States to understand the
Constitution.

 Whether arguing in court or advising on social policy, civil-military operators must
keep in mind the hierarchy of sources for Islamic law. From highest to lowest,
these sources of law are the Koran, the Sunna, the ljma, the Qiyas, then all other
sources of wisdom.

* Another important distinction ... is in applying criminal law.

« Any military officer supporting civil authorities in a traditional Islamic nation must
fully understand these concepts to have credibility and to avoid imposing views
the local populace might perceive as unacceptable.

Legal Perspectives Operations in Islamic Nations
Lieutenant Colonel (b)(3), (b)(6) U.S. Army Reserve
January-February 2 REVIEW

https://www.1stiocmd.army.mil/open/data/articles/foulk.pdf 44
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» Applying the legal principles of military necessity, humanity,
proportionality, distinction, and any other policy related targeting
restraint to individual targets.

» Variety of methods used by command to control targeting
— Rules of Engagement (ROE)
— Special Instructions (SPINS)
— Collateral Damage Methodology
— Fires Control Measures (e.g., Restricted Fire Area)
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» Executive Order 12333 prohibits
assassination.

* Does this affect our ability to Saddam
target civilian leaders? Hussein

* Non-lethal targeting of leadership
can raise complicated legal issues

Salim Sinan al- Reinhgrd
Harethi Heydrich

46
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IO and Intelligence Support

Release or Declassification of Intelligence Products
— Security Officer assist

— SJA assist

— OPSEC officer involvement

Intelligence Oversight Concerns

— Collection and Database Issues when US persons are potential
targets

— Constraints and restrictions apply to intelligence activities

47
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« G7is normally found in non-intelligence units

— 1O smart books and databases can cause problem if tied into
intelligence collection and databases that collect data on US
citizens

* You may have required information voids if you let G-2 or Ml
personnel control your process and storage

 Work with SJA to remain in compliance with applicable rules if
a linkage Is necessary

— Understand how non-intelligence organizations maintain
public domain collection and databases

 Work with SJA to insure your collection and database does not
become part of an intelligence activity

* Ensure you monitor the process continually
« Know who works for you and their MOS
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= When should | consult JAG?

-Y-'

* When deception ops could impact PAO, PSYOP, etc
* When unclear on targeting issues (personal & property)

* When engaging in activities that may be law enforcement (non passive
CND, OPSEC)

* Rules of engagement (yes, they should address 10)
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a Summary for
Legal Support to IO

4

1O Officers MUST understand the legal implications of IO

The Law of Armed Conflict provides a framework for analyzing the legality
of military action

The SJA has an important role in IO and must be integrated into the
planning and training process

|O officers must be able to recognize when to seek a legal review of
proposed IO actions

Following the law can protect and help us by avoiding unintended

consequences.
50



i
=
_.SY_

V~ 'V

Questions?
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(b)@). (b)(6)

(b)(6)

(b)(3), (b)(6) (b)), (b)(6)

(b)(3), (b)(6)

(b)(3), (b)(6)
(b)), (b)(6)

(b)2)

(b)(®)

(b)(3). (b)(6)
(b)(3), (b)(6)
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(b)@Q), (b)Y Thank you for forwarding this on

0@3), b)Yy I suppose my implied question is that if the US (understandably)
does not conduct info ops on its own people, then are activities other
Lhan that permissible?

Grateful for any advice you can offer

(b)(6)
Wing Commander
Director of Staff/
Secretary Joeint Staff
NTM-A/CSTC-A

NIPR: dafghan.swa.army.mil

SIPR: (b)) dafghan.swa.army.rel.smil.mil
I5AF-5: isaf ntm-a cjl ana sol is@hg.ms.isaf.nate.int
DEN:

Cell: ®)@)

"Shohna ba Shohna -- Shoulder to Shoulder"

www. ntm-a. com

Classification: UNCLASSIFIED
Caveats: Fedo

From: (b)(3), (b)(6) MAJ MIL USA NTM-A SJA
Sent: Thursday, March 25, 2010 9:24 AM

To: (b)(6) WGCDR GBR CSTC-A CMD GRP
Do (b)(3), (b)(6) CPT MIL USAF CSTC-A JA

Subject: RE: ADVICE ON INFO OPS LEGALITIES (UNCTLASSIFIED)

Classification: UNCLASSIFIED
Caveats: oo

5ir;

CPTb)@3), b)6)} s the POC for legal advice on info ops--he is happy to give
you specific gulidance. 1 have cc'd him on this.

1 can tell you as a general rule that we do not, and cannot, do info
ops on our own people.

MB)@), (b)(6)

From: (b)(6) WGCDR GBR CSTC-A CMD GRP
Sent: Wadnesday, March 24, 2010 9:22 PM

Ty (b)(3), (b)(6) MAJ MIL USA NTM-A SJA

ety (b)(3), (b)(6) CPT USAF CSTC-A CJ1

Subject: ADVICE ON INFO OPS LEGALITIES (UNCLASSIFIED)
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Classification: UNCLASSIFIED
Caveals: 650~

(b)(3), (b)(6)

A question has arisen about LU Col (b)(@3), (b)) and what he is legally
forbidden to do in terms of information operalions, and I hope that you
are just the person to give me some quick advice!

T would be grateful for any guidance you can give me on what he is and
isn't alloewad to do. I have a meeting with Lt Col()@3), (b)6) on 25 Mar at
1630 and it would useful to know the bounds of legality.

Please let me know 1f you need any more info to make sense of this.

Many thanks

(b)(6)

Wing Commander
Director of Staff/
Secretary Joint Staff
NTM-A/CSTC-A

NI1PR: b)6) lafghan.swa.army.mil

SIPR: ltafghan.swa.army.rel.smil.mil
ISAF-5: isaf ntm-a c¢jl ana sol is@hg.ms.isaf.nato.int
D8N:

Cell: ®))

"Shohna ba Shohna -- Shoulder to Shoulder"

Www.ntm-a.com

Classification: UNCLASSIFIED
Caveats: FOB&

Classification: UNCLASSIFIED
Caveats: 086

Classification: UNCLASSIFTED
Caveats: Fobe

Classification: UNCLASSIFIED
Caveals: Fobe

Classification: UNCLASSIFILED
Caveals: PFeHG

Classiftication: UNCLASSIFIED
Caveats: ¥ete



(b)(3), (b)(6)

(b)), (b)(6)
(b)(3), (b)(6)
(b)), (b)(6)

(b)®). (b)(6)

(b)3), (b)(6)

(b)(3), (b)(6)

(b)@). (b)(6)

(b)(3), ()6O)

(b)(3), (b)(6)

(b)(2)

(b)(3), (h)(6)
b)(2)

(b)(3), (b)(6)

(b)(3), (b)(6)
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————— Original Message-----

From: (b)(3), (b)(6) USA LTC USA CSTC-A CJS5
Sent: Thursday, March 25, 2010 12:51 PM
To: (b)(3), (b)(6) CPT MIL USAF CSTC-N JA

Subject: Rk: ADVICE ON INFO QOPS LEGALITIES (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: +6856—

Capi(p)(3), (b)(6)
Thanks very much for this.

Given that I am still under orders to conduct these assessments on our
messaging to US persons, what are my legal liabilities if 1 follow
those orders? Have I met my obligation by getting your advice, and
making the command aware of that advice? Or am I at personal or
professional risk if T proceed affter having received that advice?

Thanks!

(b)(3), (b)(6)
LI (Qr-4), USA
10 ST Chief
Communications
NTM-A/CSTC-A

Roshan: ®)(©@)
VOIP/SVOIF: ®)(2)

Check out our website at: http//ntm-a.com

From: (b)(3), (b)(6) CPT MIL USAF CSTC-A JA

Sent: Thursday, March 25, 2010 12:12 BM

Tas (b)(6) NGCDR GBR CSTC-A CMD GRP

Ce: (b)(3), (b)(6) USA LTC USA CSTC-A CJbh; (b)(3), (b)(6) MAJ MTL

USA NTM-A SJA
Subject: RE: ADVICE ON INFO OPS LEGALITIES (UNCLASSIEFIED)

Classification: UNCLASSIFIED
Caveats: +o856—

Ba1;

1'm happy to help and want to apologize for the timing. My
understanding is that you are working with LTC (b)(3), (b)(6) regarding the
scope ol IO's functions and the possible use of Psychological / Info
Operations on our own people / DVs.

As noted, the short answer is that IO deoesn't do that. PA works on the
hearts and minds of our own citizens and 10 weorks on the hearlts and
minds of the citizens of other nations. While the Twain do
ocecasionally intersect, such intersections, like violent contact during
a soccer game, should be unintentional.
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Some references include:

http://www.psywarrior.com/links.html

htLp: [/www.intelink.gov/sharepoint/default.aspx
http://www.inscom.army.mil/Defaul tLinks. aspx?text=offesize=12plL
hittp: //www, taa.org/1zp/agency/army/mLEb/1997 1/mcconv1.nrm
http: //fa_w org/irp/doddir/army/fml00-6/ref.htm

Perhaps if we were more clear concerning the specific objectives of the
proposed I0 activities we could provide additional guidance.

V/R,

Captb)(3), (b)(6)

(b)(3), (b)(6) . Captain, USAF
Assistant staffl Judge Advocate
C8TC-1A OSJA
DSN b))

WWW, IITINM—a . C (_)m

"Shohna ba Shohna -- Shoulder to Shoulder"

From: (b)(6) WGCDR GBR CSTC-A CMD GRP
Sent: Thursday, March 25, 2010 9:39 AM

To: (b)(3), (b)(6) MAJ MIL USA NTM-A SJA

Gen (b)(3), (b)(6) CPT MIL USAF CSTC-A JA

Subject: RE: ADVICE ON INFO OPS LEGALITIES (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: ToHc-

(b)@3), by Thank you for forwarding this on

(0)@), (b)6y I suppose my implied question is that if the US (understandably)
does not conduct info ops on its own people, then are activities other
than that permissible?

Grateful for any advice you can offer

(b)(6)
Wing Commander
Director of Staff/
Secretary Joint Staff
NTM=-A/CSTC-N

NIPR: dafghan.swa.army.mil

SIPR: (b)(6) dafghan.swa.army.rel.smil.mil
ISAF-8: ilsaf ntm-a cjl ana sol is@hg.ms.isaf.nato.int
DSN:

Cells ®))

"Shehna ba Shohna -- Shoulder to Shoulder”

www.ntm-a.com
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Classification: UNCLASSIFIED
Caveals: oo

From: (b)(3), (b)(6) MAJ MIL USA NTM-A SJA
Sent: Thursday, March 25, 2010 9:24 AM

Ta ¥ (b)(6) WGCDR GBR CSTC-A CMD GRP
Eers (b)(3), (b)(6) Cr1r mMmiLL USAEF CSTC=A JA

Subject: xwk: AvviUE ON INFO OPS LEGALITIES (UNCLASSIFTED)

Classification: UNCLASSIFIED
Caveats: +o0c-

Sir,

CPI(h)@3), (b)6)L5 Lhe POC for legal advice on info ops--he is happy Lo give
you specific guidance. 1 have cc'd him on this.

I can tell you as a general rule that we do not, and cannot, do info
QRS QI our own people.

MB)E), (b)(6)

From: (b)(6) WGCDR GBR CSTC-A CMD GRF
Sent: Wednesdav, March 24, 2010 9:22 PM

To: (b)(3), (b)(6) MAJ MIL USA NTM-A SJA

Ce: (b)(3), (b)(6) CET UBAF CE8TC-A CJl

Subject: ADVICE ON INFQ OPS LEGALITIES (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: FIUQL

(b)(3), (b)(6)

A question has arisen about Tt Col (b)@), (b)6)and what he is legally
forbidden to do in terms of information operations, and I hope thal you
are just the person to give me some quick advice!

L would be grateful for any guidance you can give me on what he is and
isn't allowad Lo do. I have a meeting with Lt Col (b)), (b)(6) @ 25 Mar at
1630 and it would useful to know the bounds of legality.

Please let me know if you need any more info to make sense of this.

Many thanks

(b)(3), (b)(6)
Wing Commandex
Director of Staff/
Secretary Joint Staff
NTM-A/CSTC-A
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NIPR: dafghan.swa.army.mil

SIPR: (b)(®) dafghan.swa.army.rel.smil.mil
TS5AF-8: isaf ntm-a ¢jl ana sol is@hg.ms.isaf.nato.int
DSN:

Cell: ®©)2)

"Shohna ba Shohna -- Shoulder to Shoulder”

Classification: UNCLASSTIFILED
Caveals: o086~

Classification: UNCLASSIFIED
Caveats: 46~

Classification: UNCLASSIFTED
Caveats: +obe-

Classification: UNCLASSIFIED
Caveals: oUYo-

Classification: UNCLASSIFIED
Caveals: +69o

Classificalion: UNCLASSIMIED
Caveats: FeH&

Classification: UNCLASSIFIED
Caveats: Fobe-

Classification: UNCLASSIFIED
Caveats: FoHo-



)3, (B)6)

(b)(3), (b)(6)
(b)), (b)(6)

(b)@). (b)(6)

(b)(3), (b)(6)

(b)(3), (b)(6)

b)), (b)(6)

(b)A). (b)(6)

(b)2)
(b)2)
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(b)), (b)(6)

(b)(3), (b))
(b)(3), (B)6)
(b)(3), (B)6)

(b)(3), (b)(6)

(b)(3), (b)(6)
(b)2)
(b)), (b)(6)

(b)(3), (b)(6)

(b)(3), (b)(6)

(b)(3), (b)(6)

(b)A). (b)(6)

(b)A). (b)(6)

(b))

(b)(3), (b)(6)
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From: (b)(3), (b)(6) USA LTC USA CSTC-A CJ5
Sent: Thursdav, March 25, 2010 12:51 PM
To: (b)(3), (b)(6) CPT MIL USAF CSTC-A JA

Subject: RE: ADVICE ON INFQ OPS LEGALITIES (UNCLASSIFILED)

Classification: UNCLASSLIFIED
Caveats: Fodo—

Capt(p)(), (b)(6)
Thanks very much for this.

Given that T am still under orders to conduct these assessments on our
messaging to US persons, what are my legal liabilities if T [ollow
those orders? Have I met my obligation by getting yeour advice, and
making the command aware of that advice? Or am 1 at personal or
professional risk if I proceed after having received that advice?

Thanks'!

(b)(3), (b)(6)
LTC (OF-4), USA
IO FST Chief
Communications
NTM=A/CSTC-A
Roshan: (b)(2)
VOTP/SVOIP: b))

Check out our website at: http//ntm-a.com

From: (b)(3), (b)(6) CPT MIL USAF CSTC-A JA

Sent: Thursday, March 25, 2010 12:12 PM

s (b)(6) WGCDR GBR CSTC-A CMD GRP

Ces (b)(3), (b)(6) USA LTC USA CSTC-A CJ5; (b)(3), (b)(6) MAJ MITL

USA NTM-A SJA
Subject: RE: ADVICE ON INFO COPS LEGALITIES (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: +ode-

8imr,

I'm happy to help and want to apologize for the Liming. My
understanding is that you are working with LTC(p)(3), (b)6) regarding the
scope of TO's functions and the possible use of Psychological / Info
Operations on our own people / DVs,

As noted, the short answer is thal IO doesn'L do that. PA works on the
hearts and minds of our own citizens and I0 works on the hearts and
minds of the citizens of ether nations. While the Twain do
occasionally intersect, such intersections, like violent contact during
a soccer game, should be unintentional.
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(b)(3), (b)(6)
(b)(3), (b)(6)

b))

b))

(b)), (b)(6)
(b)(3), (b)(6)

(b)@3), (b)(6)

(b)A). (b))

(b)A). (b)(6)

(b)(3), (b)(6)

(b)2)



(b)3), (b)(6)

(b)(6)
(b)(3), (b)(6)

(b)(3), (b)(6)

®d)3), (b)(6)

(b)(6)

(b)(3), (b)(6)
(b)(3). (b)(6)

(b)(3), (b)(6)

(b)®). (b)(6)

(b)(6)

(b)), (b)(6)
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(b)(6)

(b))



(b)(3), (b)(6)

(b)(3), (b)(6)

(0)3). (b)(6)

(b))

(b)A). (b)(6)

©)3). (b)6)
(b)(3). (b)(6)

b)(@3), (b)6)

(b)(3), (b)(6)

 O)E). b)6)
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(b)(3). (b)(6)
(b)(3). (b)(6) (b)(3), (b)(6)
(b)(3). (b)(6)

(b)(3), (b)(6)
(b)(3), (b)(6)

(b)(3), (b)(6)

(b)), (b)(6) (b)(3), (b)(6)

(b)A). (b)(6)

(b)2)
(b)2)

(b)(3), (b)(6)

(b)(3), (b)(6)



(b)@). (b)(6)

(b))
(b))

(b)(3), (b)(6)
(b)(3), (b)(6)

(b)(3). (b)(6)
(b)), (b)(6)

(0)(3), )6)

(b))
(b)2)

(b)(3). (b)(6)

(b)(3), (b))

(b)(3), (b)(6)

(b)(3), (b)(6)
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NIM-A/CSTC-A
Roshan: (b)(2)
VOIR/SVOIP; (b)(2)

Check oul our website at: http//ntm-a.com

————— Original Message---——-—

From: (b)(3), (b)(6) USA LTC USA CSTC-A CJ5
Sent: Tuesday, March 23, 2010 11:01 AM

To: (b)(3), (b)(6) CPT MIL USAF CSTC-A JA

Ce: (b)(3), (b)(6) COL

Subject: IO Legal Question (UNCLASSIFIED)
Importance: Hi+gh

Classification: UNCLASSIFIED
Caveats: FOUIT

Capib)(3), (b)(6)

Below are the instructions from my boss, Col (b)(3), (b)(6)

(Communications

Director) direcling me to conduct Information Assessmenlts of our visits
with US and Ceoalition DV's and CODEL's (and as a result, making
recommendations on how to proceed in order to achieve our desired
Information Effects).

To my uncertain knowledge, 1 have never been given an illegal order.
But this one makes me nervous... My guestion i1s based on the legalily
of specifically tasking an Information Operations team to provide
feedback and recommendations on how to influence a US or Coalition
Target Audience. This is heightened by the fact that mosl of the
individuals we are tasked with providing this feedback and advice on
are either our political or military leaders, ie:

ADM Mullen CJCS

German Min of Interior

DEA Administrator

CODEL Reed

Crzech Ambassador Lo Afghanistan
GEN Johns - AMC

These are the visilors coming to NTM-A that T am asked to provide
Information Assessments on, and guidance on what we should discuss with
Lhem, and how besbt to get them tec give us what we want. To my mind,
none of these are appropriate Target Audiences for an Information
Operations team.

Please review the applicable laws and regs, and let me know what you
think.
I want to know two main things:

1. What are my personal risks and responsibilities 1AW the law and
regulations - and how do I protect myself?
2. What are the risks to NTM-A/CSTC-A?

Any advice you have would be most appreciated.



(b)(3). (b)(6)

(b))
b))

(b)(3), (b)(6)

B)3), (0)(6)
b)3), (b)6)

(b)(6)

(b)), (b)(6)
(b)(3), (b)(8)

(b)(3), (b)(6)

(b)@3), (b)(6)

(b)@). (b)(6)

(b)), (b)(6)

(b)@3), (b)(6)

(b)A). (b)(6)
(b)), (b)(6)

(b)@3), (b)(6)
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(b)(3), (b)(6)

(b)A). (b)(6)
(b)), (b)(6)
(b)®). (b)(6)
(b)@3). (b)(6)
(b)(3), (b)(6)

b)(3), (b)(6)

(b)(6)

(b)A). (b)(6) (b)(3), (b)(6)
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L a1} s
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I need the help of your shop in the Information Engagement process,

especial ly in the next month.
support from not -just PA, but JVB, protocol

Information Engagement consists of

and your shop. Can you

please identify a person who can help do the analysis of the

information engagements. From this email
helping at all.

Am I reading that right?
VR

Mad (b)(3), (b)(6)

it reads thal you will not be

From: (b)(3), (b)(6) USA LTC USA CSTC-A CJ5

Sent: Monday, March 22. 2010 12:53 PM

= (b)(3), (b)(6) MAJ USAF CSTC-A PAQ

CE}L‘t (b)(3), (b)(G) MAJ MIL USA NTMA/CS'L‘C—A CJ5; (b)(ﬁ)

WGECDR GBR CSTC-A CJl

Subject: RE: Information Fngagement (UNCLASSIFIED)

Classification: UNCLASSIFIED

Caveats: FEbHe-

No - we cannot. We are not set up (at all!) to do assessments - nor

should we assess the effects of infermation
Coalition allies.

We are focused on the adversary,
joint doctrine and US Law.

and on the

MCL (0)@3), (0)6) - in your PAO shop - sends oul a
Summary" every day,
interest.

engagements on US or

Afghan population - by both

"Media Analysis Executive

with highlights from the press on items of command
I recommend you task him - or whoever actually provides this

media scrub - to lock for statements from the previous week of visitors

and to see how they responded to their time

or engagement with us,

Additionally, you might work with the STRATCOM Officers assigned te the

Bats | (B)@3). (b)(®) o)
KLE's their bosses engaged i1n went.

Additionally,

and get their feedback for how any

starting on 3 APRIL, we will be decisively engaged in our

primary missien - instructing 16 students from the MoD and Mol on

STRATCOM, and advising their Communications
upcoming operations for this summer,
in September. This will fully engage us.

(0)(3). (b)(6)
LTC (OF-4),
IO FST Chief
Communications
NTM-A/CSTC-A
Roshan:
VOTIP/SVOIP:

USA

(b)2)
(b)2)

Check out owr website at: http//ntm-a.com

Direclorates in the

as well as the election campaign



(b)A). (b)(6)
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(b)(3), (b)(6)
(b)(6)

(b)(3), (b)(6)
(b)(6)
(b)A). (b)(6)

(b)(3), (b)(6)
(b)), (b)(6)

(b)2)
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(b)(3), (b)(6)

(b)(3), (b)(6)



(b)®). (b)(6)

(b)(3), (b)(6)
(b)(3), (b)(6)

(b)(3), (b)(6)

(b))

(b)(3), (b)(6)

(b)), (b)(6)
(b)(3), (b)(6)
(b)(3), (b)(6)

(b)), (b)(B)

(b)(3), (b)(6)

(b)(3), (b)(6)

(b)2)
(b)@3). (b)(6)

(b))

(b)@). (b)(6)

(b)(3), (b)(6)

Page 1 of 1
EXHIBIT Q
ATTACHMENT 9



RIGHTS WARNING PROCEDURE/WAIVER CERTIFICATE

For use of this form, see AR 190-30; the proponent agency is ODCSOPS Page 142 of 142

EXHIBIT Q - DAY 2

DATA REQUIRED BY THE PRIVACY ACT

AUTHORITY: Title 10, United States Code, Section 3012(g)
PRINCIPAL PURPOSE: To provide commanders and law enforcement officials with means by which information may be accurately identified.
ROUTINE USES: Your Social Security Number is used as an additional/alternate means of identification to facilitate filing and retrieval.
DISCLOSURE: Disclosure of your Social Security Number is voluntary,
. LOCATION - DATE 3. TIME 4. FILE NO.
Pentagon, Washington DC 9 March 2011 5,30
5, MNAME (Last First Mi) 8 ORGANIZATION OR ADDRESS B

(b)(3), (b)(6) _—
6. SSN v GRADE/STATUS

LTC/0-5

PART | - RIGHTS WAIVER/NON-WAIVER CERTIFICATE

Section A. Rights

The investigator whose name appears below told me that hefshe is with the United States Amy 1 hird Army/U SARCENT___ e

and wanted 1o question me about the following offense(s) of which | am

suspected/accused; Violation of Article 92, UCMJ; Violation of Article 133, UCMJ.

Before he/she asked me any questions about the offense(s), however, he/she made it clear to me that | have the following rights:

1. | do not have to answer any question or say anything.

2. Anything | say or do can be used as evidence against me in a criminal trial.

3. (For personnel subject to the UCMJ) | have the right fo talk privately to a lawyer before, during, and after questioning and to have a lawyer present with me
during questioning. This lawyer can be a civilian lawyer | arrange for at no expense to the Govemment or a military lawyer detailed for me at no expense fo me,
or both.

—or-
(For civilians not subject to the UCMJ) | have the right to talk privately to a lawyer before, during, and after questioning and to have a lawyer present with
me during questioning. | understand that this lawyer can be one that | arrange for at my own expense, or if | cannot afford a lawyer and want one, a lawyer
will be appointed for me before any questioning begins,
4. Iflam now willing to discuss the offense(s) under investigation, with or without a lawyer present, | have a right to stop answering guestions at any time, or
speak privately with a lawyer before answenng further, even if | sign the waiver below.

5. COMMENTS (Conlinue on reverse side) e

Section B. Waiver

| understand my rights as stated above. | am now willing to discuss the offense(s) under investigation and make a statement without talking to a lawyer first and

without having a lawyer present with me. 4. e

WITNESSES (If availabie)

1a. NAME (Type or FPrint)
(b)(3). (b)(6)

b. ORGANIZATION OR ADDRESS AND PHONE (b)(3). (b)(6)

U.S. Army Central Command/Third Army
Fort McPherson, Georgia

2a.  NAME (Type or Frint) 5, TYPEDmAME‘DF,leESﬂGAToR
William Webster, LTG
b.  ORGANIZATION OR ADDRESS AND PHONE 6.  ORGANIZATION OF INVESTIGATOR

U.S. Army Central Command/Third Army
Fort McPherson, Georgia

Section C. Mon-waiver

1. | do not want to give up my rights
[1 twanta lawyer [ 1 1do notwant to be questioned or say anything

2. SIGNATURE OF INTERVIEWEE

ATTACH THIS WAIVER CERTIFICATE TO ANY SWORN STATEMENT (DA FORM 2823) SUBSEQUENTLY EXECUTED B8Y THE SUSPECT/ACCUSED
DA FORM 3881, NOV 1939 EDITION OF NOV 84 IS OBSOLETE APD PE v2.0MES
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EXHIBIT f i

Information Opcrations AR 15-6 Investigation
Interview with Mr. (L'TC)  ®)(3), (b)(®6)

Q./10: L.TG William Webster, Investigating Officer
AJWIT: Mr. (LTC) (®)(@3), (b)(6) 3, witness

LA: LTC ©)@3), (b)6) , Legal Advisor

X0: Colonel  (b)(3), (b)6) ', Executive Officer to the [0
MZ: Mr. (b)@3), (b)(6) , counsel lor the witness

[The interview commenced at 1009, 9 March 2011.]

I0:  Before I start, | want to let you know the purpose of the interview. General
Petraeus appointed me with General Mattis’s concurrence and General Casey’s concurrence to
obtain the facts and circumstances surrounding the allegations of misconduct or misuse of
military resources and/or people that were alleged in the Rolling Stone article that [Tastings
wrote on 23 February where you were quoted as having said a number of things and alleged to
have said others that weren’t quote, I know you’rc familiar with that article,

WIT: Sure.

10:  And so your statement along with lots of other input will be used to document
relevant facts and circumstances regarding the incident and to determine the causes lcading up to
the incident and to make reservations for General Petracus and General Casey for appropriate
administrative or any corrective actions. Any information you provide may be disclosed to
members of the Department of Defense who have a need for it in the performance of their duties
and the information you furnish is absolutely voluntary. There will be no adverse affect on you
for not providing a statement other than -- let me repeat that. There will be no adverser affect on
you for not providing a statement other than that certain facts or information might not be
otherwisc available to me to recommend to the commander for General Petraeus’s decision in
this matter. So do you understand and agrec to these uses of the material?

WIT: [do, sir.

[0: T understand [rom Coloncl (b)@3), (b)(6)that you ang(3), (b)(Bave agreed not Lo discuss
your testimony today with any other witnesses or to reveal it publicly in the media.

WIT: [Nods.]

MZ: They need a verbal response.

1I0:  So you agree with that?

WIT: 1 agree with that, sir.

10:  Good. Allright. Anything you need to do administratively?

LA:  Yes. What will happen now is ['m going to swear you in. We'll take sworn
testimony and then once Sergeant (b)(3), (b)(6) gets the transcript typed up, what we typically do is
provide that transcript to you to check over for accuracy and then ask you to sign it and return it
to us so that that way we know that you’re agreeing that it's an accurale transcript of what
occurred today. So at this point I'll go ahead and swear you in.

| The wilness was sworn. |
LA:  Weare currently in the Pentagon in Washington, D.C. Ttis 9 March 2011 at 1012

AM. Would you pleasc give your last name, first name, and middle initial.
WIT: (B)3), (b)(6)

INITIALS OF PERSON MAKING STATEMENT AGE 1 OF 76
(b)(3), (b)(6)
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LA: And you are a Lieutenant Colonel in the Texas Army National Guard?

WIT: Yes, l am.

LA:  And what is the best point of contact information for you? Is it through your
attorney M), (b){6)

WIT: Yes,itis.

LA:  And for his contact information it's (b)(2) Go ahead, sir.

EXAMINATION BY THE INVESTIGATING OFFICER

Q. ®)@3), (n@s I think you and)(3), (n)®&now, I'm the commander of Third United States
Army, the Army component of CENTCOM and General Petraeus asked [or a senior three star to
examine this because, of course, General Caldwell was mentioned in the article. And | just want
to let you guys know that I'm going to be absolutely impartial and objective to the max, to the
extent that [ possibly can. I know you asked a good question about what was my relationship
with General Caldwell. Just 1o let you guys know, I’m not a classmate of his from high school or
college. I’ve never been assigned with him any place. We’ve never been on the same
installation for any assignment as far as [ can tell. And I don’t even think I’ve ever been to a
social event with him anyplace. So he’s a [ellow general officer and a fellow three star, which
puts us in a kind of a small group of 50 or so, but no other relationship exists therc. So I just
kind of want to get everything out that | can to understand what happened really, what was
accuratc and not in this article, what issues you have that need 1o be investigated and to try and
get out thosc issues. I’ve already started with some interviews in the interest of time because 1
was given 30 days to do this and | can get an extension but | certainly wanted to talk to you carly
on.
Yes, sir,
Okay, are you still assigned to an Army National Guard unit in Texas?
Yes, [ am,
And what unit is that?
71* Theater Information Operations Group.
And when were you first assigned to that unit?
It would have been April of 2007.
April of 07, okay. And you’re still assigned therc? No break with that unit since

07?

PrCrOPO>

o

—_

April of
Other than the mobilization, correct.
And how many years in the Army do you have?
I"ve got to calculate. Tenlisted in 1985 in the Guard.
[t’s not a math test.
26 years it’ll be this May, (b)(3), (b)(6)
Okay, and all of that in the Texas Guard? '
No, sir. No, sir. I enlisted in the Texas Guard and went active dutyy Mpon
commissioning in '87, the 10™ Mountain Division. 1 got oul in 1992 with a whole lot of other
people, went to the Kansas Army National Guard for a couplc of years, the Louisiana National
Guard lor a couple of years, the Florida National Guard for almost 10 years. Transferred to the
Texas Guard in 2003, deployed to Kosovo, came back, deployed to Iraq, went to 71% 10 Group
and deployed to Alghanistan.

Q. Okay. And during that period, what specialties did you hold?

A 1 was initially an infantry officer.

Q. So you enlisted though, first.

RO POP

INITIALS OF PERSON MAKING STATEMEN'I(b)(S)l (b)(6) PAGE 2 OF 76
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A. Oh, I enlisted as a 19 Delta cav scout but because [ immediately went ROTC, |
was never really trained. 1 just kind of did the SMP thing.

Q. Right.

A. Infantry officer basic, was an infantry officer up through company command. In

1999 - because it’s the Guard and you can, | went into MI simply because it was closer.
Became an M1 officer and in 2008 camed my functional area 30-destimation as Information

Operations. desiyuatan)), (b))
Q. Okay and where did you receive that training in FA30?
A. Excuse me, [ did the correspondence course through the Vermont Army National

Guard and Fort L.eavenworth. It was, [ believe, a six month program. 1 graduated in October of
2008.

Q. Okay. And how long was the distance course, the correspondence course portion?

A, If memory serves, it was about six months. One night a week, online, four hours
every time and a lot of the usuals ----

Q. And the resident part of it was how long?

A. [t was two weeks.

Q. Yeah. So could you tell me how things have changed since then or if you feel like

the training you got then still applies today?

A. You mean in Information Operations?

Q. Y. a®)3). (b)(6)

A. Wow. This begins my history with General Caldwell because he was\f.‘AC. then
[phonetic] and this was when he was rewriting or his tecam was rewriting I'M 3-13 and went [rom
literally halfway through the course we started with the old FM 3-13, well I guess the current FM
3-13, which was Information Opcrag hﬁ'& (3)" (bﬁgilged to Information Engagement so [
learned both and had to know both uring the oral boards, Information Engagement.
Shortly thereatter, within six months, TRADQC or ARCIC [phonetic] had nonconcurred on 3-13
and we went back to Information Operations which is what we, again, trained up on through our
mobilization and pre-mobilization period during 2009 till we hit the ground in Kabul in
November of 2009,

Q. Do you recall 'M 3 from about 20087

A. Yes, sir, I do.

Q. And how did that change things?

A. Well, FM 3 of course talked about Information Engagement and sort of,
obviously, as the capstone document for all the doctrine talked about and talked about what sort
of tasks were going to be laid out. That was used as the argument [or then the draft for 3-13
which then went into more specificily and outlined how things were going to work. And I know,
of course, FM 3 is in rewrite. It still is the current -- so you have this parallel between what FM
3 says about Information Engagement and really, I believe, no more than two or three
paragraphs. It might even just be one, and then the follow on. What does that mean? What is
the follow on effect?

Q. Yeah. So do you recall what the pillars or the f[ive key components of [0 were.

A. QPSEC, MILDEC, PSYOP, Electronic Warfare -- what did I miss? Now [ have
to write them down because ----

Q.  Yecah, yeah.

@)(3), (b)Bperational Security, PSYOP, Military Deception, Electronic Warfare and oh,
ComputcramtNetwork Operations.

INITIALS OF PERSON MAKING STATEMENT AGE3 OF 76
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Q. CNO. Okay. I had to think about it tpo. And so then Information Engagement
was mentioned in FM 3 and how was Information Engagement -- what was characterized under
Information Engagement? Do you recall that? How it changed?

A. I do not as well because really, as soon as [ graduated in October of 2008 it was
nonconcirred and we went back to [O so you just kind of remember the essential and forget the
nonessential. But having said that, they did change the core. They took away some of the
supporting elements like Public Affairs and Civil Affairs and those types of things. And il was
kind of bizarre because we were left with really the only thing we owned that was 10 was
combat camera [phonetic] and cverything else was -- we still coordinated for and planned for and
synchronized all those other effects but we owned less and seemed to be responsible for
synchronizing and planning for more.

Q. And do you remember that IE mentioned in FM 3 also included Public Affairs?

A, [ do and there were specific tasks that were -- there was the cducate and inform
side of IE which was Public Affairs, and then there was the usurp, corrupt, influence all those
other morc cnemy oriented words which were definitely more on the Information Operations and
PSYOP and the more traditional things.

Q. Okay. Suflfice it to say that doctrine has evolved over time, looking back at it
from *96 and it continues to evolve. Does that present any problems relevant to what we're
talking about today?

A, I think absolutely there is a disconncct between possibly outdated policy, public
policy at this level and higheryand understanding on the operational/tactical side and practice on
the operational/tactical side. 1laving said that, my understanding of both policy and law, limited
as it is, but what was drilled into us from the very beginning and never changed regardless of
whether it was 10 or 1E was fhe . b da% information operators were not lo target or influence our
own side, by law and by practiceyand by policy, our allies. So that was off-limits. And there
were always in multiple discussions clear and bright lines between those things.

Q. Where do you recall seeing that it was law that IO couldn’t do that? Or what
about 10 caused you to sce that it was on one side or the other of the law?

A. I can’i say that there was anything that 1 actually looked in, a public law or
document that said 1O can’t be used as this and quite frankly, since IO is a creature of the late
90s and didn’t exist when many of these policies exist, therefore the disconncect, [ think -- or not
disconnect, but obsolete. I couldn’t tell you where that exists. 1 can say that it was certainly
lalked about and discussed. And il was certainly in doctrine -- Information Operations is cnemy
oriented. Tt is there 1o influcnce, corrupt, usurp, et cetera, the enemy’s information cycle, not the
friendly. And that’s always been my understanding.

Q. Do you recall it as those were elements of Information Operations and that the 10
officer was to do something ditferent? Or was the 10 officer imbued with all of those

_ capabilitics?

A. Imbued with those capabilitics.

Q. Okay. Do you recall that doetrine says the Information Operations officer is
supposed 1o synchronize and integrate those elements of TO such as CNO, MILDEC, PSYOP, ct
cetera, and to synchronize those with related activitics like Public Affairs and all of those?

A. Yes, sir, And the understanding that [ derived from my training and through the
multiple conferences that I’ve been Lo in the Information Operations community,worldwide 10
conference, et cetera, werce thal certainly Public Affairs is, I won’t say a tool of 10, but it is a
supporting capability of IO to be used to supplement or compl'incnt qur campaigns against the

(b)3). (b)(6)
INITIALS OF PERSON MAKING STATEMENT (5)(3), (b)(6) 'AGE4 OF 76
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enemy. And 'l give you the example, obviously the cnemy doesn’t just look at his own press.
He looks at ours. They have OSINT just like we do and they gain a lot of information {from it. If
[ as an information officer wanled to do a deception campaign or I wanted to do any sort of
influence campaign on the enemy and [ wanted him to belicve a certain thing, it might be very
wise for me to stress 1o the public affairs people to stress a cerlain key point and maybe avoid
another point. Not ask them to lie, I can’t do that. There’s a Chinesc Wall there in my mind, in
my understanding of'it, but certainly lo say, hey, we really want them to think that or we really
want them to know that, you know, on this date so and so is going to arrive and this unit is going
to do whatever and that’s public knowledge and please put that out and hammer that and we'd
prefer them not to focus on this other information, so unless you really have to put it out there,
don’t. That is how [ understood that supporting capability to work. Not in a way that we work
through them toyemphatically not in a way that we would work through Public Affairs to put
anything out to thc home population. And supporting that were the continuing debates or at least
at the time in 2007 and 2008 about the mulliple Information Operations and PSYOP websites
that we've put up in the CENTCOM AOR that were ostensibly targeted toward the middle
eastern population, the Arab population, the Muslim population. Bul because of the fact of
location of servers and because of the spillage over into U.S. population there were always
concerns with thal. I don’t know where that ended up because the argument was going on when
[ moved to Kabul and [ kind of focused on other things, but that was [resh in my mind, certainly.
These were things we don’t do. We don’t IO our own population. And people were getling in
trouble. And of course the whole L.coni, for lack of a better word, scandal in Iraq about them
putting out information that was ostensibly Public Affairs but really was 10 and there was
spillage back onto the U.S. population [rom there.

Q. You used IO there in terms of a verb. You know, we don’t 10 our own
population.

A We don’t influence our own population.

Q. Yeah. ButIO isnot all influence. Would you agree with that?

A. Absolutely, it’s also corrupt, usurp and I forget some of the others,

Q. But you agreed a few minutes ago that the 10 officer has to synchronize and
integrate the clements of Information Operations plus the related and supporting activities.

A, Yes, sir, but in my understanding and my reading of doctrine, that is in order to

influence, usurp, corrupt the enemy. not in order to inform and educate the U.S. population and
that’s the line that [ understand it to be.

Q. Okay. Can you show me where that is in doctrine? Not necessarily right now.
but I'd like to see that. I'd like for us to look at it together.

A. What [d point to and this is the directive that Captaig)(3), (b)@he JAG attorney, the
Air Foree JAG attorney that | went to with my question and the order on the 22", And I've
highlighted, well not highlighted but indicated there. There’s Information Operations, that’s
what it says in doctrine and the directive, we're enemy oriented, influence, corrupl, usurp,
disrupt. Public Affairs is again more evidence against the enemy. And then if I may, just to
short circuit [pointing to DoD Directive on the table] we talk aboul Public Affairs. And that’s
the line.

Q. Okay.
A. And while we’re on the subject about really what legal definitions are, again, it

was my understanding as [ think we’ve really just discussed here of what the difference was
between Public Affairs and Information Operations that led me to question the written order that

INITIALS OF PERSON MAKING STATEMENT 1, 3 (1)) PAGE 5 OF 76
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[ had and to question the verbal orders that I had from December on in increasing pressure and
we can discuss that in as much detail as you like. But when I got that written order and it looked
lo me very much like we were crossing the ling, I took it to the JAG and they indicated, and we
have emails lo back it up, that the [O specialist within CSTC-A JAG was Capta{n)(3), (b)(@o Lo
him. Captaip)(3), (b)@me out two days later with the email and that attachment saying “This is
not a good idea. This is bad. This is contrary to regulation and policy and 10 should not be used
lo do the things you're asking them to do.”

LLA:  Sir, for the record. would you just read the DoD so that we know what you’re
looking at for the record.

10: Sure, absolutely. This is Department of Defense Dircetive number 0-3600.01,
dated August 14, 2006 and it lists here on the first page definitions and it says, “The definition of
Information Operations (10) is the integrated employment of the core capabilities of Electronic
Wartare, Computer Network Operations, Psychological Operations, Military Deceplion and
Operations Security in concert with specified supporting and related capabilities to influence.
disrupt, corrupt, or usurp adversarial human and automated decision making while protecting our
own.”

And then it also says on the second page that, “In pcacctime, 10 supports national
objectives primarily by influencing adversary perceptions and decision making. In criscs short
of hostilities, IQ) can be used as a flexible deterrent option to demonstrate resolve and
communicate national interests to affect adversary decision making. In conflict, IO may be
applied to achieve physical and psychological results in support of military objcctives. During
post-conflict or stability operations, IO continues to support national objectives and influence
foreign perceptions.”

On page three it says, paragraph 4.2.3.1, related capabilities, Public Affairs, “As a
lunction of command, Public Alfairs shall support the continuing public information and
communication requirements of the department. PA activitics contribute to the broader U.S.
government communications ¢fTort by providing truthful, accurate and timely information to the
public, the domestic and international media, military members and their families. Effective
military operations shall be based on credibility and shall not focus on directing or manipulating
U.S. public actions or opinion.”

A. And if | may say, sir, there was nothing new in this that was against my
understanding when Captag)(3), (b)@gve this. when he provided it back as an answer and
everything in there speaks to PA as pure and honest and cthical and talks to the public and docs
that and my side of the line focuses on the enemy. That exactly is what motivated my
questioning of the order that had me focus on the CODELs and the DVs coming through.

Q. And when did you request that opinion from Captaih)(3), (b)(@nore or less?

A. I received the order on the 22™. 1 don’t recall) jut we do have the email. Lither
1 forwarded that to him on the 22" or the 23" of March. b(b)(3), (b)(6)
Q. Okay. Can you provide that email to me also?

A. Yes, sir, absolutely.
MZ: It maybc might be an appropriate time to walk you through ----
10: ®v)@), b)@didn’t give you the chance to say what you were going to say at the

beginning.
M7Z: That’s okay. You were doing some background tasking so that was fine.
10: Yep.

INITIALS OF PERSON MAKING STATEMENT PAGEB6OF 76
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MZ: Let me start first, and I have told Colonekd)(3), (b)@his because | wanted you to
know in advance that as unfortunately you've all become accustomed to, what one nccessarily
reads in print is not ncoessarily what was stated and what might be the truth, in fact. So the
Rolling Stone article, while perhaps leading to some positive impact, especially with this
investigation itself into the larger picture, was, I think the way I've already described it including
to the Pentagon is sensationalized and exaggerated and unfortunately I would say probably not --
Mr. Haslings didn’t spend enough time understanding exactly what was at issuc. And the bigger
issue that we see now wittb)(3), (b)(epase is more the whistle blower angle and we want to sort of
walk you through to understand that relates to as well whether resources were misused or were
things being undertaken that perhaps were inappropriate or illegal. The fact is the system
worked the way it was supposed 1o as far as we can tell. 1 think from what I’ ve seen so far,
you're probably going o find that there wete some pcople who maybe didn’t understand what
the distinction is, some of which is a fine line legal distinction of not necessarily the work that
was being conducted but who was doing the work. 1 give the example that if [ was hired to go
and do some work in Montana, [ could probably, I presume, do as well a job as a lawyer in
Montana. I could present my case and it would be presented properly, on point. But I'm not
licensed in Montana. So I'm not the appropriate person to do the work. And wheh)(3), (b)@ised
concerns up his chain and then received a written order from his Marine Corps colonel who was
in charge at the time and then sought JAG counsel to make sure what he was doing was right or
not and then found cut, okay, you can’t do it. The order was modified. And within the span ol [
think eight days as you'll see in the emails. Everyone thought everything was linc. Everything
worked exactly the way il was supposed to. And then what we’d certainly like to talk to you
about a little bit after is then the retaliation started and il wasn’t just directed th)(3), (b)(6]1 was
dirccted at a core group including, apparently, Captain)3), (o)yéhe JAG officer who went through
some investigation that for privacy reasons we don’t know the details, bt)(3), (b)®)as interviewed
as part of it. So we know that there was an investigation of him in some capacity. And so it
looks -- it gives the appearance -- and I base my comments as much as possiblc only on facts so I
can only say that it gives the appearance that one or more persons were retaliating against one or
more persons who sort of dared challenge the process rather than perhaps the substance. I'm
more concerned on that because as a lieutenant colonel he can stand up for himself, but for those
that are lower ranking, if they had a question they might have gone ahead and done what they
were being tasked to without any malicious intent but perhaps crossing the line and that later on
it would have been a much bigger story, perhaps if something else had happened.

As well, even though the Rolling Stone article seems to impute that General
Caldwell is behind everything and seems to know exactly what was going on, there’s nothing
with General Caldwell in any of thigb)@3), (b)®@)ill obviously, I'm sure, respond to questions you
have aboul what were your intcractions with General Caldwell and there were interactions with
General Caldwell, but there’s no indication in anything that we know where General Caldwell
was diclating or pulling strings or ordering what happened. It's his chain of command but for all
[ know we didn’t know anything that was going on. It was just a colonel who wanted more face
time with the general and ordergd)(3), (0)@® give him what he needed to give the general what he
thought he needed. So it could be complete disconnects. But I've got a packet of information
that I'll leave with you aigd)(3), (b)@yn walk you through what each of them are. And they’re
numbered. Numbered except you misnumbered them.

WIT: Sorry.

INITIALS OF PERSON MAKING STATEMENTb)(3), (b)(6) PAGE 7 OF 76
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1 MZ:  'There were two cights, so it’s one through ten. Some of these emails have
2 repeated messages to keep the string intact. There are a few emails in here that are between
3 (b)), (b)@nd the senior trial defense counsel out of Bagram, which would be privileged, so we're
4 waiving privilege lor the purpose of those emails but not for the purpose of -- I don’t know if
5  there was any other discussions actually. Anyway, it’s all innocuous but from a privilege
6 standpoint --—
7 [LA:  [IU’s limited to the actual emails and whalever conversation we'te having today
8 aboutit.
9 M7Z:  Yes. [ don’t think there’s anything clsc.
10 WIT: No, there isn’t,
11 MZ: So it’s probably not an issue, but just for the purpose. Most of it is contained
12 within this whole stack. There's history beforchand that you'll wam)3), (b)® talk to you about
13 becausc as you'll sce even as | did whén(3), (b)(@ets an email from Majonb)(3), (b)ewho's the
14 PAO, his response - you may alrcady have these because obviously they're on an Army system
15 so I presume they’ve been pulled and there would be nothing inappropriate about that, but

16 (b)(3), (b)(efesponse is a little bit, I'll say testy becausc there was already a three month history.

17 WIT: Four months.

18 MZ: You know, what don’t you get? I’'m sorry. You're asking me this again? |

19  thought we had resolved that we’re not going down this path. So the first email is the one from
20  Majonp) ), ()6fhat started the discourse.

21 WIT: Can [ point out a couple of things?
22 MZ: Yeah, go ahead.
23 WIT: Yeah. note that what she says is Wing Commander (b)(6) an RAF officer who is

24 the chief of staff’s deputy has told her that the chief of staff, Colongb)(3), (b)(6has directed or has
25  asked for us to do these things. So I think it’s important to note that ended it up in a written
26  order from someone elsc was gencrated by the chiel of stalf, not by the guy who wrote the order.

27 LA: So Wing Commander (v)(6). was the —--

28 WIT: I forget his exact title but he was the XO for Colongb)(3). (b)(}he chief of staft. He
29 was the execution guy. A Wing Commander is a Lieutenant Colonel equivalent.

30 [0:  Inthis case was (b)(6) Wing Commander (b)) in vour rating chain?

31 WIT: No, he would not have been. At this time Colongb)(3). (b)(6vas designated as my

32 seniorrater. He ended up not being because of a conflict of interest that I raised based on the
33 investigation, but at that time he would have been my senior rater and Colonelb)(3), (b)@)would

34  have been designated my rater.
35 10:  Okay, I want to explore a little more at some point today or whenever we finish.

36 before we finish and I don’t know how long that’s going to take)(3), (o)) think as I walked in you
37  said you had some other stutt.

38 MZ: No, we're here as long as you need, sir.
39 WIT: We have nothing else scheduled. I have nothing clse scheduled in D.C.
40 10:  Okay. Atsome point I want to talk about chain of supervision and responsibility

41  and command and raters and senior raters and how that changed and when that changed and all
42  of'that.

43 WIT: That's going to be a really complicated conversation, sir, becausc a lot of times
44 we did not know.
45 [Q0:  That’s why I want to ask because we've been exploring that ourselves, trying to

46 figure it out.
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MZ: T'll just walk you through it and allow you to have a more developed discourse.

[0:  For purposes of the transeript are you writing this down?

LA:  1am writing them down.

I0:  Should we state whal they are?

[LLA:  Okay. Email number one is an cmail from Major(b)(3), (b)(6)o Colonelb)(3), (b))
dealing with Wing Commander (b)(6) guidance on what should go on in the IEWG, date time is
22 March 2010 and it is labeled number one.

I0:  Okay.

MZ: Now the second string of emails is essentially the discourse back and forth
betwedh)(3), (b)@hd Majorb)(3), (b)@epver the course ol three hours where she’s indicating to him “[
need you to do this” and he's pushing back saying “l can’t do that,” Then she keeps asking back,
saying that she didn’t understand what the issue was, at least by the discourse ot the emails. So
you have -- there’s a number of emails in here. It's probably easiest to go by what time the first
one -- and that’s again why we numbered them.

WIT: The thing I'd indicate in there, and | believe it’s in there fairly strongly worded is
that I'm already bringing up is that for me to do the things I'm being asked to do, I believe to be
arc illegal. And I actually think I used the words “This is illegal,” or “What part of this don’t
you understand? 1t’s illegal.”

LA:  Okay so number two is an email from Major(b)(3), (b)(6to Colonelb)(3), (b)(&lated 22
March 2010 starting at 2:35 in the afiernoon. It is four pages long and is a scrics of emails
discussing the lawfulness of the request from Majoxb)(3), (b)(efor Coloneln)(3), (b)(6jo do certain
actions.

MZ: And agaim)3), (b)@oing to need to give you the historical background conlext to
place these in perspective starting from December and it’ll be a little bit clearer as to how this
built up.

10:  Okay.

MZ: So the third series or string ol cmails, again, is repeating the ones you would have
scen but the key email being on top is from Colonel®)(3), (b)(epnd he is now issuing a written
order to)(3), (b)(Bx@h(3), (b)(BRs to comply with whatever the PAQO shop wants him to do based on
this working group discussion.

WIT: And I think you'll also note that Colonelb)3). (b)(6)was cc’ed on almost all of these
emails up to this point or certainly the key ones. So the presumption certainly from me at the
time was that he was cognizant of my concerns. 1le was cognizant of what I was being told and
he was saying “Do il anyway” essentially.

10:  Okay.

LA:  And so the third email is from Colonekb)(@3), (b)(6to Colonelb)(3), (b)(6)22 March
2010 and it is a chain of three pages long.

10:  Okay. And [ think what we’ll end up doin®)@3). (b)(@ come back to these and
letting you fill in the blanks.

WIT: Sure.

[0:  Fill in the space around them 1 meant to say. Okay.

MZ7: The fourth series, again, picking up on what’s already been sent around then
culminates igy)(3), (o)@mail to Captajg ) p)@nd also Colongh)s), b)@yho’s his colonel back in
Texas. Was she in Texas at the time?

WIT: She had just redeployed. Just for your understanding, Colondb)(3). (b)@ny then
stateside commander, deployed with us concurrently and set up the red team at IJC. So she was

INITIALS OF PERSON MAKING STATEMENT.(b)(3), (b)(6) PAGE 3 OF 76
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cognizani ol the pressurc [ was getting all along. I believe she works in this building now. [
believe she is chiet of statf for OUSDI and she is BG sclect [ believe as well. She was cognizant
of all the pressure [ was getling from the very beginning. We met probably two to three times a
month face to face. She came down and visited NTM-A. She had had discussions with some of
the players involved here if not all and she was working with me to help push back on some of
these issues with the chief of staff or at least my understanding is that she was.

10:  Did you show her some of these emails or talk to her about some of these issucs?

WIT: She’s cc’ed on this. Yes, sir.

I0:  Okay. And so what did she say in return to you? Do you remember the advice?

WIT: Essentially stick to your guns, I'm working on your side. You know, this is not
something you should be doing. And in fact, one of the emails you’ll be getting here after the
legal opinion is my understanding of the situation, I gave her an after action report essentially. on
where we were and what we were doing.

[0:  Okay.

MZ:  So this package has the email that went to Captag)(3), (b)@pr the first time
informing him what was going on and asking -- not only describing here’s the situation, I'm
being asked to essentially target, [ don’t know if], yeah it says target audience Admiral Mullen,
German Minister of Inlerior, a bunch of the CODELS -- and his two things that he wants to
know, what are his personal risks and responsibilities under the law and then what’s the risk to
the group in doing so.

10: Now when you ask about risks there, and [ had seen this one before, what were
you trying to ascertain? What do you mean by risks to you and risks to the command? What
were you trying to determine?

WIT: Obviously I'm going back a year. What [ really wanted to know, honestly up
front, was is this legal, is this something | should be doing,.

[0:  Yeah,

WIT: And then [ think the reason | put in risk was and il we do this, is this a big thing?
Is this a really big bright line or am I just sort of pushing the edges of Lhe envelope? What could
happen to us? Is this something that could blow up into something like what we’re dealing with
right now or is this just really not that big of a deal? I guess what is the level of pain that we
might go through? ;

10:  Yeah,

LA:  This is fronb)(3), (b)(6Yo Scott cc’ing Colondb)(3), (D)(@nd it is [our pages long,
dated 23 March 2010 and it’s labeled number 4.

MZ: Now, the next three pages are particularly interesting I think and you might not
have seen it because it’s c¢’ed eventually under Colonelb)(3), (b)6)Mrb)(3), (b)(6)but two days fater
after all this started, Commander (b)(6) sent an email to Major(h)(3), (b)(6) the JAG, expressing the
same concerns because it had been raised up to him and wanting to know is there a problem. As
a Wing Commander with the RAT the rules are different and apparently this wouldn’L have been
an issuc, if"at all, for the Brits. So he's obviously doing what he’s supposed to be doing to see is
there an issue here that I need to be cognizant of and Majoxb)(3), (b)(6)is who identifies Captain

42 (b)(3), (b)@s “This is the person to go to, that everyone needs to go to. He is the POC for legal advice

43
a4
45
46

on info ops.” Commander (b)(6) then contacts Captaig)3), (p)@pd that’s all going on at the same
time tha)(3). (b)(@ntacted Captain)(3), (b)(6B0 Captaif)(3), (b)@eSponse where you've scen the
quote “while the twain do occasionally intersect, such intersection is like violent contact during a
soccer game. It should be unintentional.”” And I need to ask him, did he make that up or did he

INITIALS OF PERSON MAKING STATEMENT. (b)(3), (b)(6) AGE 10 OF 76
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take that from short story or something because that's very interesting. Ile responds to
Commander (b)(6) and ccis)3), (b)@nd that’s where that document comes up on the dircctive -- is
il altached to that one?

WIT: Yes. [tis attached to that one, yes.

M7:  And so here’s his initial legal determination, what he did to come to that,
obviously I don’t know. [ only know what’s in that email.

WIT: Now, if I can say, when [ got that email, it was kind of shocking to me because I
thought that I was having a conversation with the JAG aboul an illcgal order and 1 thought,
honestly, that that was a conversation between me and him, that there was some confidentiality.
And you’ll note that in some of these there’s even confidentiality clauses at the bottom ol the
emails, So when I first opened the email, I thought it was to me because it just says “Sir” and
then I realized it was to Wing Commander (b)6) the chief of staff’s deputy and that raised a
couple of alarm bells in my head. Why was the chicf of staff’s deputy looking into the same
thing I was? Again, it was just a suspicion that why are they knowing about this? [le’s the one
that gave the order and then he’s kind of, we’re on parallel tracks here. And I don’t know what it
means. Idon't, I still don’t know what it means. It concerned me.

LA:  I[1could just real quick. This is from Captaim), (o) Wing Commander (b)(6)
ce’ing Colongb)(3), (b)(6)on 25 March 2010, email number 5 and it is three pages of strings.

10: 1)@3), ()@ you ati(3), (b)(@on’t mind, I think it’s probably betier it' T ask some
questions now as we go through this so I understand ---- :

MZ: Sure.

Q. And what | thought to do was to ask you to kind of tell me the big picture and
they’d we go on the specific but I think now that we’re walking through this bit by bit. 1
appreciate that because it lays it out for us and so to this point you just made about you asking

(b)(3), (by@nd thén(3). (b)(Eknding a responsc to somebody called sir and it is, in fact, Wing

Commander ' (b)(6) with a cc to you, why does it raise concerns? If you asked about the risks and
the legality of the order, why does it concern you il he’s also telling somebody else that is in the
command who is close to the chief? I mean, that would seem to me to be helpful as opposed to
harmful?

A. Because I thought the question was between us. I thought it was my question and
suddenly somebody else is -~ it just seemed a bit odd to me that I send the lawyer a question and
the lawyer responds to someone clse and ce’s me. 1 just remember at the time - it wasn’t
something 1 made an issue out of. It’s not something that [ raised the flag and said oh my gosh,
the world’s coming to an end. 1 just simply saw that and said, okay, sir, yada-duh-duh-duh, but
wait a minute. Thal’s not to me.

Q. But you said you thought it was privileged so you must have been concerned that
this was now out and in the hands of somebody clsc.
A. You're absolutely right in that it needed to get to the command. Somebody in the

command needed to know. What concerned me was they're asking the same question along the
same line and sort of parallel to mine and again, it wasn’t a massive concern, [t’s not something
that kept me awake at night. It was just a little shocking that I'm asking a question that’s getting
answered (o someone clse and I'm being cc’ed on it and I guess really the concern was why.
LA: 1lad you raised that question to Major)(3), (b)efhat you thought it was illegal?
WIT: Oh, absolutely.
LA:  So would it really have surprised you, then, il Majotb)@3), (b)(6had reported that to
her boss and her boss then asked the question to clarify it?

INITIALS OF PERSON MAKING STATEMENT. (3. (0)6) aGE 11 OF 76
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WIT: Yeah, I don't want to make a huge deal out of it because it’s not something that 1
went and complained to anybody about or said this is wrong or really cven made mention of. [
Just noticed it.

LA:  You were just surprised.

WIT: Yeah, | was surprised.

Q. Let me ask you a different question just o sec where we stand. So is that an
issue? Do you belicve that is an issue now that we need to investigate or resolve that you asked
the question of the attornegn)(3), (b)@X8)(3), (b)@nswered Wing Commander (b)(6)

A. [ think what it does, and this is in retrospect because clearly at the time [ didn’t
know there was going to be any kind of reprisal, 1 think what it speaks to in retrospect is a
cognizance on the part of the chief of staff that [ was raising a stink and that [ was having severe
concerns about this and that I was going outside of the chain of command, in other words going
into the JAG lines, to ask about something,.

Q. Is there anything up to this poit)(3), (b)(ehhat you can show me that even alludes lo
somebody thinking you're raising a stink as you call it?

A. Yes, sir. Absolutely.

Q. Where's that?

A. I think it’s probably helpful at this point to go to the big picture.

Q. Okay,

A And this may be a question that you'll have to ask other witnesses and I'll give
you the witnesscs 1o ask. As carly as December -- we got there in November -- General
Caldwell took command within two weeks. He was already on the ground when I got there. We
began to be used to provide the background packages for the CODELS, et cetera, and these were
very straightforward things. Biographies, voting records, positions on the war, publicly available
information, really what we got from Google and condensing it and putting it in for a briefing
packet. The same kind of thing you see every day.

Q. Mm-hmm.

A. [ didn’t have any problems with that. We didn’t have any Afghans to teach. They
weren’t coming on board until March. We had a lot to do in terms of preparing for classes and
trying to give them a training program, but this didn’t impede on us and I tasked one NCO to do
that. In fact, I believe you're speaking with Master Sergeant (b)(3), (0)(6) and that was his
primary task for about four months. He would put them together, I would proof them, [ would
redact whatever I thought needed to be in there and we’d put it in there. But very quickly, and
certainly as soon as Colonekb)(3), (p)6rame on board in I want to say the sccond week in January,
very early in January, [ began (o be asked for more information. And I began to be asked for
{hemes and messages and talking points and what pressure points we could provide that would
influence these people. In all candor, if this had been asked of a Public Alfairs section, it
probably wouldn’t have raised an eyebrow. [t’s exactly the kind of thing that happens in every
prep session and, again, you've probably been through a bunch of them. You know, what do
need to tell this guy? What’s he really nced 1o know? And I can’t fault General Caldwell for
asking those questions.

Q. Mm-hmm.

A. But they were asking them of me and again we go back to that document right
there [pointing to DoD Directive on the table] and I started to see the bright lines that T could not
cross and | began resisting the pressure.

Q. Mm-hmum.
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A. Very seldom did Caldwell himself -- let’s facc it, sir, you're a Lieutenant General,
’'m a Lieutenant Colonel. There arcn’t a whole lot of Lieutenant Colonels that you talk to
dircctly on any given day. There are some but I was not at that level and [ was certainly not one
of his trustcd agents or in his inner circle. I was in the room and that was about it. T gave him
my inlormation, said maybe a paragraph and then [ was done. But Colonelp)(3), (b)6)was gelting
that pressure. He was the trusted agent. He was the strategic communications officer and he had
to present that information to General Caldwell and so he came to me and said, *“1 want (o know.
[ want to know. I want to know.” “Sorry. I can’t give you that.” Actually al one point [ wrote
down the definitions of strategic communications, Public Alfairs, [nformation Operations, and
showed, literally, I said, “Sir, here’s doctrine. This is what it says. This is what I do. I can’t do
that,” and he literally threw it in my face. Balled it up and said, “I don’t care.” On the 31% of
January and, of course, Majof)(3), (b)(@yas there and she’s on the side, but Major (b)(3), (b)(6)

(b)(3), (b)(6was also there, a Public Affairs Officer, I don’t have her contact information but I'm
surc you can track it down. We held a meeting and Coloncl  (b)@3), (b)(6) . I believe his name
i®)(3), (b)(bys office. I don’t know why it was there. Colonel (b)(3), (b)(6) was there as well. That's
where Colonelp)(3), (b)(6)and again [ believe very strongly that it was on or about the 31% of
January, verbally directed me, these are the things I need you to do. I need you to work on this.
Almost what’s in the email on 22 March and [ said “Sir, I can’t do that. That’s illegal. That’s
crossing the line” and that is literally when he screamed and said “I don’{ care. You're not 10 if
I say you're not IO and if I say it’s not illegal, it’s not illegal.” [ was just stunned. So from that
point on, I'm resisting verbal orders. And I think we all have gotten -- and realistically, you get a

‘ hard —r7 verbal order, 1U's rcally mder (o go to JAG with a verbal order because quibbling occurs. “No, |
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didn’t really say that. That’s not really what [ meant.” But I resisted and I resisted and gave the
minimum that I could up to the point where I -- well I guess the best way to say it is 1 gave
everything [ could up to the point where I thought 1 was crossing legal boundaries and then |
stopped. So I stopped short of those things.

So on the 22™ when I get this written order, T finally have the thing in hand so 1
can go to and ask, okay, really truly, is this or is this not? I can put a stop to this and stop the
pressure and stop the screaming.

Q. Mm-hmm.

A. So that’s the environment. For four months, [rom December through the 22™ of
March, this leading up to this and the tone and the friction.

Q. I think you said that Colonelb)(3), (b)(6was getting pressure from someone but you
didn’t say who that was and what made you think so.

A, I was present in a very few meetings after Colonelb)(3), (b)(6)took over as Strategic

Communications dircctor. For a lot of reasons, one, I didn’t want to be in the room. And | know
because | had been doing that job for aboul a month by the time he look over that those were the
kinds of questions that were being asked by the chicl of staff;, by the X0, by Dr. Kem, Captain
(b)(3), (b)(6) basically his trusted circle, the people he had brought in. And they all wanted lo know
how do we get these guys to think what we wanl them to think and do what we want them to do?
And again, outside of me, that’s a perfectly acceptable thing and I think everybody does that.

It’s a natural question. But I didn’t feel like I could answer those questions.
Did you hear them ask those questions?

Absolutely. Repeatedly. And so I knew what Colonelp)(3), (b))

By those folks you mentioned?

Yes, sir.

rRO>O
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Q. Kem andp)(3), (b)6)and others?

A, Yeah, absolutely.

Q. And just to be clear, did you think they were incorrect questions, impropet
questions or illegal questions?

A. [ thought they were illegal questions tor me.

Q. For you.

A. For me to answer.

Q. And why?

A. Right there, sir. |Pointing to DoD Directive on the table.] Becausc at that point [
am being used to influence our leadership.

MZ: Indicatc what you're pointing to.

Q. The DoD Dircective on Information Operations.

A. Yes, sir. And my understanding of what that meant, which was I’'m enemy
oriented and this is more properly in the Public Affairs realm.

LA:  Did your concern have more to do with the fact that you were in an O billet or do
you think if you had been taken out of that IO billet and had been asked to work a different job
that you could have distinguished? In other words, could you ever use an IO or maybe a PSYOP
trained person in a different capacity or was it more that you were in that billet at that time?

WIT: Both. And I answer that becausc [ can’t say legally if you can take a person out
of an 10 billet and suddenly -- because of the training that you get, can you cver be pure? Can
you cver be used in that capacity again? And I don’t know. And again this is why once | had the
written order this is why I took it to JAG becausc [ don’t have the answers. 1 need somebody to
answer that who knows. But I will say that coming from a background of intelligence where,
you know, under intelligence oversight and regulations T know there are things that I cannot do
as an intelligence officer on the U.S. population on a U.S. person. I view that in much the same
way as | did as an Information Operations officer. That because of the training, because of --
certainly your billet, but also because of the education and the way we are manipulated, there
were two real big concerns, one is was it legal and the other onc, at this point in time, early on
December/January timeframe, was what would happen if the press or really anybody that we
were talking to realized or found out that the information they were being provided and being
bricfed on was generated by an Information Operations person or cell? It taints it. And my first
complaint, honestly, as the pressure builds and as the requirements and the demands build, my
first complaint was il somebody finds out that I am engaged in this, I have tainted the
information and they are not going to trust it. You are going 1o losc credibility for this
command. 1t's a bad idea just from a Public Relations/Public Affairs point of view.

Q. Did you express that to anybody?

A. Absolutely.

Q. And people superior to you such agp)(3), (b)(6pr Buche or Wing Commander (b)(6)
or any of those?

A. 1 believe that I expressed it to Colonel)(3), (b)@)the previous chief of staff. He
leli, I think, in January. Because we had a lot of conversations as 1 was getting tasked to do the
support stuff and me telling him my concerns as we went along. But for sure I had this with
Colonelp)(), (b)(6) Absolutely.

Q. Yousaih)3). (b)(6)0b)(3), (b)(6]
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A. (D)), (b)(6)first becausth)(3), (b)(6)was the one that 1 initially worked with on these
information packets and providing the information to the general, et cetera, when it was still
pretty vanilla stufl and me explaining to him what I thought the lincs and the boundaries were.

Q. Tell me if you think this is a stretch or if it’s something equal to what you're
concerned about. You were an infantryman at one point in time.

A. Yes, sir.

Q. And infantry, cspecially these days, because of the kmcls of operations we’ve been

engaged in for ten years, infantrymen in general in infantry units are highly trained killers.
Those same infantryman might be tasked to do other things as infantrymen. They might be
tasked to clean up alter Katrina or go look for victims to try and mitigate suffering in New
Orleans. Is there something improper about that because they’ve been trained to kill and now
you’re asking them to do something humane or different? Is it the same or not?

A. No, sir, I don’t think it’s the same.

Q. And why not?

A. For a couple reasons. One is that -- and 1 certainly understand that pcople have to
adapt and change and adjust to the battlefield environment, but there’s no law or no pohcy that
says anything about that for infantrymen. At the end of the day, I got this order on the 22™ that
was written and fairly clear and I took it to the JAG officer who was identified as a specialist in
Information Operations and he said it was wrong for me to do.

Q. (Okay, but just back to the point I was making and 1 got the legal ruling. 1 got that
and I understand it and it’s based on this DoD Directive, but the infantryman is trained to kill,
he’s now being tasked to go into a chaotic situation and he’s taking that skill set with him and
it’s against the law for him to kill people that he doesn’t have the authority to do that with and
rules of engagement and rules for the use of force in a law enforcement environment, they don’t
apply. 1 mean, he can’t cnforce the law. He's a Title 10 Soldier. Se it seems to me that it’s sort
of the same and that’s why I’m asking it again. There’s law involved and there’s training and
education involved and there’s experience involved. But it seems to me that he understands
where stepping over the line and into breaking the law would oceur and he knows not to do that.

A. 1 disagree with the way you sce it ----

Q. Okay,

A. Because as an infantryman -- and I"ve done that. As a National Guardsman, I’ve
been through hurricancs, [ires, floods and all of that.

Q. I'm sure. Mm-hmm.,

A There are -- and as 1 know you know -- there are clear lines when you can use use

of force. You’'re given rules of engagement, you know what those are. We’re briefed on them
repeatedly, we’re given handouts in books and as long as no one has put your life at risk or
someone clse’s life at risk, as long as it lines up with your rules of engagement, it’s a go/no go
kind of response.

Q. Mm-hmm.

A. In human relations, when 1'm dealing with you one on one, the reality is I've been
a salesman since ‘94/°95. I've been through a number of courses on how to persuade people.
Some of those are Army, some of those are civilian, some of those are OJT and experience.

Q. Mm-hmm,

A, It is really difficult to turn that off in that human scale of things. I'm trying to
make a point, I’m trying to persuade, I'm trying to get you to see things my way. Al whal point
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do I cross the line? At what point do T start using military knowledge that’s designed to corrupt,
usurp, disrupt, in{lucnce as opposed to just normal human relations?
Q. But il says to disrupt, corrupt, usurp the enemy.

A. Right.

Q. And so if you're asked to do this for members of Congress to find out their
background, then it’s not the encmy.

A. That’s absolutely true, sir, but I'm still using those tools. Those arc in my head.

1t’s hard to really disengage because these are mental processes. This isn’t a go/no go decision.
This is how do [ get this person to sec things my way and I've learned how to do this and
automatically those types of skill sets kick in and clearly this is fuzzy on policy. I honestly think
that the debate that this has kicked off in my own information and strategic communications
communitly has been really healthy because there is a raging one going on in the bulletin boards.
And [ think it requires some guidance. [ wagu' " lyocate, and we’re getting well into the realm
of policy and things that arc outside of my t(.u),’ %ﬁ) would absolutely advocate that no, when
you give people this kind of training, PSYOP, Information Operations, when you give them the
ability and you pay them at public expense to learn how to influence people, then they should be
sacrosanct and kept away from doing these kinds of things for two very good rcasons. One,
because you can’t switch oft those skills, you just can’t. Once you go to the Zig Ziglar school ol
whatever, you’re there. And two, because it taints the information, We will not have a credible
Army. Wc will not have a credible Public Affairs service, il you will, if the people don’t trust, if
they think every time we do it we’re trying to spin them.

Q. Well, see, I think we have to talk about both. We have to talk about the legal
aspect of it and I think we have to talk about the notion of how it appears, the perception of il.

A. Right,

Q. And I understand both but if you think about it, 1o me, [ don’t see anything,
haven’t seen anything or heard anything today yet that says that you were trained to conduct
military deception or psychological operations or computer network attack. And you might have
been, but I'm not aware of that. And there’s the written document that says 10 synchronizes
those activities with related activities which include PA. Now, this defines 10 as the integrated
employment ol those things. It doesn’t talk about each of them individually. So it scems to me
that there’s still a linc between you being trained as an IO officer and being asked to do these
tasks versus you being trained as a MILDEC specialist and being asked to do these tasks.

A. Well, the (act of the matter is [ am a MILDEC specialist. 1 did go to the one and
only Army course on Military Deception, I did go to. And [ could produce that -- it’s actually
hanging on my Facebook page. That there is no clear and bright line in your mind and many
others. I think, is what helped give rise to this situation at NTM-A. And 1 will absolutely grant
that. I have maintained all along this came from ignorance. And I don’t mean that in a bad way.
There’s clearly General Caldwell’s point of view based on his rewrite of 3-13 was Information
Operations is less about influence and more about informing and engaging public society. But
I’ll remind you that failed. That was nonconcurred. And much of the joint community and
much of the allied world with whom we work views it as an enemy oriented influence operation,
I [ had known 100% that I was right, | wouldn’t have needed to go to JAG. 1 did because 1
wanted to make sure and my questions are in there. What's our risk? What are we doing? Is
this bad? For me? For the command? Where are we here?

LA:  Sir, it might be a good time to take a [ive minute break and let everyone use the
latrine,
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WIT: Thank you. Thank you.

LA: It might be a good idea.

WIT: And where can [ get another water, please?

[O:  Okay, we’'ll get you one.

MZ: ['d love one too, please.

[0:  Okay. Yep. Allright. Let’s do that. Let’s take a short break.

[The interview recessed at 1117, 9 March 2011.]
| The interview resumed at 1124, 9 March 2011.]

Q. Are we back on the record? Okay, thanks.

A The questions you've raised and we’ve discussed, | think really indicate the statc
of mind of many of the staff up there on both sides. I can tell you that -- if it helps illuminate --
the very first meeting that I had with General Caldwell when [ was introduced as, okay,
Lieutenant Coloneib)(3), (b)(6)s coming on as your STRATCOM preparer for these packets and
he’s going to be doing these things for you,is he asked who I was and what I did, 1 told him
Information Operations and he asked “When did you go through the course?” And that went on
to “When I was there, we redid it and we changed some things,” and [ looked at him and [rankly
said, “Sir, your name is on my diploma.” And that certainly indicated to me that his mindset,
and this was no surprise, was that he was going to be fully focused on Information Engagement
and even though that had not been adopted, that’s where things were going and of course we
knew as soon as he was named commander for NTM-A, this was probably going to be an issuc
for us. We were optimistic that since our mission was there, as they told us, was to train the
Afghans on strategic communications, that it really was not going to be a big deal. But there
were at the time [ was there, roughly 22 or 24 Public Affairs people on staff and I'm not talking
about the individuals that he had on his staff. There were several others,  (0)@3), (b)(6) was
one of them and then later, of course, he brought in  (b)(3), (b)(6) . But there was a Public Affairs
section of 20 some odd folk that was fully cngaged on publicity, voice of the command, all of the
proper Public Affairs tunctions and it just baffles me that we would even take the risk of
cxposing the command to the questions that have come out and do come out when you have
Information Operations folk doing these kinds of things. He had all these Public Aftairs peaple
that were there and functioning and capable of doing the same kind of thing with no taint.

Q. And do you know more about why they weren’t used to do that?

A. Colonelb)(3), (b)(6)repeatedly -- because 1 asked him that question. Coloncl

(b)(3), (b)(6)said, “I don’t have enough pcople.”

Q. Mm-hmm. So he believed he didn’t have enough people and you believed he had
more than cnough people for this task?

A. Sir, as you know, we never have enough asscts. We never have enough time to
do all the things we need to do. That’s why we prioritize and we task organize and we do the
best we can. When we do that al the risk of public embarrassment, which initially what [ thought
was going to happen if T was identified as being a part of this information to our own side, I think
that’s unwise, When we do this at the risk of breaking the law, I'm ot going to be a part of it
And that’s what came on the 22" of March. :

Q. But you didn’t break the law.

A, No, sir, we didn’t. At least not to my knowledge. [ tried very hard not to.
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Q. Okay, my questions earlier were not to advocate a particular position. I just want
to make sure you understand. What I’'m trying to do is understand the issucs that you thought
existed and one of those was law and one of those was perception.

A. Yes, sir,

Q. And you thought that each ol them could be at play when you were asked to do
this, is thal correet?

A. Yes, sir. And think of it as a crescendo. Initially [ was asked to do things that
were just on the edge or questionable.

Q. Mm-hmm.

A. [t wasn’t really until late January around the 31" when I had that blowout with

Colongb)(3), (b)(e)that I can recall thinking that is flat out illegal, I can’t do that. So [or a month
or so it was, [ don’t think this is a good idea because il somcone finds out then it will give the
perception that we are starting (o spin the population and again, I'm coming from the perspective
of the IO or informational -- I won’t say debacles or failures but embarrassments that we had had
along the way from as carly as 2002 with the whole Information Operations office that had been
sel up here in the Pentagon and then the Leoni [phonetic] thing that had just happened in 2007,
2008 in Iraq. There have been a number of incidents along the way where Information
Opcrations, Psychological Operations have edged onto influencing the U.S. or allied populations
and had been pushed back and pushed away and T saw this in the light of those incidences that
had happened over the previous seven, cight years, we certainly couidn’t have a three star
command, one that was important -- and honestly, I believed in the command’s mission of
training the Afghans. I’'m wholchcartedly behind that -- jeopardized by something that was just
completely unnecessary.

Q. Okay. You talked about your training in Military Deception. Have you had
training in Strategic Communications?

A. Not as such. And that’s a really good questwn sir, because we got on the ground
there on the 15" of November and they said, “Okay, you’re going to teach Strategic
Communications,” and I asked, “What is your definition of Strategic Communications?”
Because obviously the DoD definition is actions taken essentially at the departmental and
secretariat level to further the goals of the United States. It says nothing about operations,
nothing about tactical, nothing about how we would do it for a General Officer as opposed to a
cabinet official and so I was a bit at a loss. What I did, in the absence of guidance, | went to the
ISAF definition of Strategic Communications, which was using 10, Public Affairs, Psychological
Opcrations and basically the laundry list of influence and inform kind of things in order to (®)(3). (b))
further ISAF’s goals and I asked Chief of Staffp)(3), (b)@t the time, “Okay, docs this pass the Hhis puct lr\“" z ol
smell test because I'm just kind of throwmg-out—here—s-a—mapk.ammda does this make sense?” & MorKRe rouws
And he said, “Yes, that makes sense.” So then I went back in my own kit bag and said, “Okay,
10 to me is not going to be appropriate to teach the Alghans.”

I’d actually sort of surmised that I might be asked to teach Afghans,going to a

training command,at some point and [ asked [irst 10 command -- I can’t remember the
gentleman's name -- “Wou]d this be appropriate?” And they said [lat out, no, we're not teachin )3, (0)(6)
10. Since then the N-P—’;C—I;plmmq packets for that,but atm '
teaching 10, And hé(tq}).@. ®) And he said, “Becausc okay, we’re not going to train them in
how to do deception because they’d use it on us. We're not going to train them on Psychological
Operations because Psychological Operations are enemy oriented and this is an insurgency and
we don’t want 1o set the standard that they should be PSYOPing their own people.”
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Q. Mm-hmm.

A. It made sense. CNO was a wash, for obvious reasons. So was Electronic Warfare
except low tactical that dealt with IEDs, So that pretly much left OPSEC which is -- that really
docsn’t make a lot of sense. So we took the ISAT definition which was furthering the
departmental goals and leaving out TO and PSYOP and deception and those things and what we
tocused on teaching the Afghans were communicating not only through -- first off coming up
with a plan for communication, what is the effect you want to achieve and then coming up with a
strategic plan that would allow you to do that, not only through your words, which is what they
focused on because coming {rom the old-style Soviet mindset, but also from your actions, What
posture are you taking? To that end we had a book written to sort of affect the idca that the
Alghan Army was not something that we just created but there was a lineage from the kings on
down. We did a couple of concerts to show the Army and the Police in a good light, to get - the
overall effect we wanted to achieve was (o tie the affections of the people to their Police and
their Army and we wanied to do that through the Afghans so it didn’t look like Americans were
out there waving the flag and “Look how great NTM-A is” but we made it look like the MoD
and Mol were doing this organically and teaching them how to do it. Part of that was teaching as
we were doing it or teaching through doing. So those were the types of things that we thought
we were going to do and I've wandered far away from the question of what STRATCOM was
but no, that’s just the mindset of (rom whence we came,

1t didn’t hurt at all that the makeup of our team was conducive to that, I've got a master’s
degree in -- well, it was diplomacy, but international relations. My deputy, Majo)(3), (b)(6pvas a
Lean Six Sigma black belt, which gives her an instructor status all of her own. I'm an Army
Master Instructor from Huachuca. I can’t even tell you how many thousands of hours on the

podium ["ve spent. One of my other NCOs was also an 4w [pRonctic| qualified instrictor, so (b)(3), (b)(6)

we felt like we had the instructional background to be able to do this task even though we hadn’t
trained for it. And the intcllectual -- there wasn’t anyone else who was telling us anything so we
at least figured we had the intellectual ability to give them morc than what they had when we had
gotten there.

Q. Well, before we get back to training that you had received, let me just explore that
just a little morc. When you were alerted to mobilize, what did you think the mission was going
to be?

A. Effects Assessment.

Q. Effects Assessment.

A, Yes, sir.

Q. And was there anything -- did you see anything wrong with that mission at the
time?

A. No, sir. That’s actually a mission -~ we actually within the 71" TTOG and the

other theater 10 groups have effects assessment structure. We have people that are trained and
purposed to go out on the ground, talk with the locals, talk with all the sources of information, do
a survey and figure out what is happening and figure out what actions are we doing, how are they
actually being perceived on the ground, provide that feedback up along with an assessment of
what do we have to do in order to change that perception, good or bad.

Q. Did you think at the time you were alcrted and between then and mobilization. did
you think that you’d also be performing work in accordance with the five pillars and the
synchronization of those or did you just think it was effects assessment?
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A, Sir, prior to this I've been mobilized and deployed (wo times -- mobilized more
than that but deployed two times. What I told the tcam is that between now and the time we get
on the ground, our mission is going to change 50 times. Between now and the time we get back,
i’s going to change 50 more times. So this is the known point. This is what we have to train for
so don’t be surprised il il changes.

Q. Yeah. But you didn’t know whether to expcet that or not? The point you knew
was effects assessment?
A, [ was dubious that that’s what we were going to actually do, but I didn’t have any

idea what it would be.

Q. No document from CSTC-A or ISAF or the Army or anyone clsc?

A. No, the only thing that | had was Colongh)(3), (b)épld me that the RI'F was for an
10 forward support team to do effects assessment. But it’s true that | never saw anything in
writing and again, | take anything like that with a grain of salt becausc it always changes. I've
never done the thing or been in the place that I thought it was going to be and do.

Q. When you were alerted officially or otherwise, how long between then and
mobilization?

A. [ got an informal nod from Colongh)(3), (b)@n June of 2009 with a be prepared to
oy January of 2010. In August she called me up and said -- | had begun recruiting my tcam and
she called and said it was moved up to Scptember. Then it was pushed back to October and
finally it was pushed back to November.

Q. Werce you -- 50 you said recruiting members of the team? So you did not have an
I'ST together at the time?

A. I did not. I was the group S-2. The 71" IO Group -- as a matter of fact most of
the 10 Groups have been so tasked with mission support that they’re broke. The 71% 10 Group
has had and has right now a team at -- [ don’t know what they're calling MNF-I now, but at
corps in Iraq since 2003. We've been rotating that team ever since then for the duration of the
war. We’ve got teams constantly in support of USARSO throughout the southern hemisphere or
throughout South America and there were other things that came up. Mine was onc of those
extras, in addition to. I had been on the ground since 2006. I was the guy who had written a
couple ol articles on Afghanistan and then done some work in that area and | was the most
prepped to go and [ was, [rankly, ready to go. T was just emotionally -- and I had asked for the
next Afghan mission. [ wanted to go to Afghanistan,

So you volunteered for this?

[ won’t tell my wife that, but yes.

Yeah.

I did all but that.

You were interested.

I was very interested in and [ let (hat be known. So I did and 1 was given great

leeway as the Group S-2, Coloned)(3), (b)@new and (rusted me and knew my capabilities and said
okay, well put together your tcam and get them going.

Q. When you arrived on the ground in Afghanistan with the team, were you bricled
on what your mission would be? Did someone give you a document that was a campaign plan or
anything that showed you what your mission would be?

A, Of sorts. 1had first got an intimation that we would not be doing effects
assessment maybc a week before we got to CRC. From our sponsor and [ believe and hope that
you're talking to him, Commander (v)(3), (b)6) . He was essentially the only 10 guy on the

PO >O PO
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ground. He teaches at the Joint Forces College, the 10 course there. And [ found him just by
asking around through the grapevine, who was there and he adopted us. And he said “Well,
you’re not really going to be doing that. 1 can tell you a couple of things but I don’t want to
speak too much out of school until you get here, but you're really going to be working teaching
Afghans.” So I knew | was going to be doing something like that, but I rcally didn’t have an idea
what or scope or how it was going to play. So when I got on the ground there, that is when they
said “Okay, you're going to teach Strategic Communications” and we went through the drill of
what Strategic Communications was and well, we don’t know. but when you find out you can
tell us and we’ll make it happen. What I had was a document that had been written, a collection
of documents that had been written eight, nine months prior that had been written mostly by
Colonel  (n)3), o)) Who was the CJ-5 when [ got there. He left within days. And Colonel

(b)@3), (b)(®) had tricd to get a STRATCOM capability for the MoD and Mol. [lc had identified the

gap and had tried lo get some Public Affairs training for them. ITe wasn’t happy with the Public
Affairs team so he took our RET and changed it from eflccts assessment to STRATCOM
because - and this is onc of those Allied problems, they view it differently and they do it
differently and they have ditterent lincs and different red lines and it just made sense for him that
an 10 team would do strategic communications. IHe had no idea what our real capabilities or
lack thereof were. So I was a bit at a loss at first.

The other problem was when am I teaching the Afghans? Where are they? Okay,
let me at them. At least I can start socializing and getling to know the students and seeing what
their capabilities were. “Well, we don’t have them yet. They’re not actually going to show up
till the new Tashkeel, which is at the solar ncw year which is going to be sometime around the
17" of March,” ct cetera, ol cetera. So there I am with a team ready to go with a change of
mission and that led me to actually volunteer to do the help work for the DVs and the CODELs
and it was very much sctting up chairs and doing this background information and doing behind
the scenes things because I was really trying to interdict before 1 could get tasked to do
something that would be worse, honestly. There we were, five guys, three NCOs, two officers
without a whole lot of function. We could only play it so long that we were planning the course.
And they knew our capabilities as far as our ability to plan and sort and make things happen. So
[ said to Colonefb)(3), (b)(§)I'll be happy to come and help you do these things and set this up and
that’s when we had the multiple conversations about what was appropriate and what was not
appropriate, et cetera.

Q. Okay. The other members of your team, Scrgeantp)(3), (o)epnd Sergeant(v)(3), (b)(6)
and Sergeant (b)(3), (b)(6) Majotb)(3), (b)(6Mid they sharc these same concerns with you?

A, Well, Majow)(3), (b)(eyvas absolutely adamant that this was a dumb thing for us to
do. She absolutely was.

Q. Which was a dumb thing to do?

A, For us to get involved with the DVs and CODELs and things. Our relationship,
as is obvious [rom the investigation, is very close. And by very close, I mean not improper, but
she is very much serves as my conscience in many ways. [’m the out front guy and when you
talk to her you'll see that I do all the talking and she does not. She’s the brains behind the
mouth. And she was (rom the very beginning saying, “Hey. look, this is a bad idea. We're
going to get in some bad things herc. We're crossing areas that we should be staying away from.
We should be focused on our mission,” et cetera, ct cetera. And because of the other things we
had going like the Afghan book and the training itsclf and because of her background as more of
a behind the scenes sort of person -- and by the way, she spent about two years at First 10
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Command, working CNO and working at the ACERT-SWA or ACERT and the ARCERT-SWA.
So I relied on her to continue to march on that path and I kept her pretty much focused on the
pure IO, preparing for the classes, working on the book, working on other projects that we had
going and she didn’t really cross over too much into the DVs and CODELs. Master Sergeant

(0)(3). (b)(6) he was the guy that T focused on the DVs and CODELSs and he’s the one who did that
for the most part. I showed them what [ wanted and wherc to go. He did the Google serub and
he put together the rough draft of all the products we got together and 1 went through the scrubs.
Sometimes on one or (wo occasions he briefed because we had conflicts or whatever, but lor the
most part he prepared the packets, [ would edit and then provide.

Q. Okay. Back to training. You said you received the 10 training online and in
Vermont?

A, No. The Vermont Guard is responsible for doing the National Guard and Reserve
Training. Ilaving said that, the training is done from Leavenworth

Q. Okay. Po)B). (b)(©)

Al [t is their curriculum. It is the exact same 4=+ [phonetic| and, in [act, in that final

two weeks we go through the same oral review boards -- it's probably one of the only courses in
the Army that does an oral hg; 3). (ogre You sit for an hour much like this. So it’s the same
standards and they perforlnﬁg pivuy cqually. And I would ask you to go to proponent and you
can get your opinion on how we as correspondence lolks do versus the in housc guys,

Q. Have you had Psychological Operations training?

A, Yes, sir, [ did. Itook the -- and let me define that because this is one of those
things that went wildly out of control in the press. 1'm not a PSYOPer and never have said I
was. | respect what they do and ['ve worked with them and ['ve been around them. In addition
to what you learn in FA30, which is really sort of the theories and some of the techniques and
how lo plan for, integrate and synchronizc and use PSYQP from a macro level, I took the first 10
coursg class which is an ATRRS course, in residence, 40 hours, at Belvoir on this side of the
river, actually, just before [ deployed. Me and Master Sergeanyp)(3), (n)(eywent through that
together. So not only do we have what's included in the FA30 but then we had a little bit extra.
And I'm going to give you an analogy here and again certainly go back to proponent and see
what they say, [ was a stockbroker. I was a series 7 stockbroker. I had to study for four months
to pass the exam and il was probably one of the hardest things I cver did. It was excruciating.
And all that exam taught me was not how to make investments or plan for investments or
anything about strategy or advice. All that exam taught me was what not to do to go to jail, It
was all [ocused on making sure you didn’t cross those lincs. Clearly I’ve not been to the PSYQP
course. But I’ve been around enough PSYOPers to understand what they do and what they lcarn
and my understanding of a lot of what they get and what the PSYOP planner’s course gave me
before I deployed was PSYOP is all about the rules. The PSYOP course is all about the rules,
what not to do, how to get the funding, what the proper lines of funding are, what you can use
this funding for versus what you can’(. And ccrlainly there are the techniques on how to do it,
but a huge chunk of it, if not the bulk is what are the red lines not to cross because they are very
averse to -- I mean, they will tell you “We will go to jail if we do that. Ican’t do that.” They are
not afraid to tell you that at all. That’s not what we get in FA30. We rely on them to tell us
what’s legal and not legal and how to make it happen.

Q. Yecabh,

A. We're sort of the “lley, this would be a great idea if we did these things and what
i we told this guy these things and made that happen.” So from MILDEC, which doctrinally |
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don’t think of that as Psychological Operations, but being realistic, of course it is. You're
decciving someone. You're playing with their head. And that’s another quote that was used out,
And between what we got through the PSYOP integration and planners course and what we
lcarned through FA30, yeah, and just because my own background and working with people and
doing salcs campaigns and working on those kinds of things, I'd say we probably have an cflect.

Q. Did anybody ever ask you or task you to do Psychological Operations against any
of the visitors?

A. Absolutcly not,

Q. Did anybody ever ask you to deceive any of the visitors?

A. No, sir.

Q. Okay. Your training at CRC, that’s mostly individual training. Did you receive
any unit training before deployment as a unit someplace?

A Not really, no. And that is an object of debate right now in this building with
Colonelb)(3), (b)(6) There isn’t a one standard what is -- what makes an FST deployable.

Q. Ycah.

A, And we’re working on that. Clearly we’re a dilferent kind of thing. We don’t do
checkpoints. Seldom do we leave the wire, certainly in a tactical formation. And big Army can’t
figure out in which box we fit. What we did do, we went through a number of these courses Jike
the military deception and the PSYOP planners and the Mirror Image course which was
excellent, probably one of the only things we did that remotely looked like team training and
then there was a couple of other things we did and other people did different courses throughout.
That was really the semblance of our team training and just an awful lot of sitting and discussing
and going through our own drills and figuring out how we were going to do things. But no,
nothing formalized really.

So when did you arrive in Alghanistan?

15 November 2009,

And when did you leave?

I think our last day on the ground in Bagram was the 29",

of?

Of September, I'm sorry.

29" of September, 2010.

Yeah, we left theater, Kuwait, I think the 3%

And when you first arrived, who was designated as your rater?

. We arrived as NTM-A was standing up and as Colonelp)(3), (o)(6)the CJ-5, was
leaving and being replaced by Colonel  (b)6)_ . another British olficer. So we kind of fell
into limbo at first. (n)(3), (m)(6) * clearly wasn’t going to be our rater because he was there for
maybc a week and then gone. Colonel (b)(6) *was initially identitied as our rater and under
whom we would fall for both admin and tactical control. But in January when -- and at that point
[ didn’t know who my senior rater was going to be because Coloned)(3), (b)6yvas short time, |
think he was going Lo leave in 30 or 60 days and it was all in flux. I:I&;)(é)y o going through a
massive reorganization down to the dircctorate level and that’s just e poin uf record. It
doesn’t look anything like it did when we got there in November.

Q. Yeah,

A. So [ honestly didn’t know from a rating point of view for a very long time who
was going to be my rater. When Colonelb)(3), (b)(6)eft, it was mentioned that it might be the chief
of stalf or it might be Dr. Kem. When Colonelp)(3), (b)e)ame on board, it waffled back and forth

PPrR>0>0>0

>
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for a time between whether it was going to be Colonel (b)) , the British officer or Colonel
(b)(3). (b)(6) But he was a short timer as well. We knew he was going to leave in July, so when was
the OER going to be written?

Q. So you weren't given a rating chain description?

A. [ 'was given at onc point a proposed rating chain that -- and this is going from
memory -- that had Colonel (b)6) as my rater and then I don’t remember who was my senior
rater. It might have been the incoming chicl of staff, Colongb)(3), (b)6)But it never even said
final. [t was just this kind of our ideas of how this is going to work out.

Q. Yeah. So you didn’t have an arrival discussion with your rater and/or senior rater
about what your job would be?

A. I had an arrival discussion with Colonelp)(3), (o)(6who had generated what our job
would be.

Q. Yeah.

A I had follow on discussions with Colonel (b)6) . And they were both adamant.

“Your job is to train the Afghans. You are here 1o do that.” Then when Colonelb)(3), (b)6)came
on board, it was “1 don’t want you to stop training the Afghans, but [ want this too.”

Q. Who said that?

A. Colonelp)(3), (b))

Q. Okay.

A, Ile never said stop training the Afghans at all. And in fact, we conducted a
training class. The only time that we -- we stopped training the Afghans in June, late June,
maybe right around the Junc/July timeframe with the month change. And the reason we stopped
training the Afghans were one, becausc Coloneb)(3), (b)(@ut out a memo, we don’t do 10, we do
IE. But more importantly because the Public Affairs had been amped up cven more. They now
had 30 some odd bodies and they had a very robust Afghan training program that was really
morc appropriate on macro Public Aftfairs and they had a (GS-15 that was honchoing that. And it
was really a conversation between me and him saying, “Look, I'm not adding anything to what
you're doing. I'm certainly here to support. But the poisonous atmosphere that I’m a part of
now, I don’t think it’s helping out.” And so it was really more an agreement between gentlemen
than it was anything coming down from command. And that’s, by the way,  (b)(3), (b)(6)

And | think he’s on the ground there still and he’s absolutely someone you should talk to. B3-E-
H-K-S-M-A.

Q. Did you ever hear General Caldwell say up until the time I think you just said
Breazile told you “We don’t do I0™?

A. No. And [ didn’t sayb)@), (b)6)teld me that, either.

Q. Okay. Clarify that.

A. The only time that I saw anything or heard anything that said we don’t do 1) was
the memo that Colonéb)(3), (b)@roduced on the 15" of June, well after all of my problems were in
[ull swing.

Q. Okay. So that was the first time you heard somebody say that?

A. Mm-hmm.

Q. Okay.

A, And I'll note, by the way, and [ know this has been out there in the press and the
counter-claims, et cetera, that they said, no, your team was broken up -- my OER says “10 FST
Chief” and my duty description says “Information Operations Cell that does these things and
coordinates with.”
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LA:  Would you be willing to give us a copy of that?

WIT:  Absolutely.

MZ: And [ mecant to bring it with me and [ neglected. 1 will email it to the colonel and
yourscll.

LA: It would also be helptful, I know you said you’re Military Deception trained ----

WIT: You want to see the certificate.

LA:  Some of these classes, the 10 class, you know, it’s not like I guess we can’l pull
an ORB for a National Guard officer.

WIT: T'll provide you the 1059 or certificates, [ can’t remember which - [ know the
diploma I have for 10 school | can’t even get onto a scanncr, it’s one of those massive things.
But I have the 1059. And the diplomas that I have for the MILDEC and the PSYOP integration
course.

LA: It would be helpful just to layout just ¢xactly, yes, this is what he's got.

WIT: Absolutely,

LLA:  Thank you. And you mentioned a- (b)(3), (b)(6)

WIT: (b)(3), (b)(6) . G8-15.

LA:  And can you spell his last name again?

WIT: (0)@3), 0)6) . He is due to leave theater shortly,

LA:  And what was his job?

WIT: I can’t give you the actual title, but he worked in PA. He is a PA and his job was
the training coordinator if you will for the Mol and MoD on PA. And he came in May or June.

LA:  Okay and his relevance to this investigation would be?

WIT:  His relevance to the investigation is first off, he can tell you exactly what | was
doing [rom the time he got there moving on and whether | was doing 10, Public Affairs,
whatcever and he knows what the difference is. Sccondly, he knows the atmosphere and speak to
-- whichever ways it goes. [ mean, he and | have not discussed other than we had a working
relationship. And then I think he can give you some really good indication, because he was as a
GS-15, he was included in some of the internal discussions within the staff, the inner staff, he
can give you some indication of what their mindset was on 10 versus PA versus IE versus the

alphabet.
LA:  Okay. And Colonel (n)e) is a British officer.
WIT: Right.
LA:  What's his first name?
WIT: (0)6)

10:  Yousaid he was the J-5?

WIT: He was the CJ-5 when I first got there for two weeks.

[0:  And then replaced by (b)) ’

WIT: Correct,

[0:  AndT believe we've -- I can’t recall his name at the moment, but (b)(6) * was
replaced by another ----

WIT: No, but [ think you may be thinking ol Colongl (b)(6)

[0: (b)) . yecah.

WIT: Colonel (0)6) | essentially replacedn)3), (p)@immediately after the illegal order.
Colonel(b)(3), (b)(6y- I think he had said that he got on the truck to go to Bagram. When he came
back he was no longer the Strategic Communications director. Ile was kind of just the

INITIALS OF PERSON MAKING STATEMENT. (b)(3), (b)(6) 'AGE 25 OF 76



D~ NS W

bh-b«b-hahwwwwwmmwwuwwwmmmummm
mmhmmp—tcmmﬂchmhu.-mn—aOmoo-dmmhwm»—lo$'észc“\m‘;$:EB

Page 26 of 142
EXHIBIT Q - DAY 1

mouthpicee, the front man. Colonel (b)(6) came in the interim and he was the one who
actually signed my OER and took charge of us for most of the end of the time.

LLA:  Soare you saying when Colonelpb)(3), (b)6went on R and R?

WIT: Mm-hmm,

LA:  And then he came back and then he went to a different job?

WIT: is job changed. He was more just the guy on camera, the mouthpiece, vice the
director for Strategic Communications.

10:  Okayb)@), (b)@ou want to ----

MZ:  Sure, and it | could general, let me swing back around when you had some
comments ang)(3), (h)@jas also talking about Captain)(3), (o)@nd the JAG and you asked questions
about whether he thought there was anything appropriate or you should encompass in your
scope. I could imagine fromp)(3), (b)(@on-lawyer perspective that when he thinks he’s reaching
oul to the lawyer, that maybe therc’s some onc on one relationship.

I0:  Yeah,

MZ:  But certainly - unfortunately, I've never been in the military, though I represent
military folks all the time and I would have seen that he was there just 1o give legal advice on the
operational side.

LA: Right,

MZ:  It’s not a relationship and we’re not saying therc’s a relationship from a privilege
standpoint. [ don’t get any sense that his communications, when he responded back, including
others would have been anything inappropriate. Now, whether or not there’s something within
the system that he did or did not do, I don’t know. None of that struck me. And when I was
referencing the nature of a privileged conversation, I'm actually talking about Captajmy(3), (b)@he
senior defense counsel.

LA:  The TDS counsel, right?

MZ7.:  Yeah, not Captain)(3), (b)(@Right. Not Captaitb)(3), (b)(6)

LA:  Right. Because clicnt confidentiality attaches to TDS and legal assistance ----

MZ7Z:  Right.

LA:  Butnot to the command attorneys of which Captaigy3), (o)@jas onc.

MZ:  Exactly. He's giving the advice from the policy perspeclive, the legal perspective
for the command or whatever the structure is as to whether that order was lawful, not that he
wasn'’t there to protect you [rom it, even though you might be asked — it may have the same
effect from the two. So I don’t facially, paperwise, see anything wrong from that perspective.
Then the next serics of emails includes Commander (b)(6) -- it’s all the correspondence going
back and [orth with the JAGs, from Majot(b)(3), (b)(6) Wing Commander (n)(s) , then through)(s), (b)(6)
up through Capta(3), (b)(6)And so this packet - once Captaih)(3), (b)ifad indicated to Commander
(b)(6) and cc’igg(3), (b)(@hat, you know, 10 doesn’t do thas)(3), (b)(eyrote back saying, “Well, you
know, thank you. I'm still under these orders so what do I do now. I’ve got your JAG opinion.
You say it’s unlawful. I"ve still got a colonel telling me I need to do it even though he’s gone on
the truck.” Captdi(3), (b)(@yrites back, and he’s c¢’ing everybody, particularly within the JAG
chain, saying, “I’m assuming Colonelb)(3). (b)(6has been advised that using IO to influence our
own folks is a bad idea and contrary to O policy.” So that’s going -- and that this is going to
change and that’s when then Captain(3), (o)(&1ls)(3), (b)jOkay. if you still think -- I've just told
you you can’t do this but if you still think you're getting pressured because everybody still
outranks me here, here’s who you go to. Go talk to Captain)(3), (b)@$ your own defensc counsel
50 you have somebody protecting you,”
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10:  Isthis Army Captain)(3), (b){6)

WIT: Captait)(3), (b)@)as Army, yes.

[0: Okay.

LA:  Okay, this is an email from Captas)(3), (o)@) Colonelb)3), (b)(elated 25 March
2010 and it is five pages long,

MZ: The next series, and this [ would have normally had said this was —--

10: (b)), (b)eyould I look at this one just a minule because this is one [ have not seen.

MZ:  Oh, absolutcly, yeah.

10: Caplaip)(3), (b)lspre says, “I’'m assuming thatb)(3), (b)(©has been advised that using
[O to influence our own folks is a bad idea and contrary to 10 policy.” T know that’s not an
official legal opinion, but he's commenting. So had you been asked to use 10 to influence our
own folks. In other words, distinguished visitors [rom the United States?

WIT: That’s how I took the order on the 22" of March and that whole conversation and
that’s what I presented(t)(3), (b)(@n that day.

I0: Do we have that somewhere(h)(3), (b)(6/he 22 March?

MZ:  Yeah, that would be the first. Number one.

10:  It’s in the first onc. Yealya), (b))

XO:  So, and I’'m just trying to understand.

WIT: Sure.

XO:  Your assertion was that it would have been okay if somebody clsc had done it but
not you because you're an IO trained practitioner, correct?

WIT: Yeah, and let me clarify that. I can’t say for a [acl that it would be okay for
somebody elsc to do it. I think it would probably okay. 1'm not a PA guy. Idon’t know what
their ethics and rules are. But I know that it was wrong [or me.

X0O:  So I'm trying to separate -- you've used the word “I0” as both a verb and a noun.

WIT: That's true,

X0O:  And people do. They say “We don™t do 10.”

WIT: Yecah,
XQOQ: Butyou're not 10. You arc an IO practitioner.
WIT: Right.

XO: Right. So what your assertion gets to is can you cver not be an [O practitioner?

WIT: And I think that’s ---- :

X0O:  Because of your training. But if I did exactly all the same things as not an 10
trained person, but all the same advice, read the stuff and did it all, it would be okay?

WIT: Again, [ can’t render that opinion. 1 mean, well, I can give you an opinion. But 1
can’t tell you for a fact that it is or isn’1.

X0O:  Okay.
WIT: 1know that it was wrong for me.
XO: Right.

10: (b)3). (b)6] see thab)(3), (b)(6email where she talks about Wing Commander (b)(6)] but I
don’t see Colonel (b)(3), (b)(6) — oh, there it is.

MZ: It may not be in -- it’s in one of the other packets where he says ----

[0:  “Directly tasked to support the IEWG and all the DV visits. 1 need you to do this
daily. [ want to be clear. 1’m sure you synch with Majoxp)(3), (b)6rach day. This takes priority
over all other dutics, cven your dutics at Mol and MoD. I expect you to attend each visit and
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ensure all details are taken care of2™ So he's not telling you specifically what to do either.
Where was what you thought to be the illcgal order?

WIT: Well, [ took that as the illegal order because -- and I mentioned this carlier -- he
was cc’ed on all the email strings withyp) ), b)(6)

I0:  Yeah.

WIT: Where she says “You need to assess the DV vists, provide [eedback and all those
types of activities here.” And when I got that from him and, again, attached lo all the other
emails and he’s at the top saying everything - as ['m reading it -- cverything that's gone on
before, you do. This is what you need to make happen while I'm gone. And that's what I took,
litcrally that exact string to Captain3), (ox@nd said, “Is this right?” And that’s him saying, “No,
this isn’t right.”” And then tclling me later on, “And if you're still getting pressure to do this then
go to your defense attorney.”

10:  Mm-hmm, But [ don’t see anything in here thal says to use 10 or any of the
pillars of IO to influence U.S. CODELs.

WIT:  Well, that is true. It doesn’t say, “You will 10 these people.”

10:  Ycah.

WIT: What he does say, and again, starting at (b)(3), (b)(6) lctter, is “need you to assess,
provide feedback,” and I can’t remember exactly what the rest of it says.

I0:  Yeah, in [act they)3), m)@epote here says, “It shouldn’t be another calendar scrub.
It needs to be a higher level discussion to better prep leaders for the information engagements.
The way we need o start has to be with an assessment of the information engagements (fom the
prior week. How did we do with our communication efforts and messaging? What results did
we get?” Again, [ don’t sec - is that what was wrong? Because I'm still trying to figure out
what the illegal order is that caus¢a(3), (b)(& issue that ruling. It seems to mc there was a jump
herc and I'm looking to fill that gap with - what they’re saying which you had said was this was
a big sea change. It was {rom verbal innuendo and verbal orders to a written order,

WIT: Right.

10:  SoI'm trying ----

WIT: When you say the word “assess” in the 10 realm, you lead into not just what
happened but what to do about it. Where you need to go in order to change or reinforce or
achieve the affect that you've identified that you want to achicve. And again going from this is
after four months of long and contentious conversation about what was going on there, when 1
read that order what I saw was, “You need to asscss, provide feedback.” which, knowing what
again going in my head, we. want to know what we have to do going lorward. And that’s -- |
thought that what I prosented 9)(3), (b)®)as pretty balanced because | gave him those words and
said, “Does this look right to you?” AfRI(3). (b)@kid, “No, it doesn’t.” So going back at this point
almost cxactly a year, it’s hard to remember what triggered ----

[0:  Yeah,

WIT: You know, and how it was specifically triggered. But, again, going from what [
write and going from what you sce there, I'm saying up front, “Look, | cannot do these things.
There arc things in here and what you're telling me on the phone and you're telling me on the
email that you want me to do that I can’t accomplish because they are illegal and crossing the
line.” And, again, it’s not just me saying that, it’s Caplaf(3), (b)(6)

MZ: (v)(3), (o)8) might be helpful, because I totally understand what the General is talking
about because, again, where you're coming from -- | came from the same perspective in the
scnse when -- this is all I had.
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1I0:  Yecah,

MZ: [ mean, I know less aboul it than many of you obviously of what was going on
there.

10:  Yeah.

MZ:  So I'm only going based on this, on the writings trying to figure out -- obviously
there’s something behind the scenes that was going on that set the stage, including from when
you look just at Major(v)(3), (b)(6) email and why I was so concerned with what the Rolling Stone
perceplion was because I came afier that. I mean, [ watched that just as everybody else going,
“Okay, what’s going on with this. What were they doing?” And what my perception was based
on the reporting, I had watched actually whem(3), (o)@nd Hastings were interviewed on CNN with
Anderson Cooper, so I'd watched all that before I came into the case. So. you know, it talks
about all right, well you had the [EWG meeting yesterday so well, anything unusual happen at
that? No. It was just the normal meeting. All right. So Wing Commander (b)6) met with her.
Well, so what did he say? He gave guidance on how Colongb)(3), (b)(@yants, so now we’re two
people removed as to what -- no mention of General Caldwell at all. And theb)@). (b)@)response
is clearly, “What is it with you people?” So it’s not just from this email. Bccause there’s no way
you'd read the ecmail and read or interpreb)(3), (b)6yesponse to be appropriate standing alone -- not
necessarily appropriate but responsive standing alone. There’s something else. So why don’t
you, perhaps, give a little bit more details on what was going on -- when you were preparing the
packages and then the packages you had no problem with, you felt that there was nothing
crossing the line. You might be going up to the line but not crossing. But then what you were
being asked or what was being discussed or asked of you or of anybody at the meetings to then
take that innocuous package of information and what was going to be done with it. Because
that’s what led up to basically you sending the string over @)(3), (b)@aying, “This is where | think
[I'm now crossing the line.”

WIT: Well, | knew what the environment of the mectings were because I°d been to, let's
Just say, half a dozen or so of them prior to Colonelp)(3), (b)6coming on board. And it was very
much this strategy session of General Caldwell and his trusted advisors. “Okay, so we've got
Scnators Levin and Franken showing up next week and where are they coming from?” and,
“What’s their point of view?” and, “Wherc have they been?” and, “I know this guy” and, “I don’t
know this guy” and, “What’s he going to want from us?” and, “What do we need to tell him in
order to get what we want out of him?” And, again, that’s perfectly fine. 1 can be in the room
for that but [ think [ start crossing the line when 1 say. “You probably want to tell him this and go
this way and here’s the effect we want to achieve.” But his trusted advisors did and, again, [
don’t think that’s a problem. If it were, then | think we’d probably all be guilty of that to some
degree. But asking me to be a part of that or asking me to provide input into that, that’s where |
started secing that 1 was crossing the line or could cross the line. So I know what Colonel

(b)@3), (b)(B)was being asked because he took that position. He took that job. 1lc was the one
presenting the packets that I now prepared and gave to him and having to answer those
questions. And I know that the pressure was there to provide an answer. “What do we have 1o
do to influence this guy?”

I0:  And the pressure was from whom?

WI'T:  Well, you can say dircctly from the General because he’s the one who we're
talking with, but it was from everybody in the room. General Caldwell has a very collaborative
style with his inner circle. Not with his outer circle but you have to remember he was given
great lceway to do by-name requests and he nulled/-- there were more SAMSters at Camp Eggers
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b)(3), (b)6)rom &.pre =~ i sa .ongressional aidgs, I think. Dr. Kem, long service
(t())(gf):t}(]cZIE 315 the s ff?q(?,)n(g@%)féﬁ &s for the 82™ Airborne. Thesc are people who had
known him and had been pulled up by him all along and as his inner circle, those were the kinds
of discussions they had, again, very collaboratively. 1 can’t knock that and | wouldn’t. But
know thatb)(3), (b)(6) as an outsider, was then being looked at as “Okay, you're the STRATCOM
guy so what do we got to tell him? What does he need to know? What do we need to do?” And
he turned right around to me and that's when the pressure really began. I’s uncomlortable
enough sitting in a room with a three star. You’ve been in my shoes before on this end of it, sir.
And having to answer those questions in that kind of environment, [t’s even more uncomlortable
Wwhen that's gelting translated down Lo you now by your boss and there’s nobody between you
and him but six inches ol space and he’s screaming and you're feeling like, “Okay, seriously, [
can’t do this. Remember, I told you I wrote down the definitions -- enemy oriented, friendly
oriented, usurp, degrade, disrupt, educate, inform.” “I don’t care, Give me what [ need.” He
wants the pain to stop and the only onc he's looking at is me. This is supposition, what I'm
going to tell you right now. T can present pretty well. I'm talking about the product. I candoa
PowerPoint. Again, I've got a sales background. I've got a Masters degree and I"ve writien
papers and [ know how to footnote and I know how to research and I know how (o present things
in a style that people will understand and agree with. I’'m a communicator. Tt’s what I do. And
I think honestly he saw well, this guy is giving me the better product and | want to take him ofl
that. He’s really good at providing product. So maybe I had these 20 some odd or however
many public affairs guys, but here’s a guy who's got stuff. He couldn’t get the stull that he
wanted.

I0:  And legally you felt like you could not do this?

WIT:  Legally, I felt when I started providing themes and messages, and that’s what he
was asking for, themes and messagcs, the theme of NTM-A is do this, the message we need to
achieve that theme, the effect we want to achieve is - that is, | mean that is 10. That is IO.

10:  But non-10ers can do that?

WIT: Yes, for adifferent end. For a different end to a different audicnce.

I0:  Fora different end meaning? Different audience meaning?

WIT: Educate and inform. Influence, distupt, degrade, corrupt, usurp.

[0:  Butlthink you alluded to carlier that there isn’t a bright line between influcnce
and inform and educate.

WIT: Ithink now we're getting into theory as opposed (o doctrine and law. Gosh, yes.
[ mean, really, when you educate and inform, you educate and inform them to what end? And
that is a huge matter of debate. Because the obvious answer is anytime you tell anybody
anything you want them to do something with it.

[0: Right.

WIT: Wril large -- and this is really opinion now -- writ large, 10 is lcadership. Or 1O is
leadership writ large. 1t is about influencing people to do what you want them to do. good, evil,
whatever, it’s leadership. But doctrine and law and policy have not caught up with that and
doctrine, law and policy have not caught up with the information age in which we live. And
Lieutenant Colonely)(3), (o)@loesn’t get to interpret that on the battlefield. And I don’t think
Lieutenant General Caldwell gets to interpret that on the battlefield. We have to live with the
instructions we have and certainly I do. And that prompted the question -- and you wanted to
know about risk, I mean it speaks o risk. If we do this, what lines are we crossing and what 1§

then probably there arc at Leavenwo “mvisthey all ' mefrom a previous life. Captain
e, ) 3), (ot \
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going lo be the effect? At first when it was just cdging on the boundaries of legal or illegal it
was, is this going to look good if this comes out? If Michacl Hastings comes and visits and finds
out that he’s getting spun by an IO guy, what’s he going to do? Is he going to question the
credibility of the command? Will it taint the credibility of this command going forward? And
why would you do that? Remember, I was a stockbroker. Risk versus reward. I can give you a
high octane investment but il it crashes, it’s going to crash hig. OrI can put you in municipal
bonds and you’ll make a tax frec investment for the rest of your life and you’ll never get rich but
you aren’t going to be poor, Why would we have incurred the risk of putting somebody like me
-- I mean there’s only really at that point two of us working on what they wanted to do when
there were certainly two other people on staff clsewhere doing anything that would not have
incurred any risk whatsoever?

10:  But short ol having(3), (o)(bying this 1o your attention, it seems Lo me like cach
time we have talked aboul this today it comes back to perception, not law.

WIT: No. The only reason I bring up perception ----

10:  And it could be just as important except you won’t go to jail necessarily for
perception,

WIT: Right. And I guess the reason I keep coming back to perception is becanse
remember this was a crescendo ol events. I{’s not just suddenlyp)(3), (o)6fakes charge and I'm
being asked to do illegal stuft. It’s “I want more. I want more. [ want more. | want more. 1
want to feed the beast.” So as it slarts in the carly days in January up to about the 31* when I
had that screaming match with him -- well, not a screaming match, he screamed, 1 didn’t - it is,
this is really dumb, this is going to look bad if this gets out, we really shouldn’t be doing this.
You know, I'll do it for you. I'm providing you what you ask, but you’re starting to ask me
things that I'm really uncomfortable with and if'it does come out -- there are many occasions
when | was at the flagpoles, at the vehicle -- you know exactly where I'm talking about, I'm sure
you’ve been there ----

[0:  Mm-hmm.

WIT: Opening the door, “Hi, nice to meet you. Here you go. Welcome in. Let’s go
back to the room, the swamp or the other place.” If [ was recognized for what T was by a press

guy -—-

[0:  Yeah.
WIT: The question would be “Why are you doing this?”
[0:  Yeah,

WIT: That’s the perception part. Okay. That’s bad cnough. The worst part is when it
starts gelling on the illegal side and that’s when I had to dig in my heels and say no.

[0:  So was the request or the order, whichever ----

WIT: Ilowever you want to look at it.

10:  Towever you want to look at it. It was a task. Was the task illegal? Ordid it, in
your mind, become illegal becausc they were asking 10 to do the lask?

WIT: It was -~ the short answer is I viewed it as illegal becausc they were asking 10 to
doit.

[0:  Okay. Clear.

WIT: From a very personal perspective.

I0:  Yep. Clear.
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LA:  Sir, if I could make a recommendation that maybe we catalog the rest of the
documents and then maybe take some kind of a lunch break, a working lunch where we could
read over them and then come back and maybe start talking again.

WIT:  P've got one ®)3), (06X [ could and subject Lo your approval on this, obviously,
do you have the one to Colongl)(3), (b)@®)---

M7:  Yes.

WIT: That I write to her saying, “Here’s my understanding”?

MZ: Yes, that’s the last onc.

WIT: And ['m going to ask you to take a look at this becausc it speaks to my mindsel at
the time as all this was happening.

10:  Yecah,

WIT:  And my understanding of where we'd come from.

I0: What I'd like to do, based on your recommendation, what I'd like to do is I agrec
with listening to whatever you want to present and taking a break and then I think it’s going well.
You're talking, showing me what I think you want to show me, telling the story and I'm getling
to ask questions to clarify things so I think that’s okay. It’s taking a long time, but I think it’s
okay because it’s helpful to me.

MZ:  So I'll do that. I think that makes a lot of sense. And then you can go through
cverything and so if there’s something you hadn’t seen before, you can come up to speed. This
next set, the only thing that’s new in here is now that -- now we’re five days after the whole
thing has started with Majob)(3), (b)(6) the emails starting the process. This is an email thet(3), (b)e)
sent to Captain(3), (b)@nd cc’ed Captabys), (pydasically saying the same thing he had told Scott
and then forwarding everything so that Captain(3), (b)@&new what the context was.

I0:  Thanks.

LA:  Okay, let’s say number 7 is Licutenant Colongb)(3), (b)6)to Captain)(3), (b)slated 27
March 2010 and it is six pages.

MZ:  Now, the next sct is particularly interesting and you might have come across it
because it still goes through(b)(3), (b)(6) system. When he sends to Captaim)(3), (b)the history,
Captain(3), (b)(sgnds the information to his boss, Colonel (b)(3), (b)(6)

WIT: No.

MZ:  No? I read that wrong?

WIT: Yeah. Captajg)(3), (b)@yid, “I think we can short circuit this. We can come to
some understanding. Iam going to send this to Colonel (b)(3), (b)(6) who was the chicl JAG.”

MZ:  Yes, sorry. For(p)(3), (b)(6)

WIT: In CSTC-A.

MZ: Yeah.

WIT: And so that’s him sending it to(b)(3), (b)(6) saying, “Sir, here’s -- what’s the deal?”

MZ:  Sorry, my mistake. Apologies. So he does that and he sends -- and this is Captain

(0)@3), (D)(Ekmail to Colonel(b)(3), (b)(6) saying “Look, see the chain of this email that’s been going all

back and forth.” He's not an SME in the area but he doesn’t believe it’s authorized from the
directive either, from what he’s seen. And whatever the right answer is(b)(3), (b)(6)s in a difficult
position. Can you advise whoever is in (b)(3), (b)(6) stead, because(p)(3), (b)65 taken off, on the
legality of the COA so thaty)(3), (b)eknows what to do. So the wholc notion -- I think that’s very
important -- and you’rc getting at a lot of it, obviously, where there’s -- there really is a lot of
confusion about where the line is and having -- especially it’s more difficult with us as lawyers
because onc word can mean completely different things in a different context. Sort of whal(3), (b)(6)

INITIALS OF PERSON MAKING STATEMENT (b)(3), (b)(6)PAGE 32 OF 76



Page 33 of 142
EXHIBIT Q - DAY 1

1  issaying. What “assess” means to him may mean something dilferent to the Lieutenant Coloncl
2 and [ orto you guys as infantry or whatever it might be. But it’s now going around to a whole
3 host of people who are in different positions, not only JAGs who are in different positions as 1o
4 what their responsibility is, but also non-lawyers. And everyone is then reviewing it on their
5  own and sccmingly coming to a similar position, whether legally or policy, you can probably
6  debate as to why they decided it, but eventually there's a meeting of the minds as you’ll see and
7 probably already know. So then -- what’s Colonef)(3), (b)(6) position then?
8 WIT:  Well, it says Deputy Staff Judge Advocate.
9 MZ:  So maybe he’g)3), (b)@oss. Is thap)), (b)@poss?
10 WIT: No, he would be with Colonel(b)(3), (b)(6).
11 MZ: (b)), (b)(6), okay. So he writes back to Pond saying, “We're going to get with
12 (b)), (b)e)and we're going to ensure that no rules are violated. And I think this is just planning
13 ahcad to ensure the command meets the needs and interests of the DVs.” So again, no one's
14 trying to do anything wrong. Maybe we just got to figurc out if there’s something problematic
15 with having thesc folks do it. And them(3), (b)@)rites back and says, “I think we’re going to be
16  okay, but keep this because this is your get out of jail free card if anything ever goes south.”
17 WIT: It literally says that.
18 MZ:  Yeah, it literally says that.
19 LA:  Okay. It starts from Captagm)(3), (0)(8) Coloneb)(3), (0)(6) 27 March 2010, subject:
20 10 Legal Question™ and it is seven pages long.
21 MZ: Now, this onc page document ----
22 I0:  So just to be cleasys), (blds telling yow)(3), (o)@p hang onto this because this could
23 be your “get out of'jail free card” meaning?
24 WIT:  If somebody comes back on me, “Iley, y’all told me so.”
25 I0:  Yeah. Okay.
26 MZ:  Now, scven or eight days after this whole thing started, it seemingly ends with

27 these two emails which are a little bit confusing because you’ll sce Captais(3), (o) notifying

28 (0)3).(b)(® “see below” which is an email exchange between Majorb)(3), (b)), Captabi(3), (b)@nd

29 Colongh)(3), (b)(sput the dates are completely wrong and the time -- so Captaith)(3), (b)(6kmail to
30 (b)(3), (b)(ds March 29" and he’s somehow forwarding an email that’s dated March 30“‘, so go tigure
31  that one out.

32 WIT:  I'm thinking just frictions of war and servers crashing and doing strange things. 1
33 can’taccount for it.
34 MZ:  But beyond that, the chronology is the top one is above the bottom one, so that’s

35  the time scquence and it’s gone full circle to Majog)(3), (b)(6) where it had started, saying “We’ve
36 clarified here” and again, you’ve probably seen these things, but “We’ve clarified the order and
37 no, this is not what we’re tasking(3), (b)(@p do. Ile just needs to do this. This is totally fine. And
38 now if you refusc to do that, you’re at your own peril.” The samec thing | always see in my cascs.
39 You're at your own peril now if you don’t accept this one. Okay, you were told those other ones,
40 ycah, your get out of jail free card. That’s an unlawful order, no Article 92 problem, but now

41 we’ve clarilied it and you're ostensibly on board with it, which he totally was which you’ll sce in
42 the other email, so one week or so later everything is fine.

43 WIT: And just to note, one thing that confused me about that one is that it’s addressed
44 (b)(3), (b)Gpnd I thought it was to me and [ hadn’t gotten the email but then I realized it was to

45  Captain (p)(3), (b)(6) - ‘
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[0:  And so with this clarification or something elsc at this point, you’re now
comfortable that you and the tcam can do what you’re being asked to do?

WIT: And | can show that.

MZ:  Yeah. Final email to have to give you to you is essentially about two weeks later

LA:  Onesccond. This is Captaim(3), (b)® Colonefo)3), () @6ydated 29 March 2010. It’s
number nine and it’s one page.

MZ:  Approximately two weeks later Colongd)(3), (b)ewrites in relation to where she had
been cc’ed when the whole thing started, “Did you receive an answer?” and just “How arc you
all”” A good T'exas statement. Al (3), (o)@ysponds back with, essentially, an Aller Action
Report. Saying, “Yeah, you know, look, everything has been “clarified” and we’re just moving
on and everything seems fine. There’s an IG audit coming shortly and I'm going to tell them
what all happened here so that they know what happened, but we’re procecding on mission.
(b)(3), (b)(6) gone or is on lcave, cverything is fine and then, you know, I'm sick because some bug
got me, we’re doing this.” a bunch of personal stuff too. But basically from a mindset
perspective saying, you know this thing has been taken care of. And ironically, which we’ll go
into after the lunch break, so the day he sends this saying everything is fine is the day the 15-6
gets initiated.

LA:  Email from Coloneb)(3), (b)6to Colonghys), ()ef April 2010. It’s number ten and
it’s five pages long.

I0:  Okay. And at this point you did not know about a 15-6? No one had talked to
you about it? :

WIT: No. Wc did not know about a 15-6 until about three or four weeks into the
investigation when we were just called in and just kind of read our rights out of the blue.

10: By whom?

WI'T: Coloncl (b)), (b)(6)

[0:  Okay. Okay. Anything else Mark that you want to present now?

MZ:  No, sir.

10:  Okay. All right. Why don’t we take a 30 minute break.

LA:  Sir, | think that’s 4 good idea.

[0: 20 or 30 minute break. Let’s say 30 and then we’ll come back in here.

[The interview recessed at 1232, 9 March 2011.]
[ The interview reconvened at 1308, 9 March 2011.]

10:  I'd like to ask you to summarize. You talked about this crescendo. 1 you could
summarize when you think the crescendo started and just sort of walk chronologically to the
point of the 15-6.

WIT: The very first congressional delegation or DV visit that 1 was engaged in was a
Laura Richardson, Representative Laura Richardson, from 1 think Long Beach. She brought a
couple of Texas delegation folks and about five or six different congressmen, and 1 want o tell
you that was--it was just before Christmas, so the 18th/19th of December, that timeframe. And |
think they assigned it to us mainly because we were a bunch of Texans, and they were a bunch of
Texans on the delegation, so they just kind of rotated around. But we did a good job with it and
we provided the boss what he wanted--we provided General Caldwell with what he wanted as far

*
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as bios. They didn't have to come back and ding us on a lot of additional requests for
information. So we were identified fairly early as being capable of scratching the information
itch. 1t went pretty quickly from me being just providing that background to then setting up with
General Caldwell in the press bricfings and the DV briefings and saying, “Okay, here is who
we've got coming, sir. Here is what their thoughts are, ct cetera, et cetera, et celera;” my two-
minute elevator specch on what he needed to be thinking about and what he needed to focus on
as far as just to these people were.

LA: When did you start--you said you were with General Caldwell?

WIT: Yeah.

LA:  Right next to him. When was the first time that that happencd?

WIT: | know I was there to prepare him for McCain and Lieberman, and I know [ was
there to prepare him for Franken and Levin. [ think [ was there to preparc him for Steve Israel, 1
know that [ was present in all of those bricfings. In other words, I was sitting behind him taking
notes when he actually met with those delegations. And I remember that because I remember the
personalities because they were interesting to me.

LA:  When you say "press briefing," what do you mean?

WIT: We had--obviously belore he met, before the delegation arrived, we did a
preparation scssion for him that usually was an hour or so kind of depending on how much time
he had to prepare for it. And that is when [ would present my bio summary sheets and herc is
who's coming and here is what positions arc and here is what their--what they are coming to do.

LA:  Okay. Who is typically in that meeting with him--you and him?

WIT: 1t was a rotating--it was a fluctuating group of people, not rotating. It was a
fluctuating group of people but certainly Dr. Kem was almost always there, certainly Captain

(b)3), (b)(e)was almost always they are.(b)(3), (b)(6y-actually this was beforgp)(3), (b)(6)came on board
and I cannot remember his cxccutive officer’s name prior tv)(3), (b)@nother Lieutenant Colonel
that lelt very shortly. The Chief of Staff, (b)), (b))  at that time, was usually there, and
(0)@3), (b)(©6) , Lieutenant Colonel (b)(3), (b)(6) who was actually in the position of public affairs
officer, was usually there, and Licutenant Colonelb)(3), (b)(6)-1 cannot remember-- (b)@3), (b)6) -

(b)@3), (b))  was usually they-are, ™ ° t?ain it kind of depended on availability and time
and everything. th r&)3). 0)6)

LA:  And so what were you going through with him? What products?

WITh)@3), (b)ehuld prepare the bricf that he was actually going to give and would go
through the notes on what was there. [ was preparing the personality profiles. Who were these
people? Where were they coming from? What had their positions been in the past?

LA:  And when you say "personality profiles”, you mean bios? Is that another word
for it?

WIT: Bios, yeah. Probably more extensive than just the bio giving some indication of
what their views on the world were. For instance, there was a lot of discussion about Franken
becausc he was the new senator and because, obviously, he has an entertainment background. So
there were a [ot of concerns.  You know, whal--is this guy serious? Is he not serious? You
know, is he going to make a joke out of this? Thosc kinds of questions aboul him. And that was
usually ficlded by the field or on the table. That's where I began to see that what they really
wanted to know was how is it that we are going to get our message across to them, and, again,
that's perfectly reasonable. That's what any senior decision-maker would want to know.

LA:  And at that time were you involved in getting the message across?
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WIT:  Certainly people were asking me the questions, and I usually just kind of foisted
them ofT and tried to be as politically sensitive to—you don't want to sit there in front of the boss
and say, no, I'm not going to do that if you can get away with it--if you can get away with not
saying that sort of thing,

Very soon Colonelp)(3), (b)(6)teok over. Again, let's say the second week of
January.

LA:  Allright. So you were doing this right-scat-right almost with General Caldwell
from the 18th of December----

10: It wasn't a right-scat-right. Let's 1é0(3), ()@nish telling me about the chronology.

WIT: So it was me showing up for my half-hour or hour of time in that meeting and to
present the information that 1 had, answering whatever preliminary questions on who these
people were, and then letting the conversation go on around about how we are going to present
the message and move on. A lot of it was taken up with (b)(3), (b)(6) because (b)), (b)) Was
the guy with the message)(3), (bjyiot an 10 guy. He was part of a commander’s--1 can't
remember what they call it--the commander’s initiative group. It's basically an internal think
tank. A@i3), (o)@puld say, “Sir, this is what we want to talk aboul numbers-wise, et cetera. Here
I1s the message that we are getting out.” And that is perfectly fing)(3), (b)did that.

Colonelp)(3), (b)(6)takes over, let's just say three weeks or so later, and he begins
going to those briefings insicad, and he begins taking those briefs. And I rapidly extricate mysel(
out and just--and provide him the backgrounds. Colonely)3), (b)(6pegins asking me for the
information that is being asked around that table, "What are the messages? How arc we going to
influence? [low are we going to influence? How are we going to influence?” And me saying,
“l can't do that.” So there is constant verbal pressure along ----

I0:  When you say "influence,” you--did he use the word "influence” or was it sort of
a summary word you are using for the questions he was asking?

WIT: I cannot recall if he ever said "influecnce" or not. In my mind the intent was clear,
This goes on, again, 31 January or so, we have the meeting in the Rose office, the Rose House

(b)(3), (b)(6)

counsel room or conference room in Colonel (b)@3), (b)(6) office. And he is screaming at me. "IL» o s o

[ say you are not 10, you are not 10, HfiTisnettegnitisnotlegal " That goes on--that actually o 4 u

seemed to calm things down. It is almost as if--and | am going from memory here--there seemed b0
to be kind of a Iull and it may have been a lull in visits. There may have just been a natural break ~°~ '
in the order of people coming through. I don't remember. But, obviously, by March, things were
picking up again, and I was beginning to get more and more pressure.

The other thing that was happening by March was that’s when I got my Afghans,
that was when I was really preparing to do the training and in the final stages of* “I can't ignore
this anymore. If T am going to train Afghans, they are here, and I need to have class, and [ need
10 do the arrangements [or spacing, et cetera.” And I had always thought because of the
“arrangement(” that | had with Colone{b)(3), (b)(6) the previous Chiel ol Stafl, was that once the
Afghans came on board and once the public affairs people started picking up and getting more
people that I would be cut loose to do what they told me my mission was which was to train the
Afghans. So this order on the 22nd, I was--kind ol a return back to that pressure that I had been
getting throughout January, and I guess the first part of February or up to that point.

And remember I had--no, you don't know this. Carly March, the 5th of March, 1
had been tasked to prepare a brief for General Caldwell for his presentation to the Royal United
Services Institute British think tank that he presented to them the first week of March. And it
was a fairly straightforward--it wasn't an 1O thing. It wasn’t me--it was just me printing up a
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slide and presenting numbers on training and that sort of thing that he could use. But why I got
tasked to do it I thought was kind of interesting but it wasn't that big of a deal. But I was still—
that just shows that [ was still engaged in these prep scssions.

So the 22nd of March [ get this e-mail from(p)3), (b)(6)it clevates, “Colonel

(b)(3), (b)) says you will do it.” T take it to JAG. JAG says, * {9n(3), byt kosher. Don't do that.”

JAG reiterates again in another e-mail and directs me to i+ (b)(3), (b)(6) . negotiates, I guess is
the term perhaps, with the ISATF' Chief of Staff, and they clarify the order which in my mind is
we are taking out the influence parts. "I'll tell you what they did. I'll tell you what they said
when they left. 1 am not going to give you my opinion of what you need to do moving forward.
Here are the facts, again, straight out of Google." Now, we did that. In fact, Majqp)(3), (b)eeslid
that. She presented that for a couple of weeks that that went on.

Colonel (b)(6) 1 came on board because--well, I don't know why because--but he
replaced Colonelo)(s), (b)(8)as the Strategic Communications Director, and he took us under our
wing--under his wing. Colonel (b)6) | was a British 1O trained officer who understood the
legalitics and understood what we were doing and was a huge proponent for us working with the
Afghans and us continuing to work on influence operations through the Afghans and actually
getting things done. About the time he came on board, and I can tell you the date but I would
have to go back into my notes and e-mails, we got called into Colonel (b)(3), (b)(6) office and
informed that we were under investigation 15-6 for potential violations of civilian clothes policy,
going off-post policy, and that is really it. Majom)(3), (b)(eyas told she was being investigated for
drinking off-post. I was just informed that [ was--told that it was just the civilian clothes thing.
But it was kind of shocking because we had never, ever hidden the fact that we had gone ofT post
or were going off post or wearing civilian clothes. As early as--and I know this goes back and
forth and I'm really sorry but it speaks to--you have something)(3), (b))

MZ:  No.

WIT: Okay. As early as December in searching for a placc to cducate and train our
Afghans, the State Department had come forward with the Government Media Information
Center which was an Afghan entity that was sponsored fopg 3y (pnsgntially run by the Brits,
Canadians, and the American embassies, but mqﬁ%v;s(a)rﬁAfghan organization where
they already did training and education classes. And Afghans were engaged in doing this and it
was in their interest 1o have the Government Media Information Center be the location and the
sponsor for this training program [ was going to put my strategic communicators through
because it would emphasize government control over both the MOD and the MOI and reinforce
the president and presidential offices’ position. And the one caveat was, look, we don't want
uniforms there. We want to reinforce the message this is not an ISAF function, this is not
something that we want other media people around, seeing people in uniform. You don't have to
hide the fact that you are Soldiers, but we don't want to give the appearance that this is an ISAF
thing. Thad gone back to Colonejp) (), (v)6)and said, “Hey, sir, here is the thing: We need to do
this. There arc other things, other media companies, other NGQOs that I can meet with downtown
that can provide us media support, can provide us all sorts of educational things and training bits
and picces with the Alghans. They don't like meeting with Soldiers because it compromises
their security and their position. And, oh, by the way, the 10 Task Force on Camp--lived on a
contractor camp, they couldn't by their contract, by the contract they had with the camp wear
military clothes, so they were always in civilian clothes. And when we went there to meet them,
they insisted that we be in civilian clothes. And, again, I have got those e-mails to back that up.
And he said, “Okay----
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[0:  Are you going 1o give those to us today?

WIT: T can, but I don't know if you have them or not. You probably don't have them
because they weren't germance 1o----

XO:  Okay, e-mails. Werc they part of your 15-6 response?

WIT: Absolutely. Ycah,

I0: Do you have the response--the rebuttal?

MZ: Wedo.

WIT: With the enclosures. Were the enclosures attached?

MZ: Nah, there were like 40 or something.

X0O: 59 enclosurcs | think.

WIT: That’s mine. So these are all part of the enclosures and referred to in that. So
anyway, Colone(b)(3), (b)@jand I went back and forth. The Public Affairs guys wanted to get on
the permission as well for the exact same reasons, to meet with media companies’ downtown and
go to the Government Media Information Center. So I had asked Colonab)(), (0)(6) "Well, can
we--ISAT docs this through force exemption cards common through--in my previous two
deployments that was fairly straightforward. e didn't know about that. Ilc didn't know that
these things existed, or he acted like it was the first time he'd heard. This is the one ¢-mail I don't
have and it kills me. I've got e-mails saying, "Sir, here's why I nced to be downtown in civilian
clothes and here is the State Department saying I need to do it." I have an e-mail saying, "Sir,
these people need to be added to the list for access and permission to wear civilian clothes.” But
what I actually ended up with was the conversation with him where he said, "Don't worry about
it. Just tell your boss what you are doing. Let him know and don't stick around camp in civilian
clothes. Don't be seen as flaunting this, It's a privilege." So I was good. And so 1 went--well, [
thought I was good. And so I was telling Colone! (b)6) all along, “Hey, boss, 1 am going out
tonight. We are doing these things. You know, here is what I am doing. Iere is what I am
doing. Here is the purpose of the visit,” and come back in.

I told Colonelp)(3), (b)(6that. He even says it in his statement that as early as
January 13th or whatever he mentions in the statement that T told him I had gone downtown with
these people. I was armed. You know, 1 had an escort. We knew where we werc going. We
weren't just skulking about the nightlife of Kabul. We were going with an intended purpose and
with known entities.

So four months later--three months later to be informed that | am being
investigated for doing this, and, oh by the way, the e-mail chain--this is the one thing that even
remofely looks classi%3)’ (bjfethe evidence chain--it is not with anybody--that any press
has--is a conversation= roih me 1o(b)(3), (b)(6kaying, “Here is where I went. Here is who |
met with. Here is where [ am going again.” What my activities were in the last 24 and what
they are projected to be in the next 24. [ have got scveral weeks of that in there where | am
saying, “l am going to this restaurant. [ am going to this monument. I am going to whatever and
meeting with these people in doing that.” And that was off of SIPR. The conversation wasn’t
classified but it was [rom a SIPRNET drive.

So, again, to suddenly be confronted months later with, “Well, you have been
going off post in civilian clothes,” is kind of a, no kidding. T walk out the [tont gate in civilian
clothes. Everybody sees me. It is no big deal. We were flabbergasted. And the other thing was
it was just me and Majo)(3), (b)(6) When we were going out without other people--we were going
out with Captain ~ (0)3), 0)6) . the NGO outreach person. We had gone out with Colonel

46 (b)(3), (b)(6nd the medical surgical staff. And this was in the investigation as il turns out. You
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know, they say, well, they went out with Colongb)(3), (b)@nd they did these things, but we arc
investigating them but not Colon®)(3), (b)tsand these other people, or they went out wills), (b)(6)

(b)@3), (b)6)  and they did these things but we are not investigating her. So that was shocking
and I have to tell you, I have been around the Army long enough to know how investigations
work and have been through on both sides of them. And I kept telling Majot)(3), (b)(6f Trust the
system. Okay, so there’s whatever hiccups that is in here. Trust the system. At some point
somebody is going to say, hey. you know, here is all the evidence. That doesn’t make any sense
so don’t worry about it. We’ll be fine. We didn’t do anything. We're fine.”

This gets a bit emotional because the system failed. We trusted the system, and
we did exactly what they asked us to do. and [ have got e-mails since then [rom Colonel (b)) 1
saying, “Okay, you’re going out and you are allowed to go, from my understanding, the
regulation says thal you can go so, by all means, go out.” This is after the investigation started.
We still don’t know where it is going. So we continue (o try to do our job the best we could
under this intensc scrutiny. And I can’t separate emotion from it because you have been to Camp
Eggers; itis tiny. There are 11 general officers in about 6 square blocks and about 1500 people
and you are living on top of cach other. And you cannot escape the notion, if not the fact, that
everyonc is looking at you, and you don’t think you did anything wrong, but it doesn’t matter
because there you are.

So the investigation grinds on, and we have--all we know is we have been read
our rights. We don’t know who they are talking to. They are not talking to Colongb)(3), (b)(@ho
we were out with. They are not talking to Captai)(3), (b)@¥ho we were out with. They are not
talking to our NCOs who we were out with. We have no idea what is going on.

About five or six days before I am meant to go home on leave, and this was
especially poignant because my daughter graduated, and 1 was going home for her graduation.
And obviously, it was a huge deal for her, and it was a big deal for me, and I have still not been
informed of any dircction that the investigation has gone. I get an e-mail {rom the HHC
Commander, a young captain, saying, “Your leave is cancelled until further notice until this
investigation is cleared up.” And that is when I engaged the Brits. The Brits, Colonel (b))
and Colonel (b)) - have been told straight up, “This is a US Forces only thing. Stay out of it.
We don’t care that you are their supervisors or that you have got past history. Stay away.” They
thought it was, frankly, ridiculous. But when they saw this, they engaged, and I don’t know how
they engaged, but they engaged in enough of away to be able to force the decision to present us
with the investigation and to give us the GOMORs. And I didn’t know this--1 didn’t know how
that was going to go until less than 24 hours before my last chance to get on the convoy to get
home in time for graduation. And, I mean, at this point I am sending out (lares everywhere. 1
am calling McCain’s office. My wife is on the warpath, and we are trying to keep it from the
kids because we don’t want them worried because no decision has been made, and we are
fighting it.

Aund so at noon, the day before, [ am supposed to get on a convoy at five the next
morning. They call us in the office and they presented us with, boom, the investigation. I came
in first. [ come out with this binderp)(3), (b)6goes in. They do her thing. By the time she comes
out, | am reading through the investigation, and I am 4’9,)(3)’ (b')(é; to be as frank with you as [ can.
[ am laughing because it is ridiculous. Tt is non sequiturs,red herrings. It is unsupported
conclusions. [’s things in there that jusl don’t even exis{. Or, of course, you knew | was going
out. I told you I was going out. How could you not know? And I am thinking, “Irust the
system. Oh, somebody at this point has got to step in and see this. This is crazy.” If one of my

INITIALS OF PERSON MAKING STATEMEN. PAGE 35 OF 76
(b)(3), (b)(6)



Page 40 of 142
EXHIBIT Q - DAY 1

students at Huachuca--because I have been teaching since 2006 at Huachuca--if one of my
students at Huachuca had given me something remotely like this, [ would have sent it back. It’s
just crazy. Not even just crazy. It just doesn’t even support itsclf. There is no argument in
there. It is just throwing out stutf. Of course, she is looking at we have been recommended for
suspension and this and that, and security clearance revocation. She is looking at the downside
and [ am looking at, “I have got to trust the system. There is no way this will fly.”

So I lcave literally the next morning, and | have got to think about my rebuttal.
And you have seen my rebuttal so clearly | did. When I came back, I think it was the day I
landed in Bagrarth)(3), (b)(6ksent me an e-mail saying, “They have given me my GOMOR and it is
in my permanent file.” I couldn’t believe it. I knew that she had done the mea culpa thing. Her
attorney had said, “Just apologizc, get it over with, and maybe they will just do a temporary file
thing.” Well, at that point I knew that--1 could sec the handwriting on the wall. If they had
already given her a permanent GOMOR, [ knew that | had nothing to lose, and so [ called it a
“kangaroo court”. I called everything into question. 1 wrote it exactly in the tone that you sce
because it was either ti?at or roll, and T. wasn't g(ioing to roll. I hadn’t d.mu“. yihing W), 0)6)

So that is what got me in to see General Patton. He refused l(g‘{)(s), (b)(6)#r11er 1
argued extensively that, first off, their own investigator--or their own witnessés had said that:
One, there was nothing--no physical, no improper relationship between me and Majdp)(3). (b)(6)
We were certainly very close working partners and have a good solid working relationship.

(b)(3), (b)(8) andb)(3). (b)(6)both, the only two people they investigated--or they interviewed about it
had said anything--I mean, they had both said, “No, we don’t think anything is there.” 1 showed
that they hadn’t even interviewed Captaify)(3), (o)@)r Colongd(3), (b)@re any of the people that
were out with us at thesc other events and that both of those because [’ve got their wilness
statcments said that:

One, we had never given up our weapons;

Two, there was nothing b%\}(g)’ (b;k%%), (t)‘;%t)io.nship; )

Three, that we were there on-t#r team e business. We hadn’t even talked about
any other outside business because, of course, they threw the whole “we arc starting a business
thing together; and

‘That we had our weapons on us at all time.

Utterly refuting, with witness statements, their suppositions that they had made
because of whatever cvidence or lack thereof that they had.

Anyway, as a result of my vocal defense and just being persistent, General Patton
dropped the charges against me for improper relationship and leaving our weapons behind. But
he said [ had made false statements about permissions to go out and false stuff--and that the
business thing was still improper and that--well, I hadn’t had a general officer’s signature on us
being able to go out which, to my knowledge, nobody knew that we had to have. That was a
policy from a previous commander that they had dragged off of the file. I mean literally it was
like let’s find a reason so, ah, look at this. We found this from 2007 or 2008. We can use this.
‘T'his is still an existing policy.

So a point about that: That my reprimand and my file says that I'm a liar, that [
went out without permissions, and that had the appearance of impropricty by having a busincss
outside of the Army, okay, [ am a National Guardsman. I had to have something to go 85ﬁ3), (bZV(G)
Majap)(3), (b)@has hers saying that she had an improper relationship with me, and that shohad-
went out without a weapon. We were out together on all those occasions, and how in the world
they can find her having an improper relationship with me and me not having one with her, [

’
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don’t know. So the GOMOR was filed. | think that was the 20th of June or something like that,
Majap)(3), (b)@ame back 1 think that same day or the next day, and we kind of waited [or the
next thing to happen, and the next thing really didn’t happen. They crushed us and they left.

They let us do other things. We continued on. Majo)(3), (b)@ad done a concert
whilc I was gone, the Police concert. We f{inished publication of the history book. We planned
for and executed the concert lor the Army--we didn’t exccute. That happened after we left. And
Captai)(3), (b)(BY this time had gone. He had left very soon after the whole question arose. |
never saw him again. in fact. And after a month or so it just looked like they were done, so we
started doing things again. We started asking permission and going out, and Colonel (@) was
very supportive, and it was bizarre because we were almost doing exactly the same things we
had done before, but now we had Colone. (v)e) = supporting us. But Colonel ()6) leltin July
I think, and Lieutenant Coloncl(b)(3), (b)(6)showed up.

I began hearing about Lieutenggy(3), (ytepr Licutenant Cologei3), (b)@om one of
my guys, Sergeanib)(3), (b)(6) Because Sergeantb)(3), (b)(6)and Sergeant(b)(3), (b)(6) this entire time
had been escorting Captaigg)(3), n)@n her NGO missions in civilian clothes. ‘They were her
securily detail, the mission planners, basically the muscle that allowed her to function and move
around. And Captaib)(3), (b)()who is a fluent Dari speaker, was working with Captaim)(3), (b)@)n
her spare time, when she wasn’t arranging air travel for the General, going out to orphanages
doing essentially this influence through good acts, gap)(3), (b) (b} ﬁtcra, with the Afghan public.
[ieutenant Colofi®l3). (bX@hme in, Dari speaker, Alghan Hand,....uediately zeroed in on Captain

21 (p)(3), (b)(b) Captait)(3), () ®he had said, “IIcy, you need to talk to these guys. They are the ones
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who know who is out there. They know the NGOs. They need to meet the guys--you know., our
NCOs who are taking them out,” and he came in and saw what we were doing it, and he liked it.
And he asked for and got permission to establish an Afghan outreach directorate)(3), (b)) an Air
Force maintainer. Thal is his carcer field. Howevenya), (n)@gs also the speech writer for Admiral
Mullen and the former Chiet of Staff of the Air Force before hiith)(3), (b)ifds some stroke
obviously and he is four time below the zone. I mean he is only 17 years in the Air Force, and he
is alrcady colonel select. And the fact that he was Air Force and had an Air Foree chain of
command, as opposed to an Army chain of command, gave him a little bit of more aloofness. He
was not attached. He was OPCON. So T'im cssentially took us overas (b)) left and became
my boss although it was more of a relationship of 1 enabled him to do the things that he wanted
to do. And 1 kind of gave him a left-seat, right-side ride to introduce him to all these people.
And as we left [ asked him to look into the question of Majoi(b)(3), (b)(6)reprimand because
neither onc ol us could believe that there could be this inequity. And it greatly disturbed her in
her mind to be called a whore. "T'his is-I admired this woman greatly----

10: (b)(3), (b)eeire those words used anywhere in any documents?

No. I am just setting you her mindset because it says she had an improper
relationship with a senior officer, and----

10:  Well, what--did somebody describe improper to you?

WIT: No and that’s part of the whole mess of this. Really, sir, again, reading what they
say it is kind of shotgunned all over the place, but, for goodness sake, he rests this improper
relationship on the fact that--on a Facebook page she calls n(g)(3), (b)@nd we talk about being
Army buddies and that there is a picture of her sucking on a gumdrop with a green tongue, and of
her sticking out her tongue, Give me a break. Really? Not to you, sir, but the whole situation,

So [ asked him to look into that ati(3), (b)d)d. e said, look, this is wrong. You
need to fix this. This is clearly just an admin crror that you all need to go back and correct. So |
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left at the end of the year. They did the drawdown. About a 1000 bodies or 1100 bodies were
identified to go that had less than 60 days time on station left, and we were--we had less than 60
days so out the door we went. The 29th of September I think was our last day in Bagram. And
we came home and that was that for awhile,

Since then, of course, I have learned that Captain(3). (0)® under investigation, |
had to go to Davis-Monthan Air Force Base and give testimony to the investigating olficer there
for his involvement--specifically for his involvement with this question because that is the only
interaction I had with him. And all the testimony was about the environment there. And I can
provide you that. [ have not provided that to anyonc. 1 provided them the notice that I got from
the investigators saying “can you come testify”---- ’

I0:  This is an Air Force investigation? (B)(3). (B)6)

WIT: This is an Air Force investigation stemming from-  (b)(3), (b)(6) CSTC'”

[0:  And it is--and do you know Lhe subject of the investigation?

WIT: It says “Professional responsibilitics,” and T will be happy to give you the e-mail
["ve got, and that’s really all I know. Iasked what the scope of it was and the investigator said,
“Well, it really has everything to do with this question you had aboyt I0,” and T =" give you the
testimony that [--not the testimony. It is exactly what we are goiné%em%r@x?)is@ o me, “Is
this what you told me? Is this what we agreed to?” and 1 signed off saying, “Yes, good to go.” |
have got that. Unlortunately, T think it is on my home drive at--or my hard drive at home. Tt
might be here with me, but I will get it to you through)(3), (b)(@s soon as I can locate it. And I
have not given that to anybody, There are certain things I’ve withheld from the press because
that obviously is an official communication between--with me, as a Soldier, giving it to the Air
Force. I didn’t give that to anybodyp)t3), (b){sas not even seen it.

So we have got me and Levine investigated. We have got Captain(3). (b)@eing
investigated, and now [ learn that just. you know, within weeks after we lcave they went after

26 (b)(3), (b)@meb)(3), (b)(6xnd they told the Air Force chain of command thas)(3), (b)@tH(3), (b)@)ere having
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an affair or an improper relationship because they can. Aly,l ~hing that (hat’s an easy target;
isn’t it? A man and woman working together, well c!earl§.)(3:).’ﬂ@(@ent afier them for stopping
on the way back from whatever visit they were doing and getting a loaf of bread at a local shop
which General Petraeus has said these arc things that--we want you to mix with the community.
We want you out there doing these things. 1 don’t know what the other two investigations are
about. [ truly don’t.

Bul this just shows a paltern of behavior. And, oh by the way, all these
investigations--can’t speak ft)(3). (2)6] don’t know that one--but mine ang(3). (s)eyere both
stemming from Colong)(3), (b)(6) They were both launched by Colonelb)(3), (b)(6B0 here is how [
see things. 1 stood up and I was a squeaky wheel for obviously about four months to somebody,
becoming squeaker as the months went by, until the 22nd of March, when [ dug in my heels
because I thought--I was given what I thought was an illcgal order. And their JAG supported me
in that opinion that is was, in fact, illegal. I forwarded what they wanted to do, and I went
against that team that General Caldwell put together of all his by name requested people and so
they just crushed us. We won’t have that. Who are you this Lieutenant Colonel from Texas
National Guard to thwart want we want to do. We are all from Sands. We lnow what is better.
I was clearly given that opinion, sir, SAM)(3), (b)(6)

But then they go after the lawyer, and then they go after our replacements-~or
Lieutenant Colonp)(3), (0)@hd (b)(3), (b)(6) « thinks and I know you have already talked to him. He
didn’t tell me what you talked about. But I asked him why he thought they went after him, and
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he said: “One, because we were doing the same things that you were doing, and they didn’t like
that. They didn’t see that as productive; and, two, because we championed your causc and we
tried to get Levine's GOMOR squared away.”

This story has become about this PSYOP thing which I never intended it to, and
you have seen or you actually have access to the tapes of what I gave FOX News and that was
Friday morning after the story broke. What I am trying to say: This isn’t about PSYOP. This is
about everything clse. This is about a reprisal. This isabout "~ cbody doing the right thing in
making the system work the way it should have worked, tlsl%)}?),‘. .(,b,)(lﬁt) is supposed to work, and
then an environment where that is not tolerated and where you are punished for it. And if they
can do that to a 05 with advance degrees and advanced training and 20-some odd years of
service, who knows better. who knows what is right and wrong and has resources; what are they
going to do the E5? That 20-year old might not know what is right or wrong but certainly
doesn’t have the ability to stand up for it. That’s not my Army. It is not what I joined for. It’s
not what I serve. [ am an amateur. I had a job to return to. What about that Lieutenant Colonel
who has four kids, paying for college, who doesn’t have that ability to stand on? Where docs he
say no? 1 stood up for a lot of reasons, not the least of which was because I could. But that is
not always the case, is it?

So I have had maybe five or six negative e-mails, really crap oncs, over the last
couple of weeks. 1 am a little surprised there hasn’t been more. Almost all of them have been
from NCOs, and most of them say, “You didnt trust the chain of command. Why did you go
outside the chain of command?” Well, I did. T went through the DOD IG. I did everything that
my lawyer told me [ could do and failed. That’s why you arc here. Because the only court that I
had left was my court of last resort was the press.

I will answer your questions about Michael Hastings. 1 can honestly tell you that
I didn’t talk to Michael I1astings until about a week, literally the week to the day, before his
story. It moved that quickly. I didn’t provide Michael Hasting anything whilc [ was in Title 32
or Title 10.

I 'am really unhappy about the way that story broke and the spun that it has taken
and the lifecycle that it’s taken on past that. | cannot control that. But I am happy about one
thing and that is that we are here right now because this is the first time that 1 had the ability to
talk to somebody outside of that command that might have--that might be able to look at this
objectively and see that this is not the story about using improper resources or defiling the
population or whatever. This is a story about a command climatc that will not lct the system
work. And maybe there is a bigger issuc about the ability for a command or a commander to
give a GOMOR to a subordinate and not have any outside review because I think that is wrong
too. That leads to this kind of situation. 1 did not know that existed until my attorney told me.
The only recourse [ had was to go and appeal to General Patton, the guy that gave me the
GOMOR.

| am sure [ have forgotten something but that is kind of it.

10:  Okay. Thank you. I am going to ask some questions and()(3), (b)(6)probably has
some too since I cut her off carlicr, but [ want to give you the chance to let that flow so we can
understand----

WIT: Sure.

10:  --—-everything that you were saying and then we will probably have to come back
and ask some specifics. You talked about your chain of command, chain of supervision, rating
chain not being clear in that it apparently changed frequently.
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Did you belicve that you were due any OERS that you did not reccive?

WIT: No. I got an end of the tour OER which was honestly, again, having deployed
belore and knowing how things change when people rotate out, I never expected to get an OER
cxcept at the end of the tour. And [ expected that the guy who would write the OER would have
only been present for part of'it. In fact, that was the case. Colonel (b)(6) , who was there for
maybe four months, acted as my rater, and Dr. Kem acted as my senior rater alier I went to the
CJ-1 and said, “We have an outstanding IG investigation in which Colong)(3), (b)¢eis a part, and |
object Lo him being my senior rater,” and so they flipped it over to Dr. Kem.

I0: So you were never given a formal rating chain shown in writing of what your
rating chain was?

WIT: 1 was shown one that was really preliminary. It was gencrated by CJ-5 early on
that none of the people were there at the end of the tour to be a part of. The onc that I eventually
got I think it came out in July--so [ lcave in September had--and that is when Dr. Kem was
named as my senior rater and that was after my complaint about I didn’t warh)(3), (b)(being my
senior rater.

10:  Did you preparc an OER support form for any of those peoplc?

WIT: Absolutely.

I0:  Did you give it to them at the beginning of the tour?

WIT: Oh,no. No, no. I gave it to Dr. Kem probably two or three weeks before he did
my OER.

IO:  Okay. Even though they arc supposed 10 be used at the beginning?

WIT: That’s correct, sir.

[0:  Did anybody prevent you from doing that or you just-—--

WIT: 1didn’t know who to give it to.

[0: Yeah.

WIT: Honestly, I didn't know who to give it to.

10: When you got to CSTC-A did you replace any existing IO team or was----

WIT: No, sir.

[0:  ----Moses the only IO trained person?

WIT:  Commandem)(3), (b)(6)l can’t say he was the only 10 trained person. He was the
only one that was identified to us. Commandgg)(3), (o)eyvas in the CJ-5 working as a planner.
But because he was an IO guy Colonel (o)) had relied upon him to do a lot of the prep work
for our arrival because he spoke 0. There may have been other people there who had at some
point. I don’t know what other people’s skill scts were inside the CJ-5, wM3), (b)weps the only guy
that we kncw that was an IO guy, and he presented us with a package of information and kind of
coached us through. e left late January, early February.

I0:  So he did provide you with a continuity packet of some sort?

WIT: It was more like a start-up packet. Ile- ()6 had generated the idea for us

teaching the Afghang)(s), (o)fgd worked with some of mc_}zt;igiztr'y folk Ba). () e’;he strength of

strategic communicators added on to their--they called it-att Heu i TOE essentially.
Se he essentially handed us off to people and he gave us the background information, but there
wasn’t--we were start up. We really were,

[O: Okay. And you said when you were working with the IEWG and doing this
additional work to prepare for DV that no one relicved you of the mission that you had which
was to prepare to train Afghans.

Is that right?
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WIT: That is actually correct. And it even says in(b)(3), (b)(6) e-mail what we were to do
was (o take priority over training the Alghans but not lo replace.
I0:  Yeah. So no one elsc took that away [rom you either?

WIT: No. We----
10:  None of those odd rafers?
WIT: No.

I0:  Okay. Any questions from you,p)(3), (b)(6)?

LA:  Well, I have a lot of questions, sir.

[0:  Go ahead.

LA: [ would like to go back to the 31 January conversation with Colonelp)(3), (b)(6) and
I’d like you to describe just before that happened how it came about, blow by blow what
happened in the room. '

WIT: Wow. I remember getting an c-mail saying, “Iley, we've got a--we are going to
do like a strategy session at Colonel (b)(3), (b)(6) office in the Rose House.™

LA: Okay. Now, who is Colonel (b)(3), (b)(6)?

WIT: Yeah. This is a mystery to me. 1 know who he is. Colonel (b)3), (b)6) worked in
the [nternational Support Office. He worked with the Polish general that was there.

LA:  0-5?7 0-67 :

WIT: 0O-6. Army. Ithink his name was  (b)(3), (b)(6) | can research that and find it
[or you probably i an e-mail somewhere maybe.

So I had no idea why we were holding it in his office and ncither did he. We all
showed up there at the appointed time. It was about 8 or 9 o’clock at night. He was mystificd as
to why we were all there.

LA:  Who was there?

WIT: Me: Majdb)(3), (b)(@)Majom)(3), (b))l think Lieutenant Colonéh)(3), (b)(6vas there; I
think a Majorp)(3), (b)(6ywas there. But | know that it was me, Majotb)(3), (0)(6and (b)(3), (b)(6)

(0)(3), (0)(6) I remember looking at their faces and seeing their expressions. It really was sort of
(b)(3), (b)6silling down: “Okay, here are the expectations for what we need to do.”

LA:  S)@), (b)(6)is there too?

WIT: Yeah.(b)@3), (b)6shows up late. He shows up late Lo his own meeting.(b)(3). (b)(6)
starts laying down expectations: “Okay, [ have just come from the boss. 1 am tired of getting
my face ripped off about, you know, these”--and he is in a foul mood--“about these DV visits
and about this press thing.” And he is kind of shot gunning everybody, both the public affairs
and my team. And he says, “Ilere is what I need everybody to do,” and he starts doing the whole
finger pointing thing, you know, “You do. Youdo. Youdo.” And he gets to me and says, “And
[ need you to provide”--exactly what we have been talking--*I nced you to provide me themes
and messages, and [ want to know what we have got (o tell these people to get them lo
understand what we are trying to get across here.” And that’s--“Sir, we have talked about this. I
can’t do that, That is outside of my lane,”

LA:  And these people are?

WIT: The DVs, CODELs. And it was almost equa! »~tons of politicians, military
senior leadership, and BENFACS. Thole— [asks. 0)E), (0)©)

LA:  How would you describe Colonei(v)(3), (b)(6)s overall personality in working with
him?

WIT: Wow. At first I thought he was this rcally mellow guy because he comes in very
soft-spoken. He says, “Hey, you know, [ understand what you have been doing. You are doing
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WIT:  Well, I apologize for the terminology because I have had about a year to stew on
this, and I had to live through it. )(3), (b)(6)

[ am not sure-mgﬁyou the smoking gun that shows--that say®)(3), (b)(6)
got angry, so, therefore, he decided to launch an investigation, and, therefore, the investigation
was predetermined to find out thab)(3), (o)e9nd I had done all these things and that they were
going lo go afte) (v)(3), (b)(6) - and they werc going to alien)(3), ()@, BIE)You will never find
that e-mail. Just like you will never find the e-mail that says thatp)(3), (b)(6paid, “Yeah, go out
and just tell your boss and don’t flaunt it” because that’s all verbal and it’s all thought and a lot
of it is not even cxpressed at all. [t’s just that’s what we are going to do.

But here is what [ can show you: Major (0)@3), (b)6) |--first of)(3), (b)(@enerates
the idea for me to do thesc things that I then question and then they are called illegal, So right
there you can say there might be a motive because | have upset him.

[0: (@A), G)@Enitiated it.

WIT: Yegqb)@), (b)@nitialed it.

LA;  Now, you have shown us e-mails from Wing Commander (0)(6)| and you have
discussed Colone™ ~(p)e) . so where do we get Colonel (b)) ?

WIT: You get Colonéd)(3), (b)(@)n (b)@3), (b)(6) first c-mail to me. Wing Commander (b)(6)
has said that Colone)(3), (0)@wants the EIWG to be this, blah, blah.

MZ: 'Thatis the highest it goes in writing [roxh)(3), (0)(6)

LA:  Right, but the IOWG you've said that anybody doing this but you would have
been [inc. So, how are we getting that you will do this?

WIT: Because--good question. 1 can’t--and [ am not looking at the c-mail. I don’t have
it in front o' me. [ don’t know whether it says that Wing Commander (b)(6) has said you should
do these things or let me scc. . .

10:  While you arc reading thal.

MZ:  General, you arc hitting on a really good point that [ think also can swing back
around to the whole notion ol the fine line because I have handled cases in the military usually in
a security clearance context. Someone is assigned over to DIA and, you know, they were in the
Defense Attach¢ from whichever branch of scrvice and then there is an allegation of an
inappropriate relationship. And so I have had clients at the 05/06 level who have been found
guilty of inappropriate relationship even though there is not a shred of evidence of it other than
people perceive that you have a relationship and as you know, that*s--frankly, that’s all that’s
needed to be there [or someone--for an officer to be found guilty of having created a perception
in other peoples” minds that you can’t control and could be--1 am not saying anything is--but
could be malicious if somebody--there is a lot of ways in which you can go afier people because
I have to explain that to folks in the security clearance environment all the time. Sometimes all
that you nced to do is just push someone a little bit into the system and (hen the system takes on
a life of its own.

8o what do I mean in some part by that? The 15-6 in some ways I look through it
and go, okay, you know, you went off base. You are in civilian clothes. They come up with a
rule. It doesn’t matter if you didn’t know about it, Rules--in fact, maybe none ol them knew
about it and there is a rule and you can’t show anything in writing that you did it. So you get
dinged. They have been there, done that, with lots of clients too. You know, you are just going
to have to kind of suck up and deal with it,

All right, so whal makes it any different then to show that there is something of
concern? Why you? Why these two people? Okay. Who initiated the 15-6? That’s one of the
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first questions. You may alrcady know Lhe answers to it. Who initiated it and on what basis?
The timing--again, look at perception. So what was the timing of it? Why then cspecially if
Coloneb)(3), (b)6y-am I saying it right?

WIT: Yeah.

XO: (0)3), (b)(6)knew about if for months? All right. Because now you got a different
command environment. You are the commander or in the chain of command and now you
somcone. And so that shows one of two things: He didn’t know about the policy perhaps: or he
knew it had been approved and there wasn’t anything wrong because otherwise he had an
obligation to do something and he didn’t. Now, even in the 15-6 it talks about how I--Colonel

(b)(3), (b)(6) I am doing Lhis investigation and, oh, there is colonel who outranks me and then there
is another light colonel who is on the samc level as I. Was there ever an investigation or
anything that happened to them? Don’t know. We shouldn’t know because it should be privacy
protected. Small world, you probably would know. That aside, there’s a question. Because il
nothing happened to them, all right, who made that decision? That 15-6 went up to General
Patton who madc the decision not to--if that is what happened or didn’t happen--not to go and
initiate a 15-6 on them. And if it didn’t happen, well, now you got another component where
they are isolated and something is done differently. Obviously, what happened tg)(3), (b)@yhat
happened with whatever the two--—-

WIT)3). (b)(CH(3), (b)(6)

MZ:)(3), (o6 ou know. but it is turned back around the notion of perception of an
inappropriate relationship being a prosecutorial offense. Why is that in the system? Because the
system that was created and is changing or evolving was created to have a finc line as to what
was determined at that point to be able to have a workable system in the military so that that
perception could impact morale, efficiency, whatever elsc is written in the statute. 1 think to me
at least I sort of see that as the same sort of analogy 1o where we started with what’s the
difference between the [0s and the PAOs? There is a real fine line therce, and it is not necessarily
that that finc line is created to make sure that someone doesn’t just step over it slightly. It is
really designed to make sure someone doesn’t take a leap and bound in either direction. So
perception of inappropriate relationship because we want you to be cognizant that you better not
even have a real inappropriate relationship because you have to be concerned that there is going
{o be even an inappropriate perception. You know, be on your guard not to even get that close.
The same thing with the PSYOPs I think that would be my analogy of it or interpretation. Tt is to
prevent it from going, you know, that little bit further. You know, you might have--you could
easily disagrec with General Patton or we could all--and say, you know, we didn’t think anything
inappropriate.

Sort of like wht3), (bpayl [ were talking about during lunch about second guessing
anything that happed on the battlefield from after. [ am one of the defense counsel on the Iladeta
case; the last remaining casc. 1 mean that’s--I mean you want to talk about second guessing what
happened with these kids over there. And it’s real casy as | am sitting here and I am looking at
these photos going “Come on, guys, how could you not know this little kid in Disncy World
pajamas wasn’t posing a target?” But I wasn’t there and without going too far in a tangent, the
initial incident of Hadeta was when the Marine squad killed five men ina car. | forget how you
guys always say “The military Ismals.” [s that right? MAMs. Who, you know, just pulled up in
a car and they just gunned them down and then there were questions, “Did they get out? Did
they run? Did they do anything to show?” Well, you have to start learning about the whole
context.
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The day before they had been bricled that they were using white vehicles with
vehicle born IEDs and the third car or truck just got blown up, and then just as that got blown up
this white car with five military aged males comes up. They get out of the first HUMVEE and
one guy start shooting and cverybody else who is running up and doesn’t know what is going on,
do they just hear one ol their guys shooting? They don’t start asking questions. They just start
shooting? And by the time they figure it all out you've got five guys who had nothing in the
vehicle whatsoever just lying there dead. That charge when we went through the 32, that was
pretty much just thrown out and said, you know, unforlunate, probably screwed up but clean.
legally clean. Then the other thing--but, you know, there is all those lines that are designed more
not to prevent you from going a little bit over but from going a lot over. You know, so it is easy
and it sort of goes to what you are talking about in the sense of, well hay)(3), (b)@ewhat did you
do? You are obviously worked up and you are stewed even alter that so that after all this, what
looks like to be months because it is, you go to the press afterwards. So it obviously had an
impact. So if you are worked up so much in this period of time, what did you do during this
period of time? 1 guess what [ would just suggest to you is that in some ways because that’s the
nature ol how we have to do it. when you are looking back to kind of sce what’s going on, but
it’s so easy for a lot of time to go by while they are therc and they are still doing their work with
the training of the Afghans, and now he’s got counsel, and now he is relying on counsel to do
certain things. And the system as what it is, [ am going to put different pressures on that arc
going to come in internally, if T had been brought in at this time. Hey. [ have been brought in
right now and that letier I ripped off from the IG is attached to a letter [ sent to the 1G this
moming, like at two o’clock in the morning saying you need to reopen this. This is not right
what you did here. Now, maybe there is nothing there. Maybe it is just smoke. But you can't
tell me that you did an investigation. You didnt talk to anybody. You know, you came up with
a conclusion, oh; the JAG is not in the chain of command so we are going to dismiss the
complaint. You know, you are who pcople are supposed to look to for reprisal allegations, and
you got 05s and 06s and 04--you’ve got all senior officers who are at least giving you an
appearance that there’s some retaliation here, you know. And who else are they going 1o turn to
il not you?

Now, I don’t have a lot of faith in the 1G even il'it is on the record becausc | deal
with them all the time in cases but at least T get them to do an investigation which we are pleased
as we have said that you guys are doing this. But [’d hate to get somewhat stuck in the weeds a
little bit on some of what you arc going into or even 1o go down the path of saying we arc not
taking the position that there wouldn’t have been something that he could have even been
disciplined for which is why I go on the appcarance--if someone thought he had an appearance
of--or an improper rclationship, boom, he can be disciplined for it. It doesn’t matter if it’s the
furthest thing [rom the truth. But it docsn’t necessarily mean that even though--and I am not
saying it was--but even though the punishment might have been appropriate in a vacuum, that it
wasn’t a reprisal. They can be completely separate.

10:  Tunderstand that and I appreciate this dialog. And so what T am trying to--I think
what I am trying--no. I know what I am trying to get at is that we spent a long time in what |
perccived to be great detail talking about proper or improper legal or illegal use of IO in the form
that you were tasked to do and then ultimately a legal opinion changed that order and then it was
okay. You performed the task. But then this piece about the reprisal seemed to be much more
summarized and with lots of “they” and “we”, and what [ am trying to get to arc the details of
what was right and wrong so that [ fully understand it in an objective way. And that is why have
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asked--and T am not trying to--1 am not casting doubt on the reprisal, and [ am not casting doubt
on what you have said, it is just that I don’t understand it well enough yet, and that is why 1 am
asking morc questions.

WIT: Here are questions that come into my mind.

[0:  Is that okayp)3), (b))

MZ:  Yeah. And just beforc you gm)(3), (b)@) think just the point that really I am trying
to reiterate on this is 1 understand--I totally understand what you are saying, and it is typical of
the case of where the reprisal happens--the individual who says they are being reprised against
doesn’t have the type of information where they can say, hey, look this is why I was reprised.
Here arc all the documents and all the steps I took that then led to the reprisal because those are
the actions thal the individual took. The reprisals obviously coming from clsewhere somewhere,
and so, you know, he doesn’t know who--maybe on paper maybe we know who initialed the 15-

. 6, but we don’t know, you know, who was behind the scenes. We don’t know why (b)(@3), (b)(6)

didn’t go talk to them. We don’t know whether or not the other people who were identified as
doing the same thing were or were not disciplined or investigated. In this sensc when I am in
these types ol cases, the best | can do is raisc those to the investigating officer and the legal stalT
to say look, you know, here is the questions from our perspective that we think you need to go
down to look at to see whether or not reprisal can be substantiated. And--but at the same time to
not try and take this position that, oh, our side necessarily--and cven I am talking generically--is
squcaky clean; did nothing wrong. Because there is no way that anyone who works in the
[cderal government much less goes out on a battlefield arca doesn’t violate a reg of something.
This is--no one can do anything--there is always something out there that one violates because
practice is different policy: you adapt to the circumstance. Sometimes you don’t have the
mechanism to comply with the regs because of the conditions that you are under. And if
someone looks back at you later and they go, oh, you didn’t. You didn’t do this, or you didn’t
file your OCR in time, and, hey, that is a violation of the regs. But, yeah hello, we werc in a
firefight for a day and a half. You know, we didn’t get to it. We understand all of that.

But what 1 just--I hate to see him get caught up in--I am not saying don’t ask.
Ask him anything you want, you know. Did you have an inappropriate relationship? Did you
use a government computer? You know, did you go off base without--in civilian ¢lothes?
Perfectly fine. But I'd still say at the end of the day that cven if any one or all of those are true,
doesn’t necessarily mean he wasn't reprised against especially and certainly il you look at Lhat
no one else other than who was connected o the challenging of the order, unlawful order, was
not subjeeted to the same action.

[0:  TFor the same misconduct?

MZ: For the same type of misconduct. Now, there may not be something that’s, you
know, every--that matches each of the way. But at very least we can point to others who were
going off post with him; others who were--you know, he couldn’t substantiate the drinking, you
know. You know, [ have had a lot cascs in Afghanistan and Iraq in violation of General Order 1.
And if you want to see about what is going on with sex just go to the CIA and the DIA bascs.
Holy cow. I mean I have had clients coming back from there. I mean, there were wild partics.
They were having more fun than I was back here, you know, for sure. [ mean it’s amazing the
things that you get to hear, and some of them got disciplined and some of them didn’t. And at
times that was--a lot of times that was what we would have to deal with. Okay, why this person?
Why is this person gelting disciplined, you know, versus cverybody else when there is clearly a
group of people who were doing the same thing right or wrong? 1 don’t have any problems with
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anyone getting disciplined for doing things they are not supposed to or that are in violation of
policy.

The other aspects of some of the things are there’s also supposed to be a process
where you are told, okay, you know, you were doing this. Did you do it? Yes or no. Well,
yeah. Okay. You know, do you automatically just punish them or do you say, well, did you
know it was inappropriate? No, I didn’t know therc was a reg that said you couldn’t go off base
without civilian clothes—-in civilian clothes. Well, here it is. Okay. Well, I am not doing that
anymorc then. You know, that is part of what the punishment is supposed 1o be rather than,
sometimes, jumping ahcad.

I0:  And that is essentially what 1 am trying to get to is whether those kinds of’
conversations took place. ‘

MZ: Yeah.

I0:  Whether he and the defense counsel engaged in some of that during the period
between the investigation being initiated and the final report being rendered. That is what T am
trying o do with that gap.

MZ:. Yeah

10:  To determine if somebody brought up those kinds of things. If there were
discussions with defense; if there were discussions with the chain of command or leadership; of
(3, (b)@pntinued to function: or as might have happened, backed away from responsibilities
dealing with some of those things that were not considered right beforc like preparing for these
DV visits during that period. And whether any of that makes any ditference. But one of the
reasons we are still here five hours plus aller starting is because it is really important for me lo
understand where to go from here and who to ask what. And that is why I am asking all these
questions of you and the summarizing of “thcy™ and “we” doesn’t help.

WIT: Right. And I will try to be more precise.

I0:  Let me recommend----

WIT: Yes, sir.

I0:  ----that we take a break. Let’s take about 10 minutes and then that will give us
time to think about how much more we need to talk today. We need to reconvene----

MZ:  And let’s be specific about questions from our side to you to give you questions.

WIT: [ am indeed at your disposal, sir. We nced to do this.

I0: [ appreciate that. Let’s take about 10 or 15 minutes.

[ The interview recessed at 1511, 9 March 2011
[The interview reconvened at 1522, 9 March 2011.|

[0:  What would be good to do this afternoon is--we have been going at this now for
five and a half hours or so. I think we--there arc a few more questions [ have to ask specifics on.
And then leaving you with the idea that when we come back together 1'd like to hear more about
why the belief in the reprisal--and 1 will reread the rebuttal so that I understand more about--and
I will probably ask questions about what was wrong with the investigation. And that is what 1
would like to ask next time. And I’d like for us to come back together again if we can,

[s Friday doable?
WIT: Friday is doable for me. Yes, sir,
MZ: [ believe so.
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10:  That is what I"d like to do.

MZ:  Yes. 1just need to move some things, but I believe so.

10:  Well, I would appreciate that because if we can talk about that this week, then we
can get on with talking to others that you want us to talk to and that we find are necessary to talk
to. I think it will help.

M7: Triday will work.

10:  Thank you. Let me ask a few more questions today. And then therc is the part
about as you two talked, those specific questions----

M7:  Right. We can do that today or Friday. Whatever you want. Tt might be cleaner
to do it at the end ol everything but it doesn’t matter to me. Whatever you guys want. Sorry.

10:  And you want to clarify about “tcam” versus “you".

MZ: ldid. If [ can,

WIT: Before lunch we were talking about the question of whether it was proper for me
as an 10 trained person to ever do these kinds of things versus an 10 element. And we locused a
lot on me as an individual--not--I mean, my skill sets as an individual, not me personally. But I
think we also have to remember that really and truly it was Master Sergeang)(s), ()@ fulltime
doing this [or weeks. It was me doing it probably 40-plus percent of my time, and it was
Scrgeanip)(3), (o)()Working at it about 20-some odd, or depending on the day, percent of his time
on the security arrangements making sure that just literally this Embassy security, et cetera, et
cetera, were linking up with our sceurity and the handshake was happening in escorting people
in. So it wasn’t asking me personally to, you know, whether or not me as a staff officer agnostic
nonctheless was able to do anything. It was really probably about 50/40 percent of my team
energy and elfort at any given time during this tasking period was absorbed doing nothing but
the DV and CODEL support. So it really was asking a good chunk of the 10 assets that were
available to CSTC-A to do this type of activity instead of doing encmy focused or Afghan
focused stufT.

I0:  And do you see that as improper because you had another mission to do or
improper because it was asking 10 personnel 1o do that kind of work?

WIT: Forget the personnel picce. An IO team that was brought there on a RFF, not, you
know, not a line-by-line personnel 1ill, not a joint manning document fill, but an RFE. You
requested this asset to come out and do this kind of work, and what you've got an 1O team doing
is not [O work and. oh by the way, it is borderline legal, and you are asking for some illegal
support from them. :

I0:  Totalk to the first part----

WIT: Yeah.

[Q:  ----situations change. Commanders have to use the resources that they have, and
so do you believe it is okay for a commander to re-mission units 1o include reorganizing
especially if they are OPCON to the organization that they are working (or?

WIT: And we did. The bottom-line is and we did. It was when we started getting onto
the illegal parts thal that’s--and again it wasn’t just me. It is the entire or a good chunk of the
tcam that is engaged in this thing supporting (hat illegal effort. It is not just mec as an 10 oflicer

- or an officer who happens to be 10. It is I am turning to Master Scrgeanb)(3), (b)@) | am asking

Sergeant(b)(3), (b)(6)o support and we’re putting this together as a process not as just a bright idea
out of my head. But, no, [ absolutely--1 mean, I understand that, sir.
10:  But you also keep talking about it being borderline illegal, but it wasn’t illegal

you believe until----
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WIT:  Until that morning,

10:  --—the crescendo got to the point of a written order.

WIT: Until right then. Yes, sir,

10: So for me it is important lo understand the specifics and not allow your strong
feelings about the summary to get in the way of thal.

WIT: Right. And it’s--and I have said this publicly: nothing illegal happened with
regard to 10 and PSYOP or whatever influence operations you want to call it. We didn’t allow
illegal things to happen.

10:  Okay. Good. Was the fact that NATO was parlicipating very relevant in this
discussion of policies and whether or not you violated policics? Was NATQ involved in that?
You talked about NATO being involved earlier in----

WIT: [ am trying to figure out. NATO--the NATO involvement added a lot of
confusion to what the definitions of STRATCOM, 10, PSYQP, et cetera. It seems as you go up
a level from Army to Joint to Combined that it gets more and more complex and the definitions
branch out into sequels that you just never really thought were going to exist. NATO 10 looks
different from Joint IO which looks different from Army 10 all to some varying degrees. And
understanding of 10 and PSYOP between Germans and Brits and Americans vary in some slight
but important ways, and [ think that a lot of the initial confusion came from the fact that we had a
British officer talking ahogh)fi(g)' ( ')i:g)ican [0 team tasked to teach STRATCOM which in those
definitions just did not #& across tnat NATO standard. ‘

10:  Okay. At some point there werc some--there were a couple of Sailors who had
gone o[t Camp and were killed.

WIT: Oh, down at Camp Julien. Absolutely.

10:  And [ think thosc were NTM-As, CSTC-A personnel.

WIT: They were. They weren’t at Eggers. They were down at--across town but |
believe that they actually were assigned to CSTC-A.

10:  Did--I don’t recall exactly when that happened, spring sometime 1 think, but did
that causc any change in policies or the way people looked at what you were doing or trying to
do?

WIT: Thal happened well alter the investigation and the punishment and everything was
over. Certainly after the investigation was over but no--I am trying to think what impact it had.

[0: It was alter?

WIT: It was after so it should have had no bearing.

I0:  So were therc other things that happened that caused changes in policy other than
changes ol personnel, and you said you weren’t given a continuity book upiront. Were you
given a list of policies or SOPs, or did you know where to go look for those? You mentioned a
hard drive earlicr.

WIT: There were a lot of things on the hard drive that had been there for years. And we
got there just as CSTC-A--CSTC-A never stood down, of course, but NTM-A was imposed on
top of that and General Caldwell was the commanding gencral for both. But we went from being
called CSTC-A with a very American flavor and, of course allies helping out, to the NATO
Training Mission Alghanistan and (hat was the name. And very shortly thercalter i {b)(s), (b)(&fS
the Joint Planning Group to actually rcorganize this thing. So we were very much i:} A i
policies were changing rapidly, not just [rom the point of view that there was a new ¢ommander
which--and that always happens. Policies do adjust and change. But from the point of view that
we were now a NATO Headquarters with an appendage of this CSTC-A lor the funding line,
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And honestly [ couldn’t tell you as an RFF who [ actually worked for whether it was CSTC-A or
NTM-A and most people viewed it as an unimporiant question, and 1 did too honestly.

10:  Well, did anything happen as this, what you described a crescendo of policy about
how to prepare for [DVs, as that pressure was building?

WIT: Oh, yes.

10:  Separately from that. But during that timeframe did you feel like the policies
about going off Camp or associating with one another, having a relationship with one another,
did you perceive that those policies were getting more restrictive?

WIT: No. In fact, | perceived they were getting less restrictive. And the reason why.,
when we first got to Camp Eggers in November--again, you have been there so you know the
close proximity between Eggers, ISAF and the Embassy were within a couple hundred meters.
When we first got there for us to go to Egger--or o [SAF or the Embassy we had to fully kit up,
get in our up-armored SUV and drive the 200 meters because that was the rule. Within a week
or two they dropped the policy about driving and we could walk. Within a week or two after that
they dropped the policy about having to wear armor. So we went--within the span of a month
easily we went from being completely turtled up everywhere we went lo being able to walk
around with soft cap and ACUs as long as we were armed in amber status.

10:  Were those changes made verbally or was there a written document?

WIT: Ohno. no, no. That was written. And that--] don’t know where it stands now, but
it was that way through the end of our tour.

10:  So was there a written policy also for what you had to do to go off camp in
civilian clothes?

WIT: ‘That we really couldn’t find. Clearly they [ound one from somewhere on the hard
drive but there was not big bold this is what you need to do and I think honestly because most
people weren’t doing it. There were not a lot of people going off campus in civilian clothes and
it wasn’t an everyday occurrence. Nobody was doing it frivolously nobody was just sneaking off
post to have a party. It is just frankly just too dam hard or at least from our prospective. [
suppose therc people out there with less restrict rules that have found places 1o party in Kabul but
it is still a city at war and it’s not I mean [ don’t see it happening and so that was never really the
intended purpose. We did some [un things. Don’t get me wrong going outside in civilian
clothes and watching a performance of some theater troop because you want to use them for your
own purposes later on and you are mixing with NGOs and Embassy people and suddenly you
feel like for that brief time at war for a moment cven though you have the pistol in the small of
your back. That is a lot of fun that is neat and that is just a relief value where you suddenly feel
like a human being for a bit but Lhat is not a party and that was work. Work can be fun but it js
still work.

10: Do you remember talking to some of the people who maybe did get off camp at
all or very often? Do you remember talking to some of them about going off' camp in civilian
clothes and enjoying a good meal and maybe a drink now and then?

WIT: Youkr ere pretty qognizant that there were no drinks -- they couldn’t

{ . ‘1@)( ), () @EFERE «‘i’
even find a drink. We were hat what we were doing was a privilege and it was
special and it was work but the.re was no need to rub it in anybody’s faces. It was really difficult
to disappear olf camp without people seeing you. We didn’t try to skulk about but at the same
time we didn’t lounge about in our civilian clothes.

[0:  And you don’t remember asking anybody elsc, inviting somebody clsc to go with
you at some time?
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WIT: [ know that Majot)(3). (b)(@put that in her stalement Sir. First off she didn’t work
with us and our relationship was pretty sour at this point. | am not going to say why she said
what she said that is for her Lo tell you but we went off work and sometimes we went in twos or
threes or all fives, sometimes we went with other people meaning with Captaim)(3), (b)@r Colonel

(b)(3), (b)@nd sometimes we went and made a direct contact with the cmbassy staff and worked with

them. It wasn’t really up to us to invite a lot of people.

10: Do you remember going to a meeting one day where other we present and you
weren’t feeling well and you told them you were hung over because you had been drinking?

WIT: No, sir, I don’t. That is actually pretty shocking. | have scen a lot of statcments
about me but that is the (irst I have seen of that.

10:  I'have heard testimony to that regard. You said earlicr that the investigations
against you and others were launched by Colongb)3), (b)(6)

WIT: Yes, sir.

10:  What leads you to belicve that? Ilow do you determine if that is the case and
what do you mean by launched?

WIT: Well he is the onc that assigned the investigating authority and he is the one, [
mean his name is on the papers that is why I say that.

10:  For yours and the others?

WIT: [ can’t say for the others. Oh, I had been told by Colots(3), (bxeh&)(3). (0)(Sis the
one that launched the investigations against him but [ have not seen that. That is me reporting
what he is telling me.

10: You talked about in March you were getting pressure. Getting pressure this is
back to the DV tasks that you were given. You werc getting pressure and that you thought that
Colonelp)(3), (b)(6)was getting pressure. What do you mean by that and what leads you to believe
that?
WIT: Going back to the cnvironment of the commanders inner circle there and the
questions that they were asking it didn’t surprise me thatb)(3), (b)(6jwas asking me for more ways
to influence more themes, messages, pressurc points what effect we wanted to achicve and that
sort of thing because that was the conversation that was going on around the room. I tried to
keep myself out of that conversation when I was in (b)(3). (b)(6) shoes when 1 was sitling in that
room which is one of the reasons I was really glad when he came on board initially becausc I
didn’( have to be there to be in that position.

I0:  AndIdon’t know it I asked this already and I am sorry but who served the
GOMOR on you? Do you recall?

WIT: You mean actually handed it to me? Colongb)(3), (b)®)

10:  And al the time you got a copy of the investigation with it?

WIT: Yes, it was a binder, with the investigation and the GOMOR all together and the
exhibits for the investigation. Whether it was Colong))3), (o)epr it was Major(b)(3), (b)(6)they were
both in the room and Colongb)(3), (b)(6yas talking and she was going the handing and the signing
of things etcetcra because [ had to sign a receipt [or it.

10:; So Majotb)@), (b)(6)was there not Colongb)(3), (b)(6)

WIT: 1 couldn’t cven tell you who Colond)(3), (b)(b)s.

[0:  Was there any other JAGs in the room or just Major(b)(3), (b)(6)

WIT: I don’i remember anyone but those two.

[0:  [think in the interest of time today why don’t we go through these additional
questions with the rights advice and T will allow you to advise LT@)(3), (b)(@)of his rights.
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WIT: Because I know you are going to ask me dates I am going (o pull up my phone
and turn it on because it has got my calendar on it and I can tell you dates.

10: T hope you will be ablc to get it.

WIT: The calendar is not hooked up to anything,

10:  Go ahead and read scction A give you a chance to take a look at that.

WIT: Okay.

LA:  The investigator here is L. TG Webster the nature ol the offense is a violation ol
article 92 a violation of article 133. Article 92 is a failurc to obey a regulation or an order. 133 is
conduct unbecoming of an officer. It is strictly with regards to the questions that we have given
your counsel as to what documents were disclosed to the media and whether they were classified.
You have the following rights before we ask you these questions. You must understand these
rights. You do not have to answer LTG Webster’s questions or say anything. Anything that you
say or do can be used as evince against you in a criminal trial or in an administrative proceeding
if there would be one. You have the right to talk privately to a lawycr before during and after
questioning and have a lawyer present with you during questioning. This lawyer can be one you
arrange for at your own expense or if you cannot atford a lawyer and want one will be appointed
for you before any questioning begins. If you are now willing to discuss the ofTenses under
investigation with or without a lawyer present, you have the right to stop answering questions at
any time or speak privately with the lawycr before answering further cven if you sign the waiver
certificate. Do you [ully understand your rights?

WIT: Yes

LA:  Are you willing to discuss and waive your rights or do you want to invoked your
rights?

WI'T: Discuss and waive.

LA: Okay, so I need your signature on block three, Sir if you would signature of

investigator in block four, and it is 15:39 hours. Alright Sir do you have the questions?

[0: (b)@), )@yhat date did you initially talk to Michael Hastings?

WIT: Correct me if | am wrong the story came out on the 24th did it not of February?

I0:  That is the date on it.

WIT: Yeah, I think it actually posted on the evening of the 23rd.

I0:  Yeah, I believe so.

WIT: [ spoke -- the first time I ever spoke to Michael [lastings was on February 16th it
was Wednesday.

[0:  Did you initiate that?

WIT: [ sent himan email after a mutual acquaintance had asked if T had wanted to put a
chapter into his book or if I wanted to tcll him about my story and be a part of his book.

I0:.  And how many times did you talk to Michael Hastings? ©)@3). (b)(6)

WIT: Your or five times, There were lots of questions and follow ups and calls% .

10:  Did he give you the article 1o review before —— -

WIT: No
10:  ---- it was published?
WIT: No Sir.

10:  Where you on active duty status title 32 or title 10 or any other active duty status
during any of the times you talked to him?

WIT: Nao, Sir.

I0:  Did you provide documents?
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WIT: Let me amend that because [ was on title 32 status the day the story posted and he
called me but prior to and any of the set up discussions or whatever no [ was not.

10:  So youdidn’t give him any information for his article that was posted, the ariginal
arlicle runaway, another runaway general while you were on title 32 or title 10.

WIT:  No, the information that I gave him, he talked to mec on the 16th on the first day [
sent him all the information on the 17th. I was on travel status [or a yellow ribbon event a return
event on the 18th, 19th, 20th, and I was home on the 21st and T was at the [O conference in JWIC
on the 23rd the day the thing posted. The conversations were Wednesday night, Thursday night,
really prior too.

10:  Did you provide documents to Michacl Hastings?

WIT: Idid, yes Sir.

10:  And do you remember the dales you provided those documents?

WIT: [do. The morning of Thursday the 17th.

I0:  Were you on title 10 or title 32 status when you provided documentation to
Hastings?

WIT: No, sir, it was like I said, sir, the 17th.

I0:  And to your knowledge where any of those documents classified above the
unclassified FOUO category. In other words ----

WIT: No, sir,

10: --—-were any of those confidential or above?

WIT: No, Sir and to expand the only document that has a [lavor of classification is the
one that is included in my rebuttal and it*s the email chain between me and Colonelb)(3), (b)(6)and
that is off the SIPR net. The traffic itsclt was unclassed but it was off the SIPR net.

I0:  Are those cmails marked secret?

WIT: No they are not at least [ haven’t seen them in a long time but -—-

I0:  And lHastings does not have those ----

WIT:  ~--- and Ilastings doesn’t have those, right.

10: At the time you provided the documents were you still a member of the Texas
National Guard?

WIT: Yes, Sir.

10: o your knowledge does the Texas Army National Guard have procedures lo
[ollow before you talk to the press? &NB)(3), (b)(6)

WIT:  As a private individual no, as a Texas guardsman-a8é oo ses. | told my
commander months ago that this was an issuc that there were things that might come out. As
soon as Michael Hastings called me, probably while I was on status on the 18th and 19th on that
weekend I think I let him know hey this looks like it is going to be big and it is going to go up.
Actually Hastings called me Friday night, | had forgot, Hastings had called me Friday night the
18" and I was on status, I was on title 32 going to this yellow ribbon thing and said this is going
from a chapter in a book to a storyywe are going to publish this last. I emailed my commander
and told him okay remember we talked about this thing this is probably going Lo get big.

[0:  Who was your commander?

WI'T: Colonel  (b)(3), (b)(6)

10:  Ilave you given us copics yet of what was provided to Hastings and the Rolling
Stone magazine?

WIT: Idon’t think that I have, however you ----

[0:  Canyou?
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WIT:  ---- you have most of it. Sure and 1 will tell you what it is, is the 15-6 my rebuttal
I don’t have any of my evidence ---- none of the exhibits that is on the rebuttal because there is a
bunch of'them. Thave email chains back and forth illegal order and all of that. So, there is no
surpriscs in there.

10:  Could you talk about the accuracy or inaccuracy of that Rolling Stone article?

WIT: The basic facts he took off of what I had given him or what you have seen as well
and I would say the basic facts are true. The spin and the slant are not. The whole PSYOP thing
and he makes a lot ol speculation about L'TG Caldwell doing it and motivations and those types
of things, it is not a part of it.

I0:  What did you expect to get out of going to Hastings and Rolling Stone magazine
that you weren't getting up to that point?

WIT: To be blunt?

10: Mm-Hmm.

WIT: This.

10:  Now you originally went to him for a book?
WIT: | Yes.

I0:  What book is that?

WIT:  In fact, that is where he is right now, he is in seclusion finishing a deadline on a
book. He is writing a book on Afghanistan. So, I was not surprised that this story got out,] was
definitely surprised with the speed and the slant that the story took.

10:  Did you cver tell him, tell Hastings that you thought that LTG Caldwell was
trying to perform or conduct PSYOP on CODELs?

WIT: No and in fact all along, first off I am not going to usc the word PSYOP. 1le
asked what comprised 10, opsec PSYOPs --- I guess the story quickly became PSYOP because
that is really sexy. Ireally truly truly wish it had not taken the slant that it took because it snow
balled. It is great that we are here and I am happy to tell my story about what [ think is the cas
which is the whistle blower piece and T will know a lot more about that tomorrow but that s <P)3), (0)(6)
happcnéa)m that way is truly unfortunate.

10: Do we have any other questions [or today?

LA:  Not for today. [ just wanted to go over, I have a list of documents that I am
interested in and [ just want to confirm that those are, that we arc agreeing that those will be
provided. There was some emails about civilian clothes that came up, is it possible to get those?

WIT: Sure.

LA:  Your OER.

WIT: Mm-Hmm.

LA: The school certificates we talked about for all the diffcrent training. OER support
form would that be akay?

WIT: 1don’t know that I have that I will check and sec. If 1 have it 1 will give it to you,
[ just don’t know where it might be and I have to tell you that as unfortunate as it is the transfer
disk that [ burned from the computer at NT'MA got corrupted so therc were some things that |
was able to pull off so | am spotty on what I have still.

LA:  Okay. And then would you have any emails with Colonel(v)(3), (b)6)you said there
was an email there where he asked to talk to you.

WIT: Yes I think that I have got those.

LA:  Which one?

WIT: Emails with Colonclb)(3), (b)6)where he asked to interview.

INITIALS OF PERSON MAKING STATEMENT(b)(3), (b)(6) PAGE 72 OF 76



W00~ s W r

bbhbbhhwwwwLuwaJUJUJNNNNNNMMMM

Page 73 of 142
EXHIBIT Q - DAY 1

M7: 1t is literally two emails.

LLA:  And then you said the activity reports are in your rebuttal, so I will look.

M7 T'wrote down Captaip)(3), (o)@pnvestigative docs and I do not remember what the
heck I meant by that.

WIT: It was the email, | know what it is, its the summary of the conversation between
me¢ and the investigator,

MZ:  Oh. Oh, in your interview. The other thing, do any of you know who Steve
Clemmens is?

10: [ have not heard the name.

MZ:  He is a former hill staffer who is now a blog, like the New American Foundation,
like a think tank and he is very well known on foreign policy and military issues. A lot of big
conferences he is with major players and he is more on the left but you name it he is socializing
with generals and admirals and senators and stuff like that. So, | am going to email througly3), (b)(6)
andp)(3), (b)e)Why some of this is important and again we arc not making it the PSYOPs issue but
again we are talking about perception and how one rcasan)(3), (b)) saying this is a bad thing, one
is the unlawful component but the other is do you want the media to know who I am shaking
your hands and preparing something probably not you know being him. So, Clemens writes an
article or a blog or whatever it was in January of 2010 and after senator Carl Levin comes back
from visiting LTG Caldwell and the article is all about, he did a phone intervicw it was a
conference call with senator Levin on it and other journalist and Levin had done a 180 on some
position. I don’t know if it was sending more troops or, T think it was on his depiction of how
things were and all of a sudden it went from things are lousy ----

WIT: Progress of the Afghan Army,

MZ: - lo things are good. Clemens is saying wow the whole article is saying what
the heck just happened and confronting Levin saying you just went to this from this what did you
see because I am talking to everybody clse that is over there and they are not saying the same
thing you are how did you go from there to here. The article comes out with Rolling Stonc,
Clemens remembers his piece then it’s the same time that)(3), (b)@® being tasked to do these
briefings on Levin's trip coming over and so this whole other article is well does this explain
anything. There are some things and to some extent it shows you the bias that ] think that Steve
has because he says that TC Caldwell should be suspended pending investigation, which I think
is just ludicrous to say even under this circumstance. It raises an interesting issue and not
because I think you should investigate whether there was PSYOPs at all because [ don’t think
that is something you need Lo investigate but it gocs to what the perception was of wlty(3), (b)(@hd
the team were saying this is a bad idea to have us involved in at all. Because now that the story
came out, now [olks like Clemens and others are looking back at thesc congressional leaders and
the congressional leaders who have come out talking about this who said they were potentially
targeted at least because they knew they were visiting at that time. You know their comments
have been interesting too because they don’t quite seem to know well we they targeted where
they not targeted, you know did they change their mind because of something. It was very
interesting and it is just something | throw oul there that you might just kind of look at from the
impression stand point as to what the importance was as to why they were raising some red flags.
The other thing which maybe, perhaps should be part of your investigation as it is sort of an
aside.

[0:  Certainly if you would like to provide copies of the ----

MZ: I will email you it. I will email you the links to those articles.
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LA:  lam sure L'TG Webster would take a look at it but you brought up now the whole
nondisclosure discussion we had carlier because I guess my impression from this morning is that
until the investigation is complete you are going to limit at lcast discussing with other witnesses
and what you discussed in here with us. [s that still the case?

LA:  So, we have an understanding now therc are when you say what we discussed
here obviously, [ look at that and go I wouldn’t reveal I megR)3), (b)@nd 1 reveal anything of what
you asked what seems to be of interest Lo you, what you scope scems to be going where it is not
going anything like that. We arc certainly still talking about hey we have the email chain and ---

MZ:  Right you are talking about his story----

WIT: His story right.

LA:  ----but what we would like not disclosed. It is fine if you want to say the
investigating officer has interviewed me but the substance of what we asked or what asked ----

WIT: Absolutely.

LA:  ----orwhat you responded -—

WIT: We arc on the same page,

LA:  --- we ask thal you not disclose that until the investigation is --—-
WIT: No, no, we are totally on the same page.

LA: - linished. The things that are already out there are out there.

10: Just to add to that you are satisfied that we are having this investigation by a
senior officer of what actually happened and it would be impossible to keep that objective
without people being influenced ot do various things if people start to talk about the investigation
while it is ongoing.

WIT: Totally understandable and I can tell you, sir, I have already been asked that
question as recently as last night. And 1 wilzbg(s)" (b)n(aggwith ynu)I said I didn’t have any concerns
with what this investigation was going to do,Bu.. was asked about the perception of it and I did
say because it is going to be out there I said (hat T thought that professing that this is my opinion
I'can’t -- What the question was should congress investi » nswer wac 1 ~on*{ ¢l
congress what to do and everyone serves at the.Jg gm‘c#%@c@(ggm%ﬁfg%@ é@ﬁ)did
say that I thought that as impartial as this one might be " ~* “om a perception point of view 1
thought that it shp*'~ =~ an external investigation si ,(3)' Qe of the fact that the perceptions

%5{)(3)' ®)€ind eve clse would be more open *~ ~= external one. What

of the ~~~ple . N
agéﬁ)é?_),;( 't é‘al@:.ﬁ?l@ what®®) "EE).?ER is not a knock on this SACk 2@ perception deal. I do
not know if that is going to make it'in there or not but I can tell you this that [ won’t talk about
that moving [orward. '

[0:  The one other piece that I will through out there that I think would be in your
scope because [ think that I goes to reprisal directly. You know thay)3), (n)@yentioned that he had
reccived some negative emails from folks and if you do a Google search om)(3), (b)) likeb)(3), (b)(6)
and Caldwell and see what comes up. There is a number of websites that have been created by
typically former military that have sort of and we were talking about this earlier off line these
people who just read things and post just have not clue what is going on and a lot of people
because of how the rolling stone article was viewing this was this igp)(3), (b)6yerses Caldwell,
you knowpy3), (b)(eitying to take Caldwell down which is nothing of the sort but that is therc
perception so cveryonc, these websiles werc literally trying to go after and oblitcrate)(3), (b))
mean they are very negative and there is lot of anonymous comments from DoD officials some
of' whom were saying maybe you say one because you asked a question if his meetings were ever
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in a room with TG Caldwell because some anonymous source said he was never ever in any
meeting with LTG Caldwell. I don’t care about all that stufl T will deal with that but on one of
the websiles are pages of the 15-6 investigation.

10:  Which 15-67

MZ: (b)), (b)6).

[0:  Il'you would send me the link [ would appreciate it.

MZ: Twill. Tdon’t know there are lots of dilfcrent ways that could have gotten to there
and some of those there is nothing inappropriate but it is unfortunate but if it came someone in
DoD or Army then it is a privacy act violation and it is clearly reprisal if it came that route 1
don’t know if, it is obviously being used in a purpose Lo try and malign him based on what is in
there. Now you know fortunately from a damage stand point ---- because T would say 1o the
court you know it is more ol a, you know he is a tough guy and we are already dealing with it so
is il going to ruin his life no but I do I go after privacy act violations and to make sure the
government does not disclose information for the same rcason why you want to read the privacy
act. You got routine route exceptions and giving it to bloggers is not a routine route exception
for a 15-6 investigation document. T will send you the link, they say they are somewhere herc in
the states, they say they are former military so you might have a little bit of jurisdiction over
them to say guys were did you get that from?

[0:  Inthe states?

MZ: 1am pretty sure, do you remember who they are? It was two former military guys
[ believe. Frankly I didn’t send a lot of time on the blog because it was pretty nasty. [ am not
into reading bad press. [ have to deal with things like that all the time when they are disparaging
clients of mine people have differcnt opinions on certain things and even when I have my CIA
clients who, everyone in this room would think these guys are doing what they need to be doing
you know someone who is sitting there in Kansas you know string them up you know forget it
we shouldn’t have a CIA so but it was the 15-6 that kind of through me likc, okay that T have a
problem with. What time do you want to get rolling on Friday?

[0:  Same time? What do we have scheduled now?

X0:  We have two other interviews scheduled Friday so we are going to have to move
one or both.

LLA:  Probably both.

10:  Oneisno problem. The other one might be a little problematic.

MZ:  And you still want to dg)(3), (b)@epn Tucsday?

[O: @A), )6 Tucsday.

MZ: Do you have a time?

I0:  Probably in the allernoon about 1300 would be good because she is—--

MZ: She's Texas.

10:  Well, we can do it late morning or----

MZ:  And did you decide you want V'T'C versus phone?

XO:  [don’t know if you have capability to do a TAM. It’s likc a little desk-side V'I'C.

MZ: Idon't. [ mean. [can do it probably through what is it called? Skype.

X0O:  We will sce.

[0:  I'd like to at least start off with the VTC.

MZ:  Arc you going to be here or are you going to be in Georgia?

WIT: Georgia.

LA:  Well, we may have a conversation about getting interviews.
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sTaTEMENT oF  LTC(b)(3), (b)(6) TAKEN AT paTep 2011/03/09

9. STATEMENT (Continued)

I 10: (b)(3), (b)(6)re you gaing to be here or would you be in Georgia?

2 LA:  T'mtraveling with them.

3 XO:  Okay. We mighl be able to get you accesg-—--

4 MZ: That's what | am saying—--

5 10:  -—-to a military installation----

6 MZ:  Gosh, there must someplace----

7 10:  We can probably gel you to Fort McNaire---

8 MZ:  -=--in the DC arca-—--

9 1Q:  ----Fort Myers---

10 MZ:  ----where 1 presume | can go to.

I 10:  -—-and get him on a TAM somewhere, sir, and then link the three of us in on a
12 widge.

13 XO: 1 will werk that.

14 10:  And if necessary for me to travel, we'll travel if we have to because this is

I5 important.

16 WIT: Thave something. I want to go back to one of your questions real quick, You

[7 asked me if [--this is speaking lo llastings because [ am remembering. The--1 didn’t get a read-

|8 ahead of the article. What they did do was--and this was on Wednesday--so | would have been

19 inan Article 32 [sic] status--they had a [act checker call me and ask, you know, is Lhis carrecl”?

20 Isthis correct? Is this correct? That did oceur.

21 MZ:  And that would have been your quotes.

22 WIT: Yeah.

23 M7:  Usually,

24 WIT: 1t was, you know, is it true Lo say that whatever? So that did happen. That was--I

25 forgot about that becausc thal was a--literally onc of those things in the backseat of the car I am

26 getting u phone call from this person,

27 10:  Are we set for Friday or what do we have to do?

28 XO:  Sir, I--we will have to go back and decide whether we do one or both of the scheduled interviews for Friday.
29 I0:  Solet's tentatively look at 1000 on Friday and then we will go check to see if we can move what we need to move,
30 See you then.

31 [The investigation recessed at 1607, 9 March 2011.]
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-5 for pay. You got the status of cadet and they essentially kind of treated you as, in their words, a
“third licutenant.” It was a way to get additional training and additional money and gel in the GI Bill and
then have the ROTC on the side as your primary program so that you get commissioned when you finish

that,

POPOPRPO0POP0P0>0

199,

-

August o

FPR>O>C >0

2

Okay. So during the time that you were enlisted you were also in ROTC?
Correct.

And what school were you at?

University of Texas, Austin,

And then you were commissioned in 87 as an active duty infantry ofticer?
Correct.

And your first assignment was at [0™ Mountain?

Correct, obviously after Benning,.

Okay. And were you at 10" Mountain until you got off active duty in "92?
Correcl.

Is that where your company command was at?

No. | was company commander in the National Guard in north Miami.
Okay. Were you commanding an infantry company?

Yes.

So what year was your company command?

[ commanded from -- [ can’t remember the exact date, but let’s just June of *97 until

So when you got off active duty in '92 -- as a captain?

No, as a first lieutenant. Promotion was slow then.

And you went to the Kansas National Guard?

Yes.

Okay. Real quick, short, what did you do for the Kansas Army National Guard?

Scout platoon leader, company exccutive officer, battalion S-4.

Okay.

All infantry.

Okay. What year did you leave the Kansas Army National Guard to go to the Louisiania

National Guard?

A.

I think the transfer was cffective in January of early *95. 1 lefl earlier because it takes a

while for the interstate transfer process to work.

Guard?

POPFL> OFZO0PLC>L

SIX years,

Q

intelligence?

o>

Real quick, what did you do for the Louisiana National Guard?

Assistant brigade S-3.

Division brigade S-37

No, assistant brigade S-3.

Assistant brigade §-3.

Captain.

Whal year did you leave the Louisiana National Guard to go to the Florida National

1997.

And that’s when you commanded?

Correct.

And you were in the Florida National Guard (or about ten years, about,

[ officially transferred over to Texas in "93 -- excuse me, 2003. So it would have been

Okay so after your company command., is that when you transferred to military

Yes.
So you were military intelligence while you were in the Florida Guard?
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A. Yes. And there is a clarification here. | became a battalion $-2, went through the MI
transition course during those years, but [ actually didn’t get the paperwork to transter me over to military
intelligence until -- [ think officially until 2006 or 2007. I don’t remember.

Okay. Did you have to go to the military intclligence basic course?

No, | wenl to the MI transition course.

How long is that?

[ can’t remember (it was six or eight weeks and | did that in 2002.

But you became MI in 20067?

Yes. It was a question of filing paperwork and getting it through and having Texas sign
off on it. l thought T was MI before that,

Where is the (ransition course at?

Fort Huachuca,

And you wenl in person? It wasn’t correspondence?

Correct. In person,

Did you go to an M advanced course at any point?

No. [ had already been through the armor advanced course.

Other than the transition course have you had any M1 specific training?

Yes. And remember. I’ve taught there since 2006.

Okay. [ didn’t know that.

No, I did. I have taught at the Joint Intelligence Combat Training Center.

Hold on,

I'm sorry.

Joint Intelligence Combat Training Cenler.

Yeah.

Which is at Fort Huachuca?

Fort Huachuca. ['ve taught there from January 2006 through September 2007. 1 was the
lead inslruclol for the division ACE,

ACE is what?

Analysis Control Element.

Okay.

It’s the center for the intel functions of the division.

And when was that?

That was from January of 2006 to September of 2007. And then from there [ worked as
the TRADOC capability manager for ground scnsors -- that’s no longer. They rearganized. It no longer
exists. But that was lor intel systems at Huachuca.

>CroP0

POPOCPOPCPO>0>0 >0

FEPC>0

Q. That was from 07 to when?

A. From *07 to - for ahout 2 year. So let’s say September 07 to September *08.

Q. Okay. at @A), ®)E)

A. Then I wasa'RADOC capability manager [or biometrics and forensics from September

"08 until February of 09 and then | went into management in my company and managed many of the
other courses on the contract side.

Q. Okay and the teaching was as a ----
A. I was an intelligence instructor.

Q. As a civilian?

A. Ycs. As a contractor,

Q. As a contractor. Okay, So let’s go back. You transferred to Texas in 2003 but whcn yon
transferred you weren't initially in the 71* 10 Group? 636 )(3), (b)(6)
A. No. [ was the S-3 for the 6" - it’s changed its nomenclature but it's now the /36" Mi

Battalion.
Q. And where was that based out of?
A, Austin, Texas.
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Q. Okay. And what year did you deploy to Kosovo?

A. I deployed 1o Kosovo, I actually arrived in theater in February of 2004.
10: Was that in Title 10 status?

WIT:  Yes, sir. I went there in an intelligence billet as the targeting officer.

Q. How long were you there?

A. Until | September 2004.

Q. So what is that, six months?

A It was supposcd to be -- let’s just say six months. [ know it was | September because we

were happy we actually lefl thealer on that magic day.
Q. What year did you deploy to Iraq?

A. We got in theater January of 2005.

Q. Okay. What were you doing in Iraq? Real short.

Al Real short, I was intelligence liaison officer to Multi-National Division - Southeast.
10: From where?

WIT:  The corps security brigade. We worked directly for the COSCOM and worked convoy
sceurity throughout the country. We spent cight months in Basra with the Brits doing that and | worked
in some of their arrest operations as a [V, arresting officer. They needed an American, basically, to grab
them and tag them. Then I moved out to Al Asad and worked with Marines working convoy support
from Trabil, the Jordanian border,

10: Were you an individual augmentee at this time to this SECFOR brigade?

WIT: 1 honestly don’t know what status. [ don’t think technically so because they transferred
me in from the MI battalion into the brigade initially to be kind of the assistant brigade S-2, a straphanger,
really. And then they found a job for me doing these LNO missions with the Brits?

10: And what unit was that you were transferred into from the MI brigade?
WIT: It was 56" BCT.
10: Okay.

WIT: I’ve been in the 53" and the 56" and I have to keep them straight in my head, but the 56",

Q. When did you return from Iraq?

A, [ got back home in December of 2005 and released from active duty in January.

Q. All right. You transferred to the 71% [Q Group in April *07?

A. Correct.

Q. When you transferred, were you [illing an Ml slot or an 10 slot?

A. Branch immaterial 10 slot,

Q. And you became FA30 qualified in October of 7082

A. Correcl.

Q. And to do that you went to the Vermont Army National Guard correspondence course?
Or initially? :

A. [ 'would say forget the Vermont National Guard picce. They were responsible for running
the course but it’s run out of the proponent out of CAC.

Q. Okay. So it’s a CAC correspondence course?

A. Right,

Q. It took you about six months to do?

A. Yeah, let’s say six months. It’s either six or eight but we’ll go with six.

Q. And was that pretty typical to get through that much material?

A. Yeah, that’s the standard run.

Q. And then the residency was two weeks.

A. Two weeks at the end in October. : .

Q. And General Caldwell was the CAC commander while you were at the in-class portion at
Fort Leavenworth or also the six?

A, All of it.

Q. All of it. And that residency nortion has oral hoards. Is that correct?
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