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HQ, MNF-I 

EMBASSY ANNEX, IRAQ 
172014CNOV08 

ROUTINE (72HRS) 
 

 (U) MNF-I FRAGO 08-575 [DOD PSCs AND ARMED CONTRACTORS - SERIOUS INCIDENT 
REPORTING PROCEDURES] 
 
(U) SUBJECT:  ARMED CONTRACTOR REPORTING OF SERIOUS INCIDENTS IN THE MNF-I 
BATTLESPACE.  
 
(U) REFERENCES:  
 
A. (U) USCENTCOM Message DTG 231600Z Dec 05, Subject:  USCENTCOM Policy and Delegation of 
Authority for Personal Protection [and] Contract Security Service Arming of DoD Civilian Person[s] 
 
B. (U) USCENTCOM Message DTG 070902Z Nov 06, Subject:  Modification to USCENTCOM Civilian 
and Contractor Arming Policy and Delegation of Authority for Iraq and Afghanistan 
 
C. (U) MNF-I FRAGO 07-428 (Armed contractors, DOD civilians, and PSCs). 
 
D. (U) MNF-I EXORD to Operationalize the Update to Joint Campaign Plan, Operation Iraqi Freedom (27 
NOV 07), DTD 27 JAN 08  
 
E. (U) MNF-I Joint Campaign Plan for OIF, 11 SEP 08  
 
(U) TIME ZONE USED THROUGHOUT THIS ORDER: Charlie 
 
1. (U) SITUATION. Change. Communication of serious incidents is a critical element in the sustainment 
of our current operational initiative.  MNFI-I has identified the need to clarify procedures for SIR reporting.  
PSCs must accurately and timely report such information which may have an impact on the operating 
environment.  This FRAGO replaces ANNEX D of reference C in its entirety. 

 
2. (U) MISSION. No Change. 
 
3. (U) EXECUTION. Change. 
 

3.A. (U) COMMANDER'S INTENT.  No Change. 
 
3.B. (U) CONCEPT OF OPERATIONS. Change. This FRAGO streamlines MNF-I’s system for PSC 
SIR reporting requiring companies to communicate directly with the Armed Contractor Oversight 
Division (ACOD) in addition to the MNC-I Contractor Operations Cell (CONOC).  While this FRAGO is 
directive for USG PSCs, it is the intent of MNF-I to encourage all PSCs operating in the ITO to abide 
by these reporting procedures.  

 
3.C. (U) TASKS TO SUBORDINATE UNITS AND STAFF.  

 
3.C.1. (U) MNF-I STAFF DIRECTORATES. 
 

3.C.1.A. (U)  CJ3. (Lead).  CJ3 and its Armed Contractor Oversight Division are lead agents 
for MNF-I direction, support, action, and overall coordination regarding this MNF-I effort. 

  
3.C.1.A.1. (U) Maintain and update the list of Armed Contractors, DoD civilians, and 
PSCs operating under a USG contract or subcontract.  
 
3.C.1.A.2. (U) Ensure all Armed Contractor, DoD civilian, and PSC serious incidents are 
reported, tracked, and investigated per MNF-I FRAGO 07-428 and other pertinent MNF-I 
orders.   
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3.C.1.A.3. (U) Coordinate the release of Armed Contractor, DoD civilian, and PSC 
incident related information in response to RFIs, congressional inquiries, media and FOIA 
requests. 
 
3.C.1.A.4. (U) Coordinate with and maintain proper communications and procedures with 
the Government of Iraq (GOI) and US Mission-Iraq (USM-I). 

 
3.C.1.B. (U) Other MNFI- Staff Directorates.  Require all current and future contracted 
PSCs/Armed Contractors to operate in accordance with the instructions in this FRAGO. 
 

3.C.2. (U) MSCs. Require contracted PSCs/Armed Contractors to operate in accordance with the 
instructions in this FRAGO. 

 
3.C.3. (U) MNC-I.  

 
3.C.3.A. (U) Receive and disseminate initial and final incident reports involving Armed 
Contractors, DoD civilians and PSCs to the ACOD. 
 
3.C.3.B. (U) Ensure that all “Initial” serious incident reports are received within 4 hours of 
incident occurrence and that all “Final” serious incident reports are received within 96 hours of 
incident occurrence. 
 
3.C.3.C. (U) Ensure all incidents reported are shared with PSCs for situational awareness.  

 
 

3.C.3.D. (U) Submit a monthly weapons discharge roll-up report to the MNF-I CJ3 ACOD by 
the 10th day of every month.  Reports should include the following information:  

 
 

 

Company responsible 
Serious Incident type 
Date 
Time 
Location 
# rounds fired 
Weapons fired 
Identification of who fired 
Contract # 
Requiring activity  
(commander in charge) 

3.C.4. (U) Requiring Activity/Owning Command. 
 

3.C.4.A. (U) The requiring Activity Commander/Owning Command is the military or other than 
USG entity receiving the contracted security services (i.e. the government entity that obtained 
authorization for the PSC involved the incident to carry arms in the ITO.) 
 
3.C.4.B. (U) It is the non-delegable obligation of the Requiring Activity Commander/Director to 
review and endorse formal written incident reports from contracted PSCs and determine the 
need for further investigation and for any contract, administrative or prosecutorial action IAW 
Annex E to MNF-I FRAGO 07-428. 

 
3.C.4.C. (U) Requiring Activities with PSCs who perform static FOB/site security functions will 
ensure the PSCs adhere to the contents of this FRAGO and not direct alternative reporting in 
lieu of this FRAGO. 

 
3.C.4.D. (U) CORs shall submit a monthly weapons discharge report to MNC-I Anti-Terrorism 
Force Protection Civilian Arming Program (ATFP-CAP) by the 5th of each month that 
includes:   
 

Name of individual 
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Company 
 # rounds fire 
Type of weapon fired 
Serious Incident type 
Date 
Time 
Location 
Contract # 
Requiring activity  
(commander in charge). 

 
3.C.4.E. (U) The requiring activity commander/owning command shall contact its 
supporting contracting command/organization (e.g. JCC-I/A, LOGCAP, ARCENT, GRD, 
etc.) for any required contract actions associated with implementation of this FRAGO. 

 
3.C.5. (U) Coalition Forces. 

 
3.C.5.A. (U) Coalition Forces observing an incident involving Armed DoD Civilians, DoD 
Contractors or PSCs shall report the incident through their command channels IAW their 
unit’s SOPs and to prescribed recipients in this FRAGO. The report shall contain a description 
of the incident, name of all companies or units involved, and what corrective actions are being 
taken, if applicable. 
 
3.C.5.B. (U) Coalition Forces commanders responsible for privately contracted site security 
are to be aware that PSCs used for this purpose are a strategic asset and the lines of 
communication are significantly more complex.  In addition to standard communication 
through the military chain of command, there is a parallel line of communication that routes 
directly from the MNF-I Armed Contractor Oversight Division (ACOD) to the to the requiring 
activity commander and/or Contracting Officer Representative (COR). Both lines of 
communication are valid and have authority to permit contractors to operate and/or suspend 
operations. Coordination and cooperation between the two is essential in this complex and 
sensitive environment. 

 
3.D. (U) COORDINATING INSTRUCTIONS.  
 
      3.D.1. (U) Private Security Companies. 
 

3.D.1.A. (U) It is the responsibility of the PSC company TOC to report directly to the CONOC.  
This does not include reporting thru LNOs.  PSCs shall report serious incidents which they 
observe, suspect, or in which they were participants:  This includes, but is not limited to:  any 
damage of equipment or injury to persons, attacks, any weapons discharge, criminal acts, 
traffic accidents, and any incident believed to have possible strategic or operational impact.    
Incidents where aggressive personal behavior and share the road policies are violated shall 
be reported.  The PSC involved in the incident ultimately bears the responsibility of reporting 
the incident to the MNC-I CONOC.  Reports are then forwarded from the CONOC on to the 
ACOD.  All reports are considered UNCLASSIFIED.  See Annexes A & B for SIR report 
format and example report. 
 
3.D.1.B. (U) PSCs shall adhere to Iraqi laws and regulations regarding incidents involving the 
local population.  Incidents involving local nationals and/or shots fired at or near local 
nationals shall be reported to the local IP as soon as possible after occurrence and as 
security conditions and mission requirements dictate. If any injuries or damage result from a 
traffic accident or GFR incident, the PSC is expected to pro-actively engage the injured 
civilians, through the local authorities, in order to resolve the incident quickly and justly. 
Resolution may be reached after the fact, within a reasonable amount of time, by the 
company LN legal representative. At a minimum, and if security conditions permit, PSCs 
should  stop to assess the situation and exchange details with persons (LN, IP, IA) involved in 
the incident or present at the scene. 
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3.D.1.C. (U) PSCs shall immediately activate transponder alert system, when a serious 
incident occurs. 

 
3.D.1.D. (U) PSCs shall submit a SPOT report immediately and an initial Serious Incident 
Report within 4 hours for any observed, suspected, or participation in a serious incident.  
Send reports the MNC-I CONOC and your COR.  SPOT reports may be submitted to the 
CONOC by any means available as long as the PSC can express the who, what, when, and 
where of each incident. 
 
3.D.1.E. (U) PSCs shall submit a final Serious Incident Report within 96 hours to the MNC-I 
CONOC and your COR. Final reports shall be completed as quickly as all the pertinent 
information can be gathered and not necessarily wait 96 hours to submit.  Interim reports may 
be submitted as necessary between 4 and 96 hours post incident.  
 
3.D.1.F. It is the sole responsibility of each PSC to ensure that all reporting requirements are 
fulfilled.  will be addressed according to the conditions of the contract. 
 
3.D.1.G. (U) PSCs shall ensure that the following additional requirements are on every report: 

 
Contract # 
COR name 
COR email address 
COR phone number 
Requiring Activity  
(commander in charge) 
Name and passport # of individual  
(in the case of negligent discharge) 

 
3.D.1.H. (U) PSCs shall ensure the immediate commander of the unit to which you are 
assigned, your Contracting Officer Representative (COR) and Contracting Officer (KO) is 
notified of every serious incident.  Provide a copy of each SIR directly to your USG 
sponsoring agency. If the incident involves a weapons discharge, a Shot Report (SHOTREP) 
of the Serious Incident must also be provided to your COR.    

 
3.D.2. (U) Contact Information  
 

3.D.2.A. (U) MNF-I CJ3 ACOD (Armed Contractor Oversight Division).  POC is Col   
   Unclassified:     ; DSN:     

commercial        
 
3.D.2.B. (U) MNC-I CONOC.                 DSN:    

 
4. (U) SERVICE SUPPORT. No change 
 
5. (U) COMMAND AND SIGNAL.  
 
ACKNOWLEDGE: 
 
 
      ODIERNO 
      GEN 
 
OFFICIAL:  
 
MG SWAN 
DIRECTOR, CJ3 
 
ATTACHMENTS:  
Annex A (U): NEW SIR Report Form V1.1 
Annex B (U): Example SIR Report 
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