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(U) MNF-I FRAGO 08-448 [DOD PSCs/ARMED CONTRACTORS – COMMUNICATION IN THE 
BATTLESPACE]  
 
(U) SUBJECT: PSCs COMMAND, CONTROL, AND COMMUNICATIONS PROCEDURES IN SUPPORT 
OF ALL USG PRIVATE SECURITY COMPANIES OPERATING WITHIN IRAQ 
 
(U) REFERENCES:  
 
A. (U) MNF-I EXORD to Operationalize the Update to Joint Campaign Plan, Operation Iraqi Freedom (27 
NOV 07), DTD 27 JAN 08. 
 
B. (U) MNF-I Joint Campaign Plan for OIF, DTD 27 NOV 07. 
 
C. (U) MOD 4 to MNF-I FRAGO 07-428 [Armed Contractors/DoD Civilians and PSCs], DTD 17 JUL 08. 
 
D. (U) MNC-I FRAGO 175 Operation Silver Magnum [Procedures for control, coordination and oversight 
of Armed Contractors/DoD Civilians and Private Security Companies (PSCs)] to OPORD 08-01, DTD 24 
FEB 08. 
 
E. (U) Memorandum Of Agreement Between the Department of Defense and the Department of State on 
USG Private Security Contractors in Iraq, DTD 05 DEC 07 
 
(U) TIME ZONE USED THROUGHOUT THIS ORDER: Charlie 
 
1. (U) SITUATION. Change. MNF-I and MNC-I established Contractor Operations Cells (CONOCs) to 
consolidate battlespace Command and Control (C2) of United States Government (USG) Private Security 
Contractors (PSCs) at the MNC-I and MND operations centers.  This infrastructure enables effective 
integration of PSC movements in the battlespace and responsive QRF and Medevac support to PSC 
teams in the field.  MNF-I has identified the need to clarify required procedures for PSC interactions with 
the CONOCs to enable the full effectiveness of this established infrastructure.  This FRAGO replaces 
ANNEX K of reference C in its entirety. 
 
2. (U) MISSION. No Change.  
 
3. (U) EXECUTION. Change.  
 

3.A. (U) COMMANDER'S INTENT. No Change.  
 
3.B. (U) CONCEPT OF OPERATIONS. Change. This FRAGO establishes MNF-I’s system and 
procedures for battlespace command and control of PSC missions in Iraq.  MNC-I and MND CONOCs 
will provide their respective battlespace owners full integration and positive C2 of PSCs moving in the 
battlespace and will directly coordinate emergency military support for PSCs.  All PSCs will be 
effectively integrated into the battlespace by coordinating their movements and communicating with the 
CONOCs as required by this FRAGO.  This FRAGO addresses only those requirements necessary for 
effective battlespace integration of PSC movements by the CONOCs and operations centers.  While 
this FRAGO is directive for USG PSCs, it is the intent of MNF-I to encourage all PSCs to abide by 
these procedures and inform authorities of their movement. 
 

3.B.1. (U) There are three categories of PSCs for purposes of movement coordination and 
communications requirements. 

 
3.B.1.A (U) Class A – Includes United States Government (USG) Department of State 
(DoS) Tier 1 PSCs operating in Iraq who provide protective security services in support of 
the DoS Chief of Mission (COM).  These PSCs operate under the direct operational, 
management, and contract oversight of the Bureau of Diplomatic Security and the 
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Regional Security Office (RSO) in Baghdad.  They coordinate movements directly with 
battlespace owners over secure military communications networks. 

 
3.B.1.B. (U) Class B – Includes all DoD PSCs and Tier II DoS PSCs.  Tier II DoS PSCs 
provide protective security services to non-COM personnel that are working for a DoS 
contractor, sub-contractor, or DoS-funded program.  They submit movement requests via a 
commercial website to the CONOC to request authorization for movements from the 
battlespace owner. 

 
3.B.1.C. (U) Class C – Includes PSCs of Coalition partners, the Government of Iraq (GoI), 
and private organization-contracted PSCs.  Numerous embassies, GoI ministries, and 
private organizations including international businesses and media organizations employ 
PSCs.  They submit movement requests via a commercial website to the CONOC to 
request authorization for movements from the battlespace owner. 

 
3.B.2.(U) PSC TOC communications with MNC-I CONOC is as follows: 

 
3.B.2.A (U) PSC TOCs communicate with the MNC-I CONOC using commercial telephone 
for voice communications and commercial information systems for email and CHAT 
communications. 

 
3.B.2.B. (U)  is used for the transmission of movement requests to the 
MNC-I CONOC.  The transmission of the MNC-I/MND approval or disapproval of the 
request is sent to the PSC TOC via email.   

 
3.B.2.C. (U)   is used for CHAT communications.    is not 
authorized on “.mil” networks and will be operated separately via commercial Internet 
Service Providers (ISPs).  MNC-I will provide a local ISP or coordinate the contract for 
MND CONOCs’ local ISP as well as commercial cellular capability as required 

 
3.B.3. (U) PSC Teams Communications with CONOCs is as follows:   

 
3.B.3.A. (U) These requirements apply to all PSC teams moving in the battlespace, 
including convoy escort teams (CETs) and private security details (PSDs). 
The MNC-I and MND CONOCs monitor, coordinate, and track PSC team movements, 
maintain visibility of all PSC movements in order to coordinate movement throughout the 
battlespace and coordinate a response if a PSC team requires QRF/MEDEVAC 
assistance.  Responsibility for coordinating QRF/MEDEVAC resides with the MND 
CONOCs. 

 
3.B.3.B. (U) PSC Teams will coordinate directly with respective MND CONOCs for the 
area in which they are operating.   
 
3.B.3.C. (U) PSCs will register a minimum of two (2) functional transponders on separate 
vehicles with a refresh rate of four (4) minutes or less and an emergency distress beacon 
for each operational mission or convoy.  The transponders will be input on the MRF and 
tested to ensure CONOC is tracking before movement. 

 
3.B.3.D. (U) PSC teams will use commercial cellular telephones and commercial satellite 
telephones provided by their company to communicate with MND CONOCs.  

 
3.B.3.E. (U) Many areas of Iraq lack cellular telephone coverage preventing cellular 
phones from providing continuous communications capability.  Therefore PSCs are 
required to operate with two (2) satellite phones per convoy and possess the necessary 
antenna and batteries to sustain the operational capability throughout their missions. 

 
3.B.3.F. (U) PSCs are required to operate with two (2) VHF radios per convoy operating 
within the military frequency range          
The radios must be compatible with SINCGARS fielded to the U.S. Army.  The radios will 
operate in the single channel and plain text mode. 

(b)(2)
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3.B.4. (U) Movement Requests and coordination are as follows.   

 
3.B.4.A. (U) Movement Control:  All Class B PSCs are required to submit movement 
requests via        in order to obtain approval for movement through any area 
of Iraq, except the CLDA provides movement schedules to the MNC-I CONOC for convoy 
escort missions.  Class C PSCs may also submit movement requests via 

         Class A PSC movements will be loaded in CPOF by the RSO and sent 
directly to the battlespace owner 24 hours prior to execution.   
 
3.B.4.B. (U) Class B or C PSCs submit a movement request       
via       from their PSC company TOC.  All changes to PSC movement 
inside the 72 hour window must be coordinated through their respective TOC to the MNC-
I CONOC via the “amend MRF function” on the         website.  Once the 
CONOC receives approval or disapproval from the battle space owner, notification is sent 
to the appropriate PSC via CHAT, land line, or email.  Last minute urgent requests may 
be accommodated, but not guaranteed. 
 
3.B.4.C. (U) PSC teams are required to notify the MND CONOC of their movement, 
except for missions run strictly between the IZ and VBC, (1) immediately prior to 
beginning their missions, (2) upon exiting and entering each MND CONOC’s battlespace, 
and (3) upon finishing their missions. 
 

3.B.5. (U) PSC Teams’ communications during QRF/MEDEVAC is as follows:   
 

3.B.5.A (U) In the event of an incident, the PSC team involved in the incident shall notify 
the CONOCs by activating the emergency satellite transponder “panic button” and using 
SATCOM phones to contact the MND CONOC.  Only after positive contact is made with 
the MND CONOC will the PSC team notify their company TOC.  The emergency 
activation of the transponder will highlight the vehicle identity and location while 
simultaneously sounding an audio alert on the Common Operating Picture (COP).  The 
MND CONOC will coordinate for Quick Response Force (QRF) and Medical Evacuation 
(MEDEVAC). 
 
3.B.5.B. (U) The following communications assets are available for coordinating with 
QRF/MEDEVAC teams arriving on the scene: 
 

Primary:         
Alternate: Satellite Phones / Cell Phones 
Contingency: Visual Hand and Arm Signals 
Emergency: Smoke / Panels 

 
3.B.5.C. (U)      

    
          t 

      e 
              

               
These frequencies will not change and can be obtained on     and 
following the link identified as “Contact the CONOC”. 

 
3.C. (U) TASKS TO SUBORDINATE UNITS AND STAFF. Change.  

 
3.C.1. (U) MNF-I STAFF DIRECTORATES. 

 
3.C.1.A. (U) CJ3. (Lead). CJ3 and its Armed Contractor Oversight Division are lead agents 
for MNF-I direction, support, action, and overall coordination regarding this MNF-I effort.   
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3.C.1.B. (U) Other MNF-I Staff Directorates.  Require all current and future contracted 
PSCs/Armed Contractors to operate in accordance with the instructions in this FRAGO. 
 

3.C.2. (U) MSCs. Require contracted PSCs/Armed Contractors to operate in accordance with the 
instructions in this FRAGO. 
 
3.C.3. (U) JCC-I/A. Lead for any required contract actions associated with implementation of this 
FRAGO. 
 

3.D. (U) COORDINATING INSTRUCTIONS. Change. 
 
3.D.1. (U) DoD PSCs/Armed Contractors Operating in Iraq. Operate in accordance with the 
instructions in this FRAGO. 
 
3.D.2. (U) US EMBASSY, BAGHDAD. No Change. Request adherence and implementation of 
policy for the management and oversight of PSCs/Armed Contractors IAW Department of 
Defense, Department of State Memorandum Of Agreement, dated 05 Dec 2007.    
 
3.D.3. (U) This FRAGO contains enduring guidance and will be included in future drafts of the 
EXORD/Command Policies and Procedures. 
 
3.D.4. (U) POC is MNF-I CJ3 ACOD (Armed Contractor Oversight Division), Col     
Director.  Unclassified:     ; DSN:   . Commercial:   

      
 

4. (U) SERVICE SUPPORT. No Change.  
 
5. (U) COMMAND AND SIGNAL. No Change.   
 
ACKNOWLEDGE: 
 
 
      PETRAEUS 
      GEN 
 
OFFICIAL:  
 
MG BARBERO 
DIRECTOR, CJ3 
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